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fig & OSPF SXidSEiGH M

—. SCIOHAFM:

—. SCIgEAY:
13 OSPF ZXEFIWNAEAMNESE, < Client A gEiES5
Client B IFE1&EH,

RTA:
system-view HHENR G EEL
sysname RTA  #2515%%dp
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interface GO/0/0  #FHNERIEC

ip address 10.1.1.1 24  #FELE |P it & 7R3
interface G0/0/1  ##HNIBR#EEC

ip address 192.168.1.1 24  #FE& |P Hhht K FRI#ERT
interface Loopback0  #GlEIR[El#E 0

ip address 1.1.1.1 32 #FE IP bk f FRI#EH5

ospf 1 router-id 1.1.1.1  ## )\ OSPF ##2 1, FHEEHEH
g5 1D

area 1 #6172 OSPF X1 1

network 10.1.1.0 0.0.0.255 #EBEEEEIEMER
network 192.168.1.0 0.0.0.255 HESHEEIENER

RTB:

system-view

sysname RTB

interface G0/0/0

ip address 20.1.1.1 24
interface GO/0/1

ip address 10.1.1.2 24
interface LoopbackO
ip address 2.2.2.2 32
ospf 1 router-id 2.2.2.2
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area 1
network 10.1.1.0 0.0.0.255
area 0

network 20.1.1.0 0.0.0.255

RTC:

system-view

sysname RTC

interface GO/0/0

ip address 30.1.1.1 24
interface GO/0/1

ip address 20.1.1.2 24
interface LoopbackO

ip address 3.3.3.3 32
ospf 1 router-id 3.3.3.3
area 0

network 20.1.1.0 0.0.0.255
network 30.1.1.0 0.0.0.255

RTD:
system-view

sysname RTD
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interface GO/0/0

ip address 40.1.1.1 24
interface GO/0/1

ip address 30.1.1.2 24
interface LoopbackO

ip address 4.4.4.4 32

ospf 1 router-id 4.4.4.4
area 0

network 30.1.1.0 0.0.0.255
area 2

network 40.1.1.0 0.0.0.255

RTE:

system-view

sysname RTE

interface G0/0/0

ip address 50.1.1.1 24
interface GO/0/1

ip address 40.1.1.2 24
interface LoopbackO
ip address 5.5.5.5 32
ospf 1 router-id 5.5.5.5
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import-route rip 1 #15 RIP1 FUIRHAZZ B E & it OSPF1
AUHZEF

area 2

network 40.1.1.0 0.0.0.255

rip1  ## N RIP HFE 1

version 2 HEEEBRA 2

network 50.0.0.0 #HESEBEIZEAIMER

undo summary #RABaNCE

import-route ospf 1 #i& OSPF1 B8 S<HE & FmiH RIP1T
HUEHFEF

RTF:

system-view
sysname RTF
interface GO/0/0

ip address 172.16.1.1 24
interface GO/0/1

ip address 50.1.1.2 24
rip 1

version 2

network 50.0.0.0
network 172.16.0.0
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undo summary
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—. OSPF S tcE=caHM

—. SCIOHAFM:

Area 1 Area 0 Area 2 Area 3
10.1.1.0/24 20.1.1.0/24 30.1.1.0/24 40.1.1.0/24

AT _-- S~ _-- Sso _--7 o S~ - -7 *
Go/Ofy T T N T - G0/0/0
, \ Virtual-Link ;
'RIPv2 |192.168.1.0/24 172.16.1.0/24 | RIPv2 !
| ! 1 1
! G0/0/0; '; G0/0/1!
" RTA .~ “RTG

—. SCIgEAY:
BT OSPF X1, EHEEUNRNEEAGNEE, SENEE

system-view HFANRFIERT

sysname RTA #4518 43

interface GO/0/0  #FHNERIEC

ip address 192.168.1.1 24  #FiE |P bkt FR#ERT
rip 1 HA RIP #Hi2 1

version 2 #IEEEFRRAS 2

network 192.168.1.0 #ESEEEIZEHIMER

undo summary #xABEHCR
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RTB:

system-view

sysname RTB

interface GO/0/0

ip address 10.1.1.1 24

interface GO/0/1

ip address 192.168.1.2 24

interface LoopbackO

ip address 2.2.2.2 32

ospf 1 router-id 2.2.2.2  #i# )\ OSPF i#72 1, FHEEHKEH
&= 1D

import-route rip 1 #15Z RIP1 VIR B E & it OSPF1
HUHZEF

area 1 #8172 OSPF X1} 1

network 10.1.1.0 0.0.0.255 #BEEEEMER

rip 1

version 2

network 192.168.1.0

undo summary

import-route ospf 1 #i& OSPF1 RS S HE & FniH RIP1
HUHZEF
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RTC:

system-view

sysname RTC

interface GO/0/0

ip address 20.1.1.1 24
interface GO/0/1

ip address 10.1.1.2 24
interface LoopbackO
ip address 3.3.3.3 32
ospf 1 router-id 3.3.3.3
area 0

network 20.1.1.0 0.0.0.255
area 1

network 10.1.1.0 0.0.0.255

RTD:

system-view
sysname RTD
interface G0/0/0

ip address 30.1.1.1 24
interface GO/0/1

ip address 20.1.1.2 24
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interface LoopbackO

ip address 4.4.4.4 32

ospf 1 router-id 4.4.4.4

area 0

network 20.1.1.0 0.0.0.255

area 2

network 30.1.1.0 0.0.0.255

vlink-peer 5.5.5.5  #5XJiwigss 5.5.5.5 £ X5, 2 PECEREHE

iz

RTE:

system-view
sysname RTE
interface G0/0/0

ip address 40.1.1.1 24
interface G0/0/1

ip address 30.1.1.2 24
interface LoopbackO
ip address 5.5.5.5 32
ospf 1 router-id 5.5.5.5
area 2

network 30.1.1.0 0.0.0.255

14 https://huawei.easthome.com/


https://huawei.easthome.com/

- ® =
mAmEE 2272

vlink-peer 4.4.4.4
area 3

network 40.1.1.0 0.0.0.255

RTF:

system-view

sysname RTF

interface GO/0/0

ip address 172.16.1.1 24
interface GO/0/1

ip address 40.1.1.2 24
interface LoopbackO

ip address 6.6.6.6 32
ospf 1 router-id 6.6.6.6
import-route rip 1

area 3

network 40.1.1.0 0.0.0.255
rip 1

version 2

network 172.16.0.0
undo summary

import-route ospf 1
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RTG:

system-view

sysname RTG

interface GO/0/1

ip address 172.16.1.2 24
rip 1

version 2

network 172.16.0.0

undo summary
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=. ficE VRRP =C1&4AN
—. SCISAF:

RTB

G0/0/0

20.1.1.0/24
E0/0/1

192.168.1.0/24

K

HTTP Server RTA  G0/0/0 E0/0/2 SWA Client A

10.1.1.0/24
G0/0/1

RTC

—. IEE[:

< Client A i5[a] HTTP Server, EXAM RTB 2liX, Zf5 down
12 RTB #9 GO/0/0 01, & RTC Bas&i A T1E, FEE RTB
A9 E0/0/0 #=OIEE T/EZ /SN RTC 184 &1, [ERS RTB, RTC
#BSC i [ PR ER

=. PR

RTA:

system-view #HHNR TN ERET
sysname RTA #4518 43

interface G0/0/0  #iFH NFENIE]
ip address 10.1.1.1 24  #ECE |P tthhil 5 F R
interface GO/0/1 #HHNBNEO
ip address 20.1.1.1 24  #ECE |P itk 5 FRIER
interface G0/0/2  #HNMEMNHEC
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ip address 172.16.1.1 24 #ERE P itk 7 RIHsHT
rip1  ##A RIPHE 1

version 2 #HEEFEFRA 2

network 172.16.0.0  #BEEEIEHIMNER

network 10.0.0.0 #ESEBEEAIME

network 20.0.0.0 H#ESEBEEAIME

undo summary #XABCE

RTB:

system-view

sysname RTB

interface G0/0/0

ip address 20.1.1.2 24

interface GO/0/1

ip address 192.168.1.1 24

vrrp vrid 47 virtual-ip 192.168.1.254 #8132 VRRP 4,
EEHSSREML IP ik

vrrp vrid 47 priority 200 #ECE HRIEKEHESRY VRRP (5%
R

vrrp vrid 47 track interface GO/0/0 reduced 60  #BL&
VRRP iwORER, FHEEMEMIRIRAYZOLET, <280 VRRP
& EHERRYLScRBE(E 60
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rip 1

version 2

network 192.168.1.0
network 20.0.0.0

undo summary

RTC:

system-view

sysname RTC

interface GO/0/0

ip address 192.168.1.2 24

vrrp vrid 47 virtual-ip 192.168.1.254
vrrp vrid 47 priority 150

vrrp vrid 47 track interface GO/0/1 reduced 60
interface GO/0/1

ip address 10.1.1.2 24

rip 1

version 2

network 192.168.1.0

network 10.0.0.0

undo summary
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M. BoErIRCISCIGEN

—. SCIOHAFM:

RTB

G0/0/0

10.1.1.0/24

G0/0/0
G0/0/1
20.1.1.0/24

G0/0/0 G0/0/0

RTC RTD

—. SCIgERY:
4 £ XHE8IE{T RIPV2 , BT RTARY GO/0/2 BER & JoEeE O,

< RTA "E[[ RTD 1&%5 RIP B8RSR, {EM RTD ZULERH(E
=|

i3

1]
D>
\
7

system-view HHENR GBS
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sysname RTA
interface GO/0/0  ##HN
ip address 10.1.1.1 24

interface GO/0/1  ##N
ip address 20.1.1.1 24

interface G0/0/2  ##N
ip address 30.1.1.1 24

rip 1 B RIP H7E 1
version 2
network 10.0.0.0
network 20.0.0.0
network 30.0.0.0

silent-interface G0O/0/0
#X[F]

#iE S
#iBE
#iE S

undo summary

RTB:

system-view
sysname RTB
interface G0/0/0

ip address 10.1.1.2 24
rip 1

version 2

#QI:I'LXEEI nlﬂg

S| VEEI
#BCE |P kR F oI
S| VEEI
#BCE |P kR F RO
S| VEEI
#BCE |P ik F Rt

#ECEEAIRA 2

HEEME
HEEME
HEEME

#1% G0/0/0 B & /orsEiiz

BalilE
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network 10.0.0.0

undo summary

RTC:

system-view
sysname RTC
interface G0/0/0

ip address 20.1.1.2 24
rip 1

version 2

network 20.0.0.0

undo summary

RTD:

system-view
sysname RTD
interface GO/0/0

ip address 30.1.1.2 24
rip 1

version 2

network 30.0.0.0

undo summary
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f. FEeEiEd filter-policy i=HIEEH5E
4= |17

—. SCIOHAFM:

RTB

G0/0/0

10.1.1.0/24

G0/0/0

0 ‘
7570
RTA \11 1.0/24
G0/0/0

G0/0/1

20.1.1.0/24

G0/0/0

RTC RTD

4 SESHRRI=TT OSPF, ®IYTE RTD LECE filter-policy, €&
WiEdE RTA B S KAV FAIMES 10.1.1.0/24
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=. LRPE:

RTA:

system-view HENZRFIERET
sysname RTA #4518 %3

interface GO/0/0  #HNERFEL
ip address 10.1.1.1 24  #FEE |P it & FR¥ER
interface GO/0/1 #HHNFENIEC

ip address 20.1.1.1 24  #FElE |P ik & 7R3
interface G0/0/2  #FHNFENIZEL]

ip address 30.1.1.1 24  #FELE |P il 5 7R3
interface Loopback0  #Gl#ZEIRENHEEL 0

ip address 1.1.1.1 32 #Fg & |P bk 5z F RIS

ospf 1 router-id 1.1.1.1  ##H )\ OSPF #72 1, FHEEHEH
gD

area 0 #6172 OSPF X1 1
network 10.1.1.0 0.0.0.255 #&@&

network 20.1.1.0 0.0.0.255 #HEESEEIEMER
network 30.1.1.0 0.0.0.255 #@E&

RTB:
system-view

sysname RTB
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interface GO/0/0

ip address 10.1.1.2 24
interface LoopbackO
ip address 2.2.2.2 32
ospf 1 router-id 2.2.2.2
area 0

network 10.1.1.0 0.0.0.255

RTC:

system-view

sysname RTC

interface G0/0/0

ip address 20.1.1.2 24
interface LoopbackO
ip address 3.3.3.3 32
ospf 1 router-id 3.3.3.3
area 0

network 20.1.1.0 0.0.0.255

RTD:
system-view

sysname RTD
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interface GO/0/0

ip address 30.1.1.2 24

interface LoopbackO

ip address 4.4.4.4 32

acl 2001  #FEEEA ACL

rule deny source 10.1.1.0 0.0.0.255  #E4E3H
10.1.1.0/24 B9EE RSB

rule permit source any  #IFREEEEEMERIEEHESE
B

ospf 1 router-id 4.4.4.4

filter-policy 2001 import  #{sEFILESRERIERA ACL 2001,
FHRAEANTGR L

area 0

network 30.1.1.0 0.0.0.255
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7+, BCENHYKAHRECIEEN (—)

—. SCIOHAFM:

—. SCIgEAY:
5 8IKHRITTT RIPV2, @I B SN ER, € RTC ZRIAIFR
BB BT REITZ /I 98

=. SR

RTA:

system-view HHNR TN ERED
sysname RTA #4518 43

interface GO/0/0  #FHNHEMNEEC

ip address 10.1.1.1 24  #ECE |P tthhik & FRIERY
rip1  ##\ RIP 2 1

version 2 #ECESEFIhRAS 2
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network 10.0.0.0 #EESHBEIEMER
undo summary #x B

RTB:

system-view
sysname RTB
interface GO/0/0

ip address 20.1.1.1 24
interface GO/0/1

ip address 10.1.1.2 24
rip 1

version 2

network 10.0.0.0
network 20.0.0.0

undo summary

RTC:

system-view
sysname RTC
interface G0/0/0

ip address 30.1.1.1 24
interface G0O/0/1
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ip address 20.1.1.2 24
rip 1

version 2

network 20.0.0.0
network 30.0.0.0

undo summary

preference 98  #FELEMNILTTHII 98

RTD:

system-view
sysname RTD
interface G0/0/0

ip address 40.1.1.1 24
interface G0O/0/1

ip address 30.1.1.2 24
rip 1

version 2

network 30.0.0.0
network 40.0.0.0

undo summary
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RTE:

system-view
sysname RTE
interface GO/0/1

ip address 40.1.1.2 24
rip 1

version 2

network 40.0.0.0

undo summary
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€. BEEMNNAFeHRLINAN (Z)

—. SCIOHAFM:

—. IEE[:

5 SHESETT RIPv2, BIIESUMYILER, € RTC M RTD
F2RY RIP RIS BRI T REZ /T 98, MM RTB FE|
9 RIP B9ER 5 B RO LSE R BIRISAZE

system-view #HHNR TN ERET

sysname RTA #4518 43

interface G0O/0/0  #HN\MEMNEC

ip address 10.1.1.1 24  #ECE |P tthhik & FRIERY
rip 1 #iH )\ RIP HE 1
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version 2 #ECEFEAIRA 2
network 10.0.0.0 #ESEEEMES
undo summary #RABILCE

RTB:

system-view
sysname RTB
interface GO/0/0

ip address 20.1.1.1 24
interface G0O/0/1

ip address 10.1.1.2 24
rip 1

version 2

network 10.0.0.0
network 20.0.0.0

undo summary

RTC:

system-view
sysname RTC
interface G0/0/0

ip address 30.1.1.1 24
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interface GO/0/1

ip address 20.1.1.2 24

acl 2001  #FEEEEA ACL

rule permit source 30.1.1.20  #PLEZREM e 30.1.1.2
rule deny source any HEBRHIHEEIR
route-policy 1 permit node 10 #BIEE R RAS 1
if-match ip next-hop acl 2001 #& ~—k [P i PTHC
ACL 2001

apply preference 98  #IZEEULICRIE S 98

rip 1

version 2

network 20.0.0.0

network 30.0.0.0

undo summary

preference route-policy 1 #HZIRHFE 1 &NXIMULER
=]

RTD:

system-view
sysname RTD
interface G0/0/0

ip address 40.1.1.1 24
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interface GO/0/1

ip address 30.1.1.2 24
rip 1

version 2

network 30.0.0.0
network 40.0.0.0

undo summary

RTE:

system-view
sysname RTE
interface GO/0/1

ip address 40.1.1.2 24
rip 1

version 2

network 40.0.0.0

undo summary
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J\. BicE& IBGP 5 EBGP &£i53E184H K
—. SCIOFRFM:

. Client A,,f" . Client B,«
AS 65001 AS7

—. SCIGHEAY:
BT IBGP 5 EBGP Z[HISIEHEE, € 2 BEFineciBIEERE
i

=. LHLE:

RTA:

system-view HHNR TN ERED
sysname RTA  #4518%E &

interface G0/0/0  #iFH NFEN#E]

ip address 10.1.1.1 24  #ECE |P tthhik 5 F /IR
interface GO/0/1 #HHNBNEO

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
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interface LoopBack0  #iFHNMELN ]

ip address 1.1.1.1 32 #FE IP bk 5 F RIS

bgp 65001  #FF/3 BGP I&HIhAEE, HELEH AS S
router-id 1.1.1.1 #ECEIR AV BGP i&HsE ID

peer 2.2.2.2 as-number 1 HEEXERIUERERES ID, LK
iEE IR SRS

peer 2.2.2.2 ebgp-max-hop2 #IEEBEE5WEMHR A
EBGP X&R, FEHEIRISFARTISERIBEEL

peer 2.2.2.2 connect-interface LoopBackO #IEEB S
SXFARZ BB MEO A E H

network 192.168.1.0 #BEECAIMEL N TR

undo summary automatic ~ #xFAEEECR

ip route-static 2.2.2.2 255.255.255.255 10.1.1.2  #Ff &%
SHEH (XWEREEES ID+XIZFEIRERES 1D BIFREIE+ T—
7S e by hil )

RTB:

system-view
sysname RTB
interface G0/0/0

ip address 20.1.1.1 24
interface G0O/0/1
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ip address 10.1.1.2 24

interface LoopBackO

ip address 2.2.2.2 32

bgp 1

router-id 2.2.2.2

peer 1.1.1.1 as-number 65001

peer 1.1.1.1 ebgp-max-hop 2

peer 1.1.1.1 connect-interface LoopBackO0
peer 3.3.3.3 as-number 1

peer 3.3.3.3 connect-interface LoopBackO0
peer 4.4.4.4 as-number 1

peer 4.4.4.4 connect-interface LoopBackO
network 10.1.1.0 24

network 20.1.1.0 24

network 30.1.1.0 24

peer 3.3.3.3 next-hop-local #ERIEIR, BES AEAE
EBGP Y F—BbES S

peer 4.4.4.4 next-hop-local

rip 1

version 2

network 2.0.0.0

network 20.0.0.0
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undo summary

ip route-static 1.1.1.1 255.255.255.255 10.1.1.1

RTC:

system-view
sysname RTC
interface GO/0/0

ip address 30.1.1.1 24
interface GO/0/1

ip address 20.1.1.2 24
interface LoopBackO
ip address 3.3.3.3 32
bgp 1

router-id 3.3.3.3

peer 2.2.2.2 as-number 1

peer 2.2.2.2 connect-interface LoopBackO

peer 4.4.4.4 as-number 1

peer 4.4.4.4 connect-interface LoopBack0

network 20.1.1.0 24
network 30.1.1.0 24
rip 1

version 2
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network 20.0.0.0
network 30.0.0.0
network 3.0.0.0

undo summary

RTD:

system-view

sysname RTD

interface GO/0/0

ip address 40.1.1.1 24

interface G0/0/1

ip address 30.1.1.2 24

interface LoopBackO

ip address 4.4.44 32

bgp 1

router-id 4.4.4.4

peer 2.2.2.2 as-number 1

peer 2.2.2.2 connect-interface LoopBackO
peer 3.3.3.3 as-number 1

peer 3.3.3.3 connect-interface LoopBackO
peer 5.5.5.5 as-number 7

peer 5.5.5.5 ebgp-max-hop 2
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peer 5.5.5.5 connect-interface LoopBackO0
network 20.1.1.0 24
network 30.1.1.0 24
network 40.1.1.0 24

peer 2.2.2.2 next-hop-local
peer 3.3.3.3 next-hop-local
rip 1

version 2

network 4.0.0.0

network 30.0.0.0

undo summary

ip route-static 5.5.5.5 255.255.255.255 40.1.1.2

RTE:

system-view

sysname RTE

interface GO/0/0

ip address 172.16.1.1 24
interface GO/0/1

ip address 40.1.1.2 24
interface LoopBackO

ip address 5.5.5.5 32
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bgp 7
router-id 5.5.5.5
peer 4.4.4.4 as-number 1

peer 4.4.4.4 ebgp-max-hop 2

peer 4.4.4.4 connect-interface LoopBackO
network 172.16.1.0 24
ip route-static 4.4.4.4 255.255.255.255 40.1.1.1
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OB 2222

h. ECEEId AS-Path [BIHZIRTAE
S SIS

—. SCIOHAFM:

Cllent A Cllent B

AS 65001 AS 7
—. CeHERY:

BT IBGP 5 EBGP Z[BSIENEE, € 2 BB inscBIEEE
ifl, Z/57 RTD LEE AS-Path Bif, SHEBMNS
192.168.1.0/24 &iX45 RTE Y, BIREFTERIFAT AS S5

system-view HHENR G ERRE

sysname RTA  #/518% W44

interface G0/0/0  #iFH NFEN#E]

ip address 10.1.1.1 24  #ECE |P tthhl 5 F IR
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interface GO/0/1  #H BRI

ip address 192.168.1.1 24  #FE |P il K FRI#ERT
interface LoopBack0  #iHNMEL ]

ip address 1.1.1.1 32 #FgE IP bk K F RIS

bgp 65001  #FF3 BGP I&HIHAEE, HELEEH AS S
router-id 1.1.1.1 #ECEIR AV BGP iEHsE ID

peer 2.2.2.2 as-number 1 #HEEXFAGIEEHSS ID, LUK
e IR SRS

peer 2.2.2.2 ebgp-max-hop2 #IEEBEES5WE KA
EBGP X&R, FEHEIRIEFARTISEAIBEEL

peer 2.2.2.2 connect-interface LoopBackO #IEEB S
SXFARZ BB NMEOREAEE

network 192.168.1.0 #EBEHHECHIMEL N F ML

undo summary automatic  #xFAEEECR

ip route-static 2.2.2.2 255.255.255.255 10.1.1.2  #f &%
IS (XSHAESERS ID+XIFAEEEES 1D BOFRAEE+ —
7S c=d by Al

RTB:
system-view
sysname RTB

interface G0/0/0
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ip address 20.1.1.1 24

interface GO/0/1

ip address 10.1.1.2 24

interface LoopBackO

ip address 2.2.2.2 32

bgp 1

router-id 2.2.2.2

peer 1.1.1.1 as-number 65001

peer 1.1.1.1 ebgp-max-hop 2

peer 1.1.1.1 connect-interface LoopBackO0
peer 3.3.3.3 as-number 1

peer 3.3.3.3 connect-interface LoopBackO
peer 4.4.4.4 as-number 1

peer 4.4.4.4 connect-interface LoopBackO
network 10.1.1.0 24

network 20.1.1.0 24

network 30.1.1.0 24

peer 3.3.3.3 next-hop-local

peer 4.4.4.4 next-hop-local

rip 1

version 2

network 2.0.0.0
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network 20.0.0.0

undo summary

ip route-static 1.1.1.1 255.255.255.255 10.1.1.1

RTC:

system-view
sysname RTC
interface GO/0/0

ip address 30.1.1.1 24
interface G0/0/1

ip address 20.1.1.2 24
interface LoopBackO
ip address 3.3.3.3 32
bgp 1

router-id 3.3.3.3

peer 2.2.2.2 as-number 1

peer 2.2.2.2 connect-interface LoopBackO

peer 4.4.4.4 as-number 1

peer 4.4.4.4 connect-interface LoopBack0

network 20.1.1.0 24
network 30.1.1.0 24
rip 1
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version 2
network 20.0.0.0
network 30.0.0.0
network 3.0.0.0

undo summary

RTD:

system-view

sysname RTD

interface GO/0/0

ip address 40.1.1.1 24

interface GO/0/1

ip address 30.1.1.2 24

interface LoopBackO

ip address 4.4.4.4 32

bgp 1

router-id 4.4.4.4

peer 2.2.2.2 as-number 1

peer 2.2.2.2 connect-interface LoopBackO
peer 3.3.3.3 as-number 1

peer 3.3.3.3 connect-interface LoopBackO

peer 5.5.5.5 as-number 7
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peer 5.5.5.5 ebgp-max-hop 2

peer 5.5.5.5 connect-interface LoopBackO0

peer 5.5.5.5 public-as-only
28 AS 515

network 20.1.1.0 24
network 30.1.1.0 24
network 40.1.1.0 24

peer 2.2.2.2 next-hop-local
peer 3.3.3.3 next-hop-local
rip 1

version 2

network 4.0.0.0

network 30.0.0.0

undo summary

#BBRFAE AS B8, (YR

ip route-static 5.5.5.5 255.255.255.255 40.1.1.2

RTE:

system-view

sysname RTE

interface G0/0/0

ip address 172.16.1.1 24
interface GO/0/1
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ip address 40.1.1.2 24

interface LoopBackO

ip address 5.5.5.5 32

bgp 7

router-id 5.5.5.5

peer 4.4.4.4 as-number 1

peer 4.4.4.4 ebgp-max-hop 2

peer 4.4.4.4 connect-interface LoopBackO
network 172.16.1.0 24

ip route-static 4.4.4.4 255.255.255.255 40.1.1.1

i :
£ RTD kM public-as-only 2248, RTE f BGP RIS :

ing-table
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f£ RTD /7 public-as-only 2%, RTE B9 BGP EIiA:

[RTE]

bgp ut ble
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AR E 2222
+. BcE BGP [RFiC/SEIAHN

—. SCIOHAFM:

. Client A,,f" . Client B,«
AS 65001 AS7

—. s BERY:
j@1d IBGP 5 EBGP Z[BARTEHNEE, < 2 8XFinseiE LR
ifl, 25 RTD EERERFCR, BEMZ 192.168.1.0/24 iC
279 192.168.0.0/16 1@E545 RTE, 1M 192.168.1.0/24 AIBBMAES
RUABES

system-view HHENR G ERRE

sysname RTA #4518 43

interface G0O/0/0  #HNMEMN#EC

ip address 10.1.1.1 24  #ECE |P tthhil 5 FRIER
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interface GO/0/1  #H BRI

ip address 192.168.1.1 24  #FE& |P Hhht K FRI#ERD
interface LoopBack0  #iHNMEL ]

ip address 1.1.1.1 32 #FgE IP bk K F RIS

bgp 65001  #FF3 BGP I&HIHAEE, HELEEH AS S
router-id 1.1.1.1 #ECEIR AV BGP iEHsE ID

peer 2.2.2.2 as-number 1 #HEEXFAGIEEHSS ID, LUK
e IR SRS

peer 2.2.2.2 ebgp-max-hop2 #IEEBEES5WE KA
EBGP X&R, FEHEIRIEFARTISEAIBEEL

peer 2.2.2.2 connect-interface LoopBackO #IEEB S
SXFARZ BB NMEOREAEE

network 192.168.1.0 #EBEHHECHIMEL N F MR

undo summary automatic  #xFAEEECR

ip route-static 2.2.2.2 255.255.255.255 10.1.1.2  #f &%
IS (XSHAESERS ID+XIFAEEEES 1D BOFRAEE+ —
7S c=d by Al

RTB:
system-view
sysname RTB

interface G0/0/0
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ip address 20.1.1.1 24

interface GO/0/1

ip address 10.1.1.2 24

interface LoopBackO

ip address 2.2.2.2 32

bgp 1

router-id 2.2.2.2

peer 1.1.1.1 as-number 65001

peer 1.1.1.1 ebgp-max-hop 2

peer 1.1.1.1 connect-interface LoopBackO0
peer 3.3.3.3 as-number 1

peer 3.3.3.3 connect-interface LoopBackO
peer 4.4.4.4 as-number 1

peer 4.4.4.4 connect-interface LoopBackO
network 10.1.1.0 24

network 20.1.1.0 24

network 30.1.1.0 24

peer 3.3.3.3 next-hop-local

peer 4.4.4.4 next-hop-local

rip 1

version 2

network 2.0.0.0
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network 20.0.0.0

undo summary

ip route-static 1.1.1.1 255.255.255.255 10.1.1.1

RTC:

system-view
sysname RTC
interface GO/0/0

ip address 30.1.1.1 24
interface G0/0/1

ip address 20.1.1.2 24
interface LoopBackO
ip address 3.3.3.3 32
bgp 1

router-id 3.3.3.3

peer 2.2.2.2 as-number 1

peer 2.2.2.2 connect-interface LoopBackO

peer 4.4.4.4 as-number 1

peer 4.4.4.4 connect-interface LoopBack0

network 20.1.1.0 24
network 30.1.1.0 24
rip 1
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version 2
network 20.0.0.0
network 30.0.0.0
network 3.0.0.0

undo summary

RTD:

system-view

sysname RTD

interface GO/0/0

ip address 40.1.1.1 24

interface GO/0/1

ip address 30.1.1.2 24

interface LoopBackO

ip address 4.4.4.4 32

bgp 1

router-id 4.4.4.4

peer 2.2.2.2 as-number 1

peer 2.2.2.2 connect-interface LoopBackO
peer 3.3.3.3 as-number 1

peer 3.3.3.3 connect-interface LoopBackO

peer 5.5.5.5 as-number 7
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peer 5.5.5.5 ebgp-max-hop 2

peer 5.5.5.5 connect-interface LoopBackO0
network 20.1.1.0 24

network 30.1.1.0 24

network 40.1.1.0 24

aggregate 192.168.0.0 16 detail-suppressed #3178 H
LR, FHELIAMESE

peer 2.2.2.2 next-hop-local

peer 3.3.3.3 next-hop-local

rip 1

version 2

network 4.0.0.0

network 30.0.0.0

undo summary

ip route-static 5.5.5.5 255.255.255.255 40.1.1.2

RTE:

system-view

sysname RTE

interface G0/0/0

ip address 172.16.1.1 24
interface GO/0/1
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ip address 40.1.1.2 24

interface LoopBackO

ip address 5.5.5.5 32

bgp 7

router-id 5.5.5.5

peer 4.4.4.4 as-number 1

peer 4.4.4.4 ebgp-max-hop 2

peer 4.4.4.4 connect-interface LoopBackO
network 172.16.1.0 24

ip route-static 4.4.4.4 255.255.255.255 40.1.1.1
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W -
£ RTD L8R ERF LSS, &E RTE HIRHBE:
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£ RTD EEETRFILRfG, &F RTERYEHE:
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+—. BtE BGP iCE2FECI84HM

—. SCIOHAFM:

Cllent A Cllent B

AS 65001 AS 7
—. LBy
BT IBGP 5 EBGP Z [ BSIENEE, <€ 2 BEFinteEIEREE
ifl, 2/ RTD LEEILRF, BEMZ 192.168.1.0/24 L=
79 192.168.0.0/16 B4 RTE, 37 RTE L EEMLK
192.168.0.0/16 RIBBLHS R

system-view HHENR G ERRE

sysname RTA  #/518% W44

interface G0/0/0  #iFH NFEN#E]

ip address 10.1.1.1 24  #ECE |P tthhil 5 FRIER
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interface GO/0/1  #H BRI

ip address 192.168.1.1 24  #FE |P il K FRI#ERT
interface LoopBack0  #iHNMEL ]

ip address 1.1.1.1 32 #FgE IP bk K F RIS

bgp 65001  #FF3 BGP I&HIHAEE, HELEEH AS S
router-id 1.1.1.1 #ECEIR AV BGP iEHsE ID

peer 2.2.2.2 as-number 1 #HEEXFAGIEEHSS ID, LUK
e IR SRS

peer 2.2.2.2 ebgp-max-hop2 #IEEBEES5WE KA
EBGP X&R, FEHEIRIEFARTISEAIBEEL

peer 2.2.2.2 connect-interface LoopBackO #IEEB S
SXFARZ BB NMEOREAEE

network 192.168.1.0 #EBEHHECHIMEL N F MR

undo summary automatic  #xFAEEECR

ip route-static 2.2.2.2 255.255.255.255 10.1.1.2  #f &%
IS (XSHAESERS ID+XIFAEEEES 1D BOFRAEE+ —
7S c=d by Al

RTB:
system-view
sysname RTB

interface G0/0/0
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ip address 20.1.1.1 24

interface GO/0/1

ip address 10.1.1.2 24

interface LoopBackO

ip address 2.2.2.2 32

bgp 1

router-id 2.2.2.2

peer 1.1.1.1 as-number 65001

peer 1.1.1.1 ebgp-max-hop 2

peer 1.1.1.1 connect-interface LoopBackO0
peer 3.3.3.3 as-number 1

peer 3.3.3.3 connect-interface LoopBackO
peer 4.4.4.4 as-number 1

peer 4.4.4.4 connect-interface LoopBackO
network 10.1.1.0 24

network 20.1.1.0 24

network 30.1.1.0 24

peer 3.3.3.3 next-hop-local

peer 4.4.4.4 next-hop-local

rip 1

version 2

network 2.0.0.0
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network 20.0.0.0

undo summary

ip route-static 1.1.1.1 255.255.255.255 10.1.1.1

RTC:

system-view
sysname RTC
interface GO/0/0

ip address 30.1.1.1 24
interface G0/0/1

ip address 20.1.1.2 24
interface LoopBackO
ip address 3.3.3.3 32
bgp 1

router-id 3.3.3.3

peer 2.2.2.2 as-number 1

peer 2.2.2.2 connect-interface LoopBackO

peer 4.4.4.4 as-number 1

peer 4.4.4.4 connect-interface LoopBack0

network 20.1.1.0 24
network 30.1.1.0 24
rip 1
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version 2
network 20.0.0.0
network 30.0.0.0
network 3.0.0.0

undo summary

RTD:

system-view

sysname RTD

interface GO/0/0

ip address 40.1.1.1 24

interface GO/0/1

ip address 30.1.1.2 24

interface LoopBackO

ip address 4.4.4.4 32

bgp 1

router-id 4.4.4.4

peer 2.2.2.2 as-number 1

peer 2.2.2.2 connect-interface LoopBackO
peer 3.3.3.3 as-number 1

peer 3.3.3.3 connect-interface LoopBackO

peer 5.5.5.5 as-number 7
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peer 5.5.5.5 ebgp-max-hop 2

peer 5.5.5.5 connect-interface LoopBackO0
network 20.1.1.0 24

network 30.1.1.0 24

network 40.1.1.0 24

aggregate 192.168.0.0 16 detail-suppressed as-set #
HIRFCRHEM FRELCEF

peer 2.2.2.2 next-hop-local

peer 3.3.3.3 next-hop-local

rip 1

version 2

network 4.0.0.0

network 30.0.0.0

undo summary

ip route-static 5.5.5.5 255.255.255.255 40.1.1.2

RTE:

system-view

sysname RTE

interface G0/0/0

ip address 172.16.1.1 24
interface GO/0/1
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ip address 40.1.1.2 24

interface LoopBackO

ip address 5.5.5.5 32

bgp 7

router-id 5.5.5.5

peer 4.4.4.4 as-number 1

peer 4.4.4.4 ebgp-max-hop 2

peer 4.4.4.4 connect-interface LoopBackO
network 172.16.1.0 24

ip route-static 4.4.4.4 255.255.255.255 40.1.1.1

M -
£ RTD HVEETIREFLSE, mixaikE LS Fit, &% RTE
B9 BGP %

[RTE]dis bgp routing-table

1GP,
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A RE 22
#2192.168.0.0 NEBHAARE:

£ RTE B9 BGP RHEHE

display bgp routing

I

[RTE] tabl
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mRAR®@ 322
£ RTE {9 BGP RFHEAFAEFEMZ 192.168.0.0 NEAAER A :

[RTE
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=, EcE BGP R EIEHNK]

—. SCIOHAFM:

192.168.1.0/24
Loopback 1

Loopback 2 i ! Client A
172.16.1.0/24 !

BT BGP At fckaViicE, < Client A i8] HTTP Server
#2213 RTB, Client A i5/8] FTP Server 2253 RTC

system-view HANRFIERRT

sysname RTA  #481K&E A

interface GO/0/0  #H BRI

ip address 10.1.1.1 24  #ECE |P tthhik 5 F /IR
interface GO/0/1 #HHNBNEO

ip address 20.1.1.1 24  #ECE |P tthhil 5 FRIER
interface LoopBack0  #HNER ]
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ip address 1.1.1.1 32 #FgE IP bk K F RIS

interface LoopBack1  #HNMELN ]

ip address 192.168.1.1 24  #FE& |P Hhht K FRI#ERT
interface LoopBack2  #iFHNMEMN ]

ip address 172.16.1.1 24 #ELE P it T ROHSHT

bgp 65001  #FF2 BGP I&HIIAE, HEEH AS S
router-id 1.1.1.1 #ECEIR AV BGP IEH=E ID

peer 2.2.2.2 as-number 1 #HEEXNFARUEEHSS ID, LUK
e IR SRS

peer 2.2.2.2 ebgp-max-hop2 #IEEBEBE5WE KA
EBGP X&R, FEHEIRISFARISEAIBEEL

peer 2.2.2.2 connect-interface LoopBackO #IEEB S
SXIFIRZ B MR MZE O RE TR

peer 3.3.3.3 as-number 1 #HEEXFARRIEEASS ID, LUK
ERinR S

peer 3.3.3.3 ebgp-max-hop2 #IEEBE B S5WEHF KA
EBGP X&R, Fi8HEIRIFRRTISHAIBEEL

peer 3.3.3.3 connect-interface LoopBack0 #IEEES
SFIRZ B R MEONRE TR

network 192.168.1.0 24 #1BEH CHIMEZ N FIHEEhD
network 172.16.1.0 24 #1B 5B CHIMES K Mg
undo summary automatic  #XFABENLE
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Ip route-static 2.2.2.2 32 10.1.1.2 #ECERRSIKA (XWSFE
IRESEEES D+ XTERER RS |D AUFMFERS + F—Hkizz )
Ip route-static 3.3.3.3 32 20.1.1.2 H#EOERRSIKA (WS
IRESEHES |D+XTERER RS |D AYFMHERS + —Hkiz )

RTB:

system-view

sysname RTB

interface GO/0/0

ip address 30.1.1.1 24

interface GO/0/1

ip address 10.1.1.2 24

interface LoopBackO

ip address 2.2.2.2 32

acl number 2001 #6lJFEEZ ACL 2001

rule 5 permit source 192.168.1.0 0.0.0.255 # [ e iR M4
B, AENARTER

acl number 2002  #6lJFEEZA ACL 2002

rule 5 permit source 172.16.1.0 0.0.0.255  #[TECREMER,
HENNIFEER

route-policy atnet permit node 10  #BIZEIRHFER, HE
NSRS, F5IS79 10
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if-match acl 2001  #PUfEg ACL 2001

apply local-preference 200 #E e IIILED, NBCEER
s /s 200

route-policy atnet permit node 20  #BIEIREHEES, HE
NAFIFREE, KIS/ 20

if-match acl 2002 #PUfg ACL 2002

apply local-preference 100 #E e IIILED, NIBCEER
it /s 100

bgp 1

router-id 2.2.2.2

peer 1.1.1.1 as-number 65001

peer 1.1.1.1 ebgp-max-hop 2

peer 1.1.1.1 connect-interface LoopBackO

peer 3.3.3.3 as-number 1

peer 3.3.3.3 connect-interface LoopBackO

peer 4.4.4.4 as-number 1

peer 4.4.4.4 connect-interface LoopBack0

network 10.1.1.0 255.255.255.0

network 30.1.1.0 255.255.255.0

network 40.1.1.0 255.255.255.0

network 100.1.1.0 255.255.255.0

undo summary automatic

72 https://huawei.easthome.com/


https://huawei.easthome.com/

- ® =
mAmEE 2272

peer 3.3.3.3 next-hop-local

peer 4.4.4.4 next-hop-local

peer 4.4.4.4 route-policy atnet export  # 1£ 15 [A XJ & (K
4444 095M ML, ERE atnet NERESRAR

rip 1

version 2

network 2.0.0.0

network 30.0.0.0

undo summary

ip route-static 1.1.1.1 32 10.1.1.1

RTC:

system-view
sysname RTC
interface GO/0/0

ip address 20.1.1.2 24
interface GO/0/1

ip address 40.1.1.1 24
interface LoopBackO
ip address 3.3.3.3 32
acl number 2001

rule 5 permit source 192.168.1.0 0.0.0.255
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acl number 2002

rule 5 permit source 172.16.1.0 0.0.0.255
route-policy atnet permit node 10
if-match acl 2001

apply local-preference 100

route-policy atnet permit node 20
if-match acl 2002

apply local-preference 200

bgp 1

router-id 3.3.3.3

peer 1.1.1.1 as-number 65001

peer 1.1.1.1 ebgp-max-hop 2

peer 1.1.1.1 connect-interface LoopBackO
peer 2.2.2.2 as-number 1

peer 2.2.2.2 connect-interface LoopBackO
peer 4.4.4.4 as-number 1

peer 4.4.4.4 connect-interface LoopBack0
network 20.1.1.0 255.255.255.0

network 30.1.1.0 255.255.255.0

network 40.1.1.0 255.255.255.0

network 100.1.1.0 255.255.255.0

undo summary automatic
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peer 2.2.2.2 next-hop-local
peer 4.4.4.4 next-hop-local

peer 4.4.4.4 route-policy atnet export

rip 1

version 2
network 3.0.0.0
network 40.0.0.0

undo summary

ip route-static 1.1.1.1 32 20.1.1.1

RTD:

system-view
sysname RTD
interface G0/0/0

ip address 40.1.1.2 24
interface G0/0/1

ip address 30.1.1.2 24
interface LoopBackO
ip address 4.4.4.4 32
interface LoopBackT

ip address 100.1.1.1 24
bgp 1
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router-id 4.4.4.4

peer 2.2.2.2 as-number 1

peer 2.2.2.2 connect-interface LoopBackO0
peer 3.3.3.3 as-number 1

peer 3.3.3.3 connect-interface LoopBackO0
network 30.1.1.0 255.255.255.0

network 40.1.1.0 255.255.255.0

network 100.1.1.0 255.255.255.0

undo summary automatic

rip 1

version 2

network 4.0.0.0

network 30.0.0.0

network 40.0.0.0

undo summary
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M, -

L?

TRTDJ:}\A1001 1. 1£p|ng 192.168.1.1, MERHIE L IRIZ:

[RTD] tracert -a slaltal AQ2=168. Ll

F£RTD EM 100.1.1.1 &£ ping 172.16.1.1, MREELKEZ:
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T=. BiE BGP ZHi=5I3EIE4HKN

—. SCIOHAFM:

192.168.1.0/24
Loopback 1

Loopback 2 i ! Client A
172.16.1.0/24 !

BT BGP ZHOERIECE, € Client A igja) HTTP Server
22159 RTB, Client A i7(a] FTP Server 2253 RTC

SCOGDIR:

RTA:

system-view HANRFIERRT

sysname RTA  #481K&E A

interface GO/0/0  #H BRI

ip address 10.1.1.1 24  #ECE |P tthhik 5 F /IR
interface GO/0/1 #HHNBNEO

ip address 20.1.1.1 24  #ECE |P tthhil 5 FRIER
interface LoopBack0  #HNER ]
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ip address 1.1.1.1 32 #FgE IP bk K F RIS

interface LoopBack1  #HNMELN ]

ip address 192.168.1.1 24  #FE& |P Hhht K FRI#ERT
interface LoopBack2  #iFHNMEMN ]

ip address 172.16.1.1 24 #ELE P it T ROHSHT

acl number 2001 #glEEZA ACL 2001

rule 5 permit source 192.168.1.0 0.0.0.255 # S S iR oo
BB, AENARTER

acl number 2002  #6lJfEEZ ACL 2002

rule 5 permit source 172.16.1.0 0.0.0.255  #[TECREMER,
HENNIFEER

route-policy atnet permit node 10  #BIEEIRHSHRER, HE
NAFREE, F51579 10

if-match acl 2001 #PTEd ACL 2001

apply cost 200  #ZE8ERIIILED, NWECEE MED {579 200
route-policy atnet permit node 20  #BIEIRHFERE, HE
NARIERE, F515758 20

if-match acl 2002 #[PTEg ACL 2002

apply cost 100  #&=gaERKINICHE:, NIECEHE MED {879 100
route-policy huawei permit node 10 #EE IR,
HENXARITHREE, FFI557 10

if-match acl 2001  #PTEd ACL 2001
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apply cost 100  #&E8ERINILES, NIACEE MED (&9 100
route-policy huawei permit node 20  #BlEZ2IRA R,
HENXARITREE, F71578 20

if-match acl 2002 #[Tfg ACL 2002

apply cost 200  #&EBERINILES, NIECEE MED {89 200
bgp 65001  #FFfS BGP BRHIhRE, HEBHAS 2
router-id 1.1.1.1 #BLEIREHI BGP BREEE ID

peer 2.2.2.2 as-number 1 #IEEXIFMISEHES ID, LI
e IR SRS

peer 2.2.2.2 ebgp-max-hop2 #IEEBE B S5WEHF KA
EBGP X&R, FEHEIRISFARISEAIBEEL

peer 2.2.2.2 connect-interface LoopBackO #IEEES
SXIFIRZ B MR MZE O RE TR

peer 2.2.2.2 route-policy huawei export LZER IOV
2.2.2.2 {9hHAELE, FEAREEA huawei RIESEZRRES

peer 3.3.3.3 as-number 1 #HEEXFARREASS ID, LUK
e E IR RS S

peer 3.3.3.3 ebgp-max-hop2 #IEEBE B S5WFHF KA
EBGP X&R, Fi8HEIRIFRRTISHAIBEEL

peer 3.3.3.3 connect-interface LoopBack0 #IEEBES
SIFIRZ B R ME O RE TR

peer 3.3.3.3 route-policy atnet export  # 7x 15 [ XJ &= (K
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3.3.3.3 RSMESELE, AR atnet FIERAHRER

network 192.168.1.0 24 #iBEEHECHIMER N FRiERD
network 172.16.1.0 24 #1BEE CHIMES K FMiEig
undo summary automatic  #FXFBEECE

Ip route-static 2.2.2.2 32 10.1.1.2 H#ECERRSIKA (XWSF
UREEEHES |D +XTEVREREHES |D AT IS + N —HkRz it )
ip route-static 3.3.3.3 32 20.1.1.2 H#EOERRSINEH (WS
VRESERES |D+XJARES RS 1D AUF MRS + N —BkizMthit)

RTB:

system-view

sysname RTB

interface GO/0/0

ip address 30.1.1.1 24
interface GO/0/1

ip address 10.1.1.2 24
interface LoopBackO

ip address 2.2.2.2 32

bgp 1

router-id 2.2.2.2

peer 1.1.1.1 as-number 65001
peer 1.1.1.1 ebgp-max-hop 2
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peer 1.1.1.1 connect-interface LoopBackO0
peer 3.3.3.3 as-number 1

peer 3.3.3.3 connect-interface LoopBackO0
peer 4.4.4.4 as-number 1

peer 4.4.4.4 connect-interface LoopBackO
network 10.1.1.0 255.255.255.0

network 30.1.1.0 255.255.255.0

network 40.1.1.0 255.255.255.0

network 100.1.1.0 255.255.255.0

undo summary automatic

peer 3.3.3.3 next-hop-local

peer 4.4.4.4 next-hop-local

rip 1

version 2

network 2.0.0.0

network 30.0.0.0

undo summary

ip route-static 1.1.1.1 32 10.1.1.1

RTC:
system-view

sysname RTC
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interface GO/0/0

ip address 20.1.1.2 24

interface GO/0/1

ip address 40.1.1.1 24

interface LoopBackO

ip address 3.3.3.3 32

bgp 1

router-id 3.3.3.3

peer 1.1.1.1 as-number 65001

peer 1.1.1.1 ebgp-max-hop 2

peer 1.1.1.1 connect-interface LoopBackO0
peer 2.2.2.2 as-number 1

peer 2.2.2.2 connect-interface LoopBackO
peer 4.4.4.4 as-number 1

peer 4.4.4.4 connect-interface LoopBackO
network 20.1.1.0 255.255.255.0

network 30.1.1.0 255.255.255.0

network 40.1.1.0 255.255.255.0

network 100.1.1.0 255.255.255.0

undo summary automatic

peer 2.2.2.2 next-hop-local

peer 4.4.4.4 next-hop-local
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rip 1

version 2
network 3.0.0.0
network 40.0.0.0
undo summary

ip route-static 1.1.1.1 32 20.1.1.1

RTD:

system-view

sysname RTD

interface GO/0/0

ip address 40.1.1.2 24
interface G0O/0/1

ip address 30.1.1.2 24
interface LoopBackO
ip address 4.4.4.4 32
interface LoopBackT

ip address 100.1.1.1 24
bgp 1

router-id 4.4.4.4

peer 2.2.2.2 as-number 1

peer 2.2.2.2 connect-interface LoopBackO
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peer 3.3.3.3 as-number 1

peer 3.3.3.3 connect-interface LoopBackO0
network 30.1.1.0 255.255.255.0
network 40.1.1.0 255.255.255.0
network 100.1.1.0 255.255.255.0
undo summary automatic

rip 1

version 2

network 4.0.0.0

network 30.0.0.0

network 40.0.0.0

undo summary
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ML -
£ RTD J:EE BGP 3:

ng—table

PrervVa

TRTDJ:}\A1001 1. 1£p|ng 192.168.1.1, MERHIE L IRIZ:

[RTD] tracert -a slaltal AQ2=168. Ll

F£RTD EM 100.1.1.1 &£ ping 172.16.1.1, MREELKEZ:

86 https://huawei.easthome.com/


https://huawei.easthome.com/

OB 2222

+M. #E BGP {5 R {ECI84E N

—. SCIOHAFM:

Loopback 1 %
192.168.1.0/24

FTP Server i

—. LEHAY:
BT BGP {5c(ErvECE, © RTA 58 FTP Server i3 RTD
X, ERIREZIRIEMYEFER

=. SRR

RTA:

system-view HENRFAERT
sysname RTA  #4518%70

interface G0/0/0  #iFH NFEN#E]
ip address 10.1.1.1 24  #ECE |P tthhik 5 F /IR
interface GO/0/1 #HHNBNEO
ip address 40.1.1.2 24  #ECE |P tthhik 5 FRIERY
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interface LoopBack0  #iFHNMELN ]

ip address 1.1.1.1 32 #FgE IP bk K F RIS

acl number 2001  #glEEZAR ACL 2001

rule 5 permit source 192.168.1.0 0.0.0.255 # [T Fig R
R, AENARTER

route-policy atnet permit node 10  #BIZIRAFER, HE
NARIFRE, F7S/810

if-match acl 2001  #PUfEg ACL 2001

apply preferred-value 100  #ZEERIHICED, NIECEENH
R{E79 100

route-policy atnet permit node 20 #BIEZIEHSEE, HE
NAFFREE, F5IS57 20

bgp 100  #J1/=5 BGP iBHINEE, HECEEH AS S

router-id 1.1.1.1 #BLEIREHI BGP IRHEE ID

peer 2.2.2.2 as-number 200 #HEEXFRRIERBRS 1D,
LRI Bis R 5 S5

peer 2.2.2.2 ebgp-max-hop2 #IEEBE B S5WEHF KA
EBGP X&R, Fi8HEIRIFRRTISHAIBEEL

peer 2.2.2.2 connect-interface LoopBack0 #IEEBS
SFIRZ BB ME O RE TR

peer 4.4.4.4 as-number 400 HEEXFHIEEERS 1D,
LIRIiEBia R A S TS

88 https://huawei.easthome.com/


https://huawei.easthome.com/

RARE 922

peer 4444 ebgp-max-hop2 #IETETBEHESEXWZEHIK A
EBGP k&, HIgHBIRIFIRATISHAIBEEL

peer 4.4.4.4 connect-interface LoopBackO #iEEBH8
SR Z BB ME O AEE

peer 4.4.4.4 route-policy atnet import  # 1£ 15 [A XJ & (K
4444 HBHNFE L, JABRAA atnet FUBRERSRRR

network 10.1.1.0 24  #ESHECHIMER N FMiEED

undo summary automatic  #XFAENLE

Ip route-static 2.2.2.2 32 10.1.1.2 H#EOERRSINEH (WS
VRESERRS I1D+XIFIRES RS 1D AYFROFeAS + N—Bkaz i)
ip route-static 4.4.4.4 32 40.1.1.1 H#ECERRSIKA (WS
VRESERES |D+XJFARES RS |1D AUF MRS + N—BkizzOthit)

RTB:

system-view
sysname RTB
interface GO/0/0

ip address 20.1.1.1 24
interface G0O/0/1

ip address 10.1.1.2 24
interface LoopBackO

ip address 2.2.2.2 32
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bgp 200

router-id 2.2.2.2

peer 1.1.1.1 as-number 100

peer 1.1.1.1 ebgp-max-hop 2

peer 1.1.1.1 connect-interface LoopBackO0
peer 3.3.3.3 as-number 300

peer 3.3.3.3 ebgp-max-hop 2

peer 3.3.3.3 connect-interface LoopBackO0
network 20.1.1.0 255.255.255.0

undo summary automatic

ip route-static 1.1.1.1 32 10.1.1.1

ip route-static 3.3.3.3 32 20.1.1.2

RTC:

system-view
sysname RTC
interface GO/0/0

ip address 30.1.1.1 24
interface GO/0/1

ip address 20.1.1.2 24
interface LoopBackO

ip address 3.3.3.3 32
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interface LoopBackT

ip address 192.168.1.1 24

bgp 300

router-id 3.3.3.3

peer 2.2.2.2 as-number 200

peer 2.2.2.2 ebgp-max-hop 2

peer 2.2.2.2 connect-interface LoopBackO0
peer 4.4.4.4 as-number 400

peer 4.4.4.4 ebgp-max-hop 2

peer 4.4.4.4 connect-interface LoopBackO
network 30.1.1.0 255.255.255.0

network 192.168.1.0 255.255.255.0

undo summary automatic

ip route-static 2.2.2.2 32 20.1.1.1

ip route-static 4.4.4.4 32 30.1.1.2

RTD:

system-view
sysname RTD
interface G0/0/0

ip address 40.1.1.1 24
interface GO/0/1
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ip address 30.1.1.2 24

interface LoopBackO

ip address 4.4.4.4 32

bgp 400

router-id 4.4.4.4

peer 3.3.3.3 as-number 300

peer 3.3.3.3 ebgp-max-hop 2

peer 3.3.3.3 connect-interface LoopBackO0
peer 1.1.1.1 as-number 100

peer 1.1.1.1 ebgp-max-hop 2

peer 1.1.1.1 connect-interface LoopBackO0
network 40.1.1.0 255.255.255.0

undo summary automatic

ip route-static 3.3.3.3 32 30.1.1.1

ip route-static 1.1.1.1 32 40.1.1.2
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ML -
£ RTA =&%& BGP X, MEHARIMLE 192.168.1.0 Y T—
Bt 4444, BT 4.4.4.4 B9(EARE)S 100

[RTA]dis bgp routi -table

,,,,,,
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+A. ficE BGP filter-policy SE3&4HK

—. SCIOHAFM:

___________________________________________________________________

E’ AS1 RTB RTC ‘:
G0/0/0 20.1.1.0/24 G0/0/1
S o0/ Go/o/0| '
10.1.1.0/24 30.1.1.0/24
i ______________________ | P .2 \"¢ AS 7"
i G0/0/0 | | GO/0/1 |
R <R> RTD
: i E Loopback 1 :
| AS 65001 | 192.168.1.0/24 5

—. LEHAY:
4 SIRMEEERATRELS BGP tY, SHEHELFER, 2
[57E RTB LECE filter-policy, filE RTB 154 192.168.1.0/24

BEZE RTA

system-view HHENR G ERE

sysname RTA  #/518% W44

interface G0O/0/0  #HNMEMN#EC

ip address 10.1.1.1 24  #ECE |P tthhik 5 F /IR
interface LoopBack0  #HNMEM ]
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ip address 1.1.1.1 32 #FgE IP bk K F RIS

bgp 65001  #FFfS BGP BRHIhRE, HEBHASE
router-id 1.1.1.1 #ECEIREAY BGP ERHIES ID

peer 2.2.2.2 as-number 1 HEEXFRAVESHSE ID, LAK
e IR SRS

peer 2.2.2.2 ebgp-max-hop2 #IEETBEHBEESXWZE KA
EBGP X&R, FEHEIRISFARTISERIBEEL

peer 2.2.2.2 connect-interface LoopBack0 #IEEBS
SXFURZ B R ME OISR

undo summary automatic ~ #xFAEEECR

ip route-static 2.2.2.2 32 10.1.1.2 HEEFSIEE (W
{URESEHES ID +XIFRES S |D AYF IS + F—BkzOthit)

RTB:

system-view
sysname RTB
interface GO/0/0

ip address 20.1.1.1 24
interface G0O/0/1

ip address 10.1.1.2 24
interface LoopBackO

ip address 2.2.2.2 32
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acl number 2007  #6lFEEZ ACL 20071

rule 5 deny source 192.168.1.0 0.0.0.255  #[TECREMER,
FEN R EEE KR

rule 10 permit source 0.0.0.0 255.255.255.255  #[LfCiE
MER, FFEMNRIFRTE

bgp 1

router-id 2.2.2.2

peer 1.1.1.1 as-number 65001

peer 1.1.1.1 ebgp-max-hop 2

peer 1.1.1.1 connect-interface LoopBackO0

peer 1.1.1.1 filter-policy 2007 export #EER 11118
NEARKRR LECETEREE, EA ACL2001, FiEEAIMET
B

peer 3.3.3.3 as-number 1

peer 3.3.3.3 connect-interface LoopBackO

network 10.1.1.0 255.255.255.0

network 20.1.1.0 255.255.255.0

undo summary automatic

ip route-static 1.1.1.1 32 10.1.1.1

rip 1

version 2

network 20.0.0.0
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network 2.0.0.0

undo summary

RTC:

system-view

sysname RTC

interface GO/0/0

ip address 30.1.1.1 24

interface G0/0/1

ip address 20.1.1.2 24

interface LoopBackO

ip address 3.3.3.3 32

bgp 1

router-id 3.3.3.3

peer 2.2.2.2 as-number 1

peer 2.2.2.2 connect-interface LoopBackO
peer 4.4.4.4 as-number 7

peer 4.4.4.4 ebgp-max-hop 2

peer 4.4.4.4 connect-interface LoopBack0
network 20.1.1.0 255.255.255.0

network 30.1.1.0 255.255.255.0

undo summary automatic
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ip route-static 4.4.4.4 32 30.1.1.2
rip 1

version 2

network 20.0.0.0

network 3.0.0.0

undo summary

RTD:

system-view

sysname RTD

interface G0/0/1

ip address 30.1.1.2 24
interface LoopBackO

ip address 4.4.44 32
interface LoopBackT

ip address 192.168.1.1 24
bgp 7

router-id 4.4.4.4

peer 3.3.3.3 as-number 1
peer 3.3.3.3 ebgp-max-hop 2
peer 3.3.3.3 connect-interface LoopBackO

network 192.168.1.0 255.255.255.0
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undo summary automatic

ip route-static 3.3.3.3 32 30.1.1.1
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+75. BicE BGP ip ip-prefix SE3&2BK

. SEIGHRFM:
‘AS1  RTB RTC )
; G0/0/0 20.1.1.0/24 GO/0/1 |
L o0/t Go/o/0| !
10.1.1.0/24 30.1.1.0/24
S ‘: " O X 5
: : | AS 7 3 2
1 I 1 U I
i G0/0/0 | I G0/0/1 2 N
1 1 | ~ (o)
1 | 1 M o0
i RTA : | RTD ® S
! | : S
; 5 Loopback 1 S
| . ' N
l AS 65001 ; | 192.168.1.0/24

—. IEE[:

4 BIEHBIREPATRECE BGP MY, SHEAILAKIER, <
[E1E RTB LFEE ip ip-prefix, fLE RTB 1&5M%% 192.168.1.0/24
BEZE RTA, BT RTA 2348 192.168.10.32/27 HIERHSK
=

4,

system-view HHENR G ERRE
sysname RTA  #/518% W44

interface G0/0/0 #HENENEO
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ip address 10.1.1.1 24  #FElE |P b & 7R3
interface LoopBack0  #iFH NMEL ]

ip address 1.1.1.1 32 #F2E IP bk K F RIS

bgp 65001  #FFfS BGP BRHIhREE, HEBHASE
router-id 1.1.1.1 #ECEIRRAY BGP ERHES ID

peer 2.2.2.2 as-number 1 HEEXEMRIVERRES ID, LK
e IR SRS

peer 2.2.2.2 ebgp-max-hop2 #IEEB B SWFHF (KA
EBGP X&R, FEHEIRISFARTISERIBEEL

peer 2.2.2.2 connect-interface LoopBackO #IEEES
SXFARZ BB MEORAEEH

undo summary automatic ~ #xFAEEECR

ip route-static 2.2.2.2 32 10.1.1.2 HEEFSIEH (W
URESEHES ID+XIFURES ST |D AT MIHhS + F—Bkz Ot )

RTB:

system-view
sysname RTB
interface G0/0/0

ip address 20.1.1.1 24
interface G0O/0/1

ip address 10.1.1.2 24
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interface LoopBackO

ip address 2.2.2.2 32

ip ip-prefix 7 deny 192.0.0.0 8 less-equal 24  #7E X B 4%
FIZR, B4 192 73k, BEIEKETE 8 UZE 24 AIMZE

ip ip-prefix 7 permit 192.0.0.0 8 greater-equal 25  # &
NEERFIZR, AL 192 73k, BEASIKETE 25 A LA LRI
2

ip ip-prefix 7 permit 20.0.0.0 8 le 24 #ENRIZRYZE,
FeVFLA 20 TRk, EIBKETE 8 (U= 24 {ZAIMZS

ip ip-prefix 7 permit 30.0.0.0 8 le 24 #EMBIRFIZER,
FeVFLA 30 7R3k, BERIBIKETE 8 = 24 {ZAIMZE

bgp 1

router-id 2.2.2.2

peer 1.1.1.1 as-number 65001

peer 1.1.1.1 ebgp-max-hop 2

peer 1.1.1.1 connect-interface LoopBackO

peer 1.1.1.1 ip-prefix 7 export #1E1EM 1.1.1.1 BXIE
RRRLEERRYIR 1, FHEEAINETSMA

peer 3.3.3.3 as-number 1

peer 3.3.3.3 connect-interface LoopBack0

network 10.1.1.0 255.255.255.0

network 20.1.1.0 255.255.255.0
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undo summary automatic

ip route-static 1.1.1.1 32 10.1.1.1
rip 1

version 2

network 20.0.0.0

network 2.0.0.0

undo summary

RTC:

system-view

sysname RTC

interface GO/0/0

ip address 30.1.1.1 24
interface GO/0/1

ip address 20.1.1.2 24
interface LoopBackO

ip address 3.3.3.3 32
bgp 1

router-id 3.3.3.3

peer 2.2.2.2 as-number 1
peer 2.2.2.2 connect-interface LoopBackO

peer 4.4.4.4 as-number 7
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peer 4.4.4.4 ebgp-max-hop 2

peer 4.4.4.4 connect-interface LoopBackO
network 20.1.1.0 255.255.255.0
network 30.1.1.0 255.255.255.0

undo summary automatic

ip route-static 4.4.4.4 32 30.1.1.2

rip 1

version 2
network 20.0.0.0
network 3.0.0.0

undo summary

RTD:

system-view

sysname RTD

interface G0/0/1

ip address 30.1.1.2 24
interface LoopBackO

ip address 4.4.4.4 32
interface LoopBackT

ip address 192.168.1.1 24

interface LoopBack?2
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ip address 192.168.10.33 27

bgp 7

router-id 4.4.4.4

peer 3.3.3.3 as-number 1

peer 3.3.3.3 ebgp-max-hop 2

peer 3.3.3.3 connect-interface LoopBackO0
network 192.168.1.0 255.255.255.0
network 192.168.10.32 255.255.255.224
undo summary automatic

ip route-static 3.3.3.3 32 30.1.1.1
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1. EcE BGP WHEAMHEIEHEN

—. SCIOHAFM:

OSPF1 | ! BGPAS1
| Client A Lo Client B |
1 92.168.1.254/24 /' \\ 172.16.1.254/24 ,«'

_____________________________________________________________________________________________

—. LBy

RTA 5 RTB iz{7 OSPF E&EHI%EZENY, RTB 5 RTC iz1T BGP
EREIEEDNY, 7£ RTB LRENEERM, RES Cient A5
Client B 8E51EFEH

system-view HENZRFAEFRT

sysname RTA #4518 43

interface GO/0/0  #iFH NFEN#Z]

ip address 10.1.1.1 24  #ECE |P tthhil 5 F /IR
interface GO/0/1 #HHNBNEO

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
interface Loopback0  #GlsEIR[E]#£] O

ip address 1.1.1.1 32 #F2E |P bk K FRI#HT
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ospf 1 router-id 1.1.1.1  ##H )\ OSPF ##2 1, FHEEHKH
g5 1D

area 0 #8l/3# OSPF Xig; 0

network 10.1.1.0 0.0.0.255 #EBEEEEIEMEL

network 192.168.1.0 0.0.0.255 #HESEHBEEME

RTB:

system-view

sysname RTB

interface GO/0/0

ip address 20.1.1.1 24

interface GO/0/1

ip address 10.1.1.1 24

interface LoopbackO

ip address 2.2.2.2 32

ospf 1 router-id 2.2.2.2

import-route direct cost 1 #LA COST & 1 VG BRI
HiENH OSPF EEHtMY

import-route bgp permit-ibgp cost 1 #L L COSTIE1HY
fiz=0i& BGP BSHIENE OSPF BEFIIY, RIRSFIFE IBGP B
FtiENE OSPF EEHMY

area 0
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network 10.1.1.0 0.0.0.255

bgp 1 #FF/= BGP i&HINEE, HECEH AS S

router-id 2.2.2.2  #BEcEixHY BGP &S ID

peer 3.3.3.3 as-number 1 #EEXNFRIVEEHES ID, LK
e IR SRS

peer 3.3.3.3 connect-interface LoopBack0 #IEEBE S
SXFRZ BB MEO A EH

network 20.1.1.0 24  #EBEBEEEIEAIMER

undo summary automatic  #xFABELLR

import-route ospf 1 med 1 #3% OSPF 1 BUESHZBEILL
MED {& 1 B973ZUEAN#H BGP FEERIMY

ip route-static 3.3.3.3 32 20.1.1.2 #ECERRSINEA (WS
{URESEHES |D + XIFUNESEHES |D AYF IS + F—Bkz Ot )

RTC:

system-view

sysname RTC

interface G0/0/0

ip address 172.16.1.1 24
interface G0O/0/1

ip address 20.1.1.2 24

interface LoopBackO
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ip address 3.3.3.3 32

bgp 1

router-id 3.3.3.3

peer 2.2.2.2 as-number 1

peer 2.2.2.2 connect-interface LoopBackO0
network 20.1.1.0 255.255.255.0

network 172.16.1.0 255.255.255.0

undo summary automatic

Ip route-static 2.2.2.2 32 20.1.1.1
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+/\. EeE IS-IS X sciS /AN

—. SCIOHAFM:

________________________________________________________________________________

G0/0/0 G0/0/1 ® G0/0/0 G0/0/1 ®
10.1.1.0/24 20.1.1.0/24

_______________________________________________________________________________

—. XIGA/Y:
BT IS-IS BXigRIEcE, <€ RTA 5 RTC rJ#EHI5(T

RTA

=. LLE:

RTA:
system-view #HHNRFAENED
sysname RTA #4518 43

interface GO/0/0  #H NEMNAYZE]

ip address 10.1.1.1 24  #ECE |P thhl 5 FRIER

isis enable 1 #EIEEEOLZA IS-IS

isis 1 #FF/3 IS-IS EREHIHEE

is-level level-1  #F2& IS-1S BEHZEETIANE 1 BRH
network-entity 01.0010.0100.1001.00 #ECE IS-1S AUMILE
SCARZFR
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RTB:

system-view
sysname RTB
interface GO/0/0

ip address 20.1.1.1 24
isis enable 1

interface GO/0/1

ip address 10.1.1.2 24
isis enable 1

isis 1

is-level level-1

network-entity 01.0020.0200.2002.00

RTC:

system-view
sysname RTC
interface GO/0/1

ip address 20.1.1.2 24
isis enable 1

isis 1

is-level level-1

network-entity 01.0030.0300.3003.00
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+h. BeE I1S-1S ZXIiFsCISHM

—. LB/
BT 1S-1S ZXigHEE, SEMeE, < RTAZX RTD B
200.1.1.0/24 M%) T RTB

=. LRPE:

RTA:

system-view #HHNR TN ERET
sysname RTA #4518

interface GO/0/0  #H NEMNAYZE]

ip address 10.1.1.1 24  #ECE |P tthil 5 FRIERY
isis enable 1 #EIEEEOLZA IS-IS

isis cost 10 #E¢E IS-1S ZEORSEIRFFHE
interface GO/0/1 #HHNBMNAYEO
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ip address 20.1.1.1 24  #FElE |P b & 7R3

isis enable 1 #EIEEEOLFA IS-IS

isis cost 20  #EgE IS-1S FEORSERFTHE

isis 1 #FF/3 IS-IS EREHIHAE

is-level level-1  #FE 1S-1S BEHZEETINE 1 BEH
network-entity 01.0010.0100.1001.00 #BOE 1S-IS AYMILE
SCUREFR

RTB:

system-view
sysname RTB
interface G0O/0/0

ip address 30.1.1.1 24
isis enable 1

interface GO/0/1

ip address 10.1.1.2 24
isis enable 1

isis 1

is-level level-1-2

network-entity 01.0020.0200.2002.00
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RTC:

system-view
sysname RTC
interface GO/0/0

ip address 20.1.1.2 24
isis enable 1

interface GO/0/1

ip address 40.1.1.1 24
isis enable 1

isis 1

is-level level-1-2

network-entity 01.0030.0300.3003.00

RTD:

system-view
sysname RTD
interface GO/0/0

ip address 40.1.1.2 24
isis enable 1

interface GO/0/1

ip address 30.1.1.2 24

isis enable 1
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interface LoopbackO
ip address 200.1.1.1 24
isis enable 1

isis 1

is-level level-2

network-entity 02.0040.0400.4004.00

M -
£ RTA Lk ping RTD £ 200.1.1.1:
[RTA]ping 200.1.1.1

£ RTA EigZiAm4s 200.1.1.1 Fr{EARIESZ

[RTA]tracert 200.1.1.]
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—t. BEE IS-IS IBHIIERRSER
£H g

—. SCIOHAFM:

__________________

192.168.1.0/24
192.168.2.0/24 RTC
192.168.3.0/24

G0/0/2

30.1.1.0/24

__________________

system-view HHENR G ERE

sysname RTA #4518 43

interface GO/0/0  #H NEMNAYZE]

ip address 10.1.1.1 24  #ECE |P itk 5 FRIER
isis enable 1 #EIEEEOLZA IS-IS
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isis authentication-mode md5 cipher huawer #ECE SR
=R SIS EWSE AT

interface Loopback0  #8lZEFHH N\IREEE O

ip address 192.168.1.1 24  #FE& |P Hhht K FRI#ERD

isis enable 1 #EigEEO LB IS-IS

interface Loopback1  #GliZEFHH NIAEEC 1

ip address 192.168.2.1 24  #BCE |P Hhht K F /D

isis enable 1 #EIEEEOLZA IS-IS

interface Loopback2  #GliZEFHHEH NIAEEEC 2

ip address 192.168.3.1 24  #{fLE |P Hhhit K F /ey

isis enable 1 #EIEEEOLEZA IS-IS

isis 1 #FF/=3 IS-1S ERFHINAE

is-level level-1  #FZE 1S-1S FEHZEETINE 1 BRH
network-entity 01.0010.0100.1001.00  #FcE IS-1S BYRIZE
SEURERRR

area-authentication-mode md5 cipher atnet #EEX

RIS VN IRIEES

RTB:
system-view
sysname RTB

interface G0/0/0
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ip address 20.1.1.1 24

isis enable 1

isis authentication-mode md5 cipher Auawer
isis 1

is-level level-1

network-entity 01.0020.0200.2002.00

area-authentication-mode md5 cipher atnet

RTC:

system-view

sysname RTC

interface G0O/0/0

ip address 10.1.1.2 24

isis enable 1

isis authentication-mode md5 cipher Huawer
interface GO/0/1

ip address 20.1.1.2 24

isis enable 1

isis authentication-mode md5 cipher Auawer
interface G0/0/2

ip address 30.1.1.1 24

isis enable 1
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isis authentication-mode md5 cipher Auawer

isis 1

is-level level-1-2

network-entity 01.0030.0300.3003.00
area-authentication-mode md5 cipher atnet
domain-authentication-mode md5 cipher Acjp  #FEER
FRIEIEIE S TUR IS ES

summary 192.168.0.0 255.255.0.0 level-2  #ECE{XI5|

2R 2 (UBHEHITRE

RTD:

system-view

sysname RTD

interface G0/0/0

ip address 30.1.1.2 24

isis enable 1

isis authentication-mode md5 cipher Auawer
isis 1

is-level level-2

network-entity 02.0040.0400.4004.00

domain-authentication-mode md5 cipher Acip
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M, -

BE RTD R IS-IS BRHR, KMRABRGEHRKE:

[RTD]display

1313 route
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—1+—. EeE IS-IS EHiEiEXLISEN

—. SCIgEAY:
BiE RTB 5 RTC, $EEMNE 2 FIFIRVEHKE;
Eplizzdsat=s

g
R
i
bl

=. LRPE:

RTA:

system-view #HHNR TN ERET
sysname RTA #4518

interface GO/0/0  #H NEMNAYZE]

ip address 10.1.1.1 24  #ECE |P tthil 5 FRIERY
isis enable 1 #EIEEEOLZA IS-IS
interface GO/0/1 #HHNBMNAEO

ip address 20.1.1.1 24  #ECE |P tthhil 5 FRIER
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isis enable 1 #EieEEO LB IS-IS

isis 1 #FF/3 IS-1S EREHINAE

is-level level-1  #FE IS-1S REHEEETIAE 1 BRH
network-entity 01.0010.0100.1001.00 #BCE IS-1S AIMIZE
SCURETR

RTB:

system-view
sysname RTB
interface GO/0/0

ip address 30.1.1.1 24
isis enable 1

interface GO/0/1

ip address 10.1.1.2 24
isis enable 1

isis 1

is-level level-1-2

network-entity 01.0020.0200.2002.00

RTC:
system-view

sysname RTC
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interface GO/0/0

ip address 20.1.1.2 24
isis enable 1

interface GO/0/1

ip address 40.1.1.1 24
isis enable 1

isis 1

is-level level-1-2

network-entity 01.0030.0300.3003.00

RTD:

system-view
sysname RTD
interface G0/0/0

ip address 40.1.1.2 24
isis enable 1

interface GO/0/1

ip address 30.1.1.2 24
isis enable 1

interface LoopbackO
ip address 200.1.1.1 24

isis enable 1
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isis 1
is-level level-2

network-entity 02.0040.0400.4004.00

M :
T EIRECESS, 7£ RTA £ ping RTD A9 200.1.1.1:

[R?

Bt RTA E&%F IS-IS RYRSHFR:

[RTA]display isis route

[RTA]

&3 RTA B9 IS-1S BRERZFRAPHIZBEART 200.1.1.0 MAZAIBSES
=
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A, BEEAE RTB R RTC Hfiin FALE:
RTB:

isis 1

import-route isis level-2 into level-1

RTC:;
isis 1

import-route isis level-2 into level-1

BREE RTA R IS-IS BBEE:

151« 2
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—+=. #tE RIPng 3L3&4HM

—. SCIOHAFM:

. RIPng 1

i RTA RTB RTC
i ® G0/0/0 G0/0/1 ® G0/0/0 G0/0/1 ® |
| FESO::1 FESD::2 FES0::3 FE80:4 !
! 1:1/64 2::2/64 3:3/64 4:4/64 i

—. XIGA/Y:
BT RIPng LR, £ RTA ATLAESE RTC BUERHER, H#5
21

=

=. IR

RTA:

system-view HHNRFAENED

sysname RTA  #Z518%% @044

ipv6  #FFEIRERY IPv6 IhEE

ripng  #FFEFHEAN RIPng i#i2

interface GO/0/0  #H BRI

ipv6 enable  #7E#EE[ /3 IPv6 THEE

ipv6 address FE80::1 link-local #ECEIZIE O RYSEES At
bk

ipv6 address 1:1/64  #ECEi1ZiZOR9E L
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ripng 1 enable  #7EiZ#E _EF/E RIPng HiE

RTB:

system-view

sysname RTB

ipv6

ripng

interface GO/0/1

ipv6 enable

ipv6 address FE80::2 link-local
ipv6 address 2::2/64

ripng 1 enable

interface G0O/0/0

ipv6 enable

ipv6 address FE80::3 link-local
ipv6 address 3::3/64

ripng 1 enable

RTC:
system-view
sysname RTC
ipv6
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ripng

interface GO/0/1

ipv6 enable

ipv6 address FE80::4 link-local
ipv6 address 4::4/64

ripng 1 enable
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—+=. ficE& OSPFv3 3CIG4HN

LA
. SCIGHRFM:
'I
E RTA RTB RTC
G0/0/0 G0/0/1 G0/0/0 G0/0/1
FE8O:1 FE80::2 FE80::3 FE80::4
1:1/64 2::2/64 3:3/64 4:4/64
i Router ID: 1.1.1.1 Router ID: 2.2.2.2 Router ID: 3.3.3.3 ;

OSPFv3 1 Area 0

—. XIgA/Y:
E1d OSPFv3 MIBicE, £ RTA /JLAFEIE RTC USSR E, F#
S5zZi@E

system-view #FRNRFIERT

sysname RTA  #2515%dp

interface Loopback0  #GliZEFHH NIAE#EC]

ip address 1.1.1.1 32 #fCE |P b5 F oI

ipv6.  #FEIREERY IPv6 IhEE

ospfv3 #FFEFHN OSPFv3 HiE

router-id 1.1.1.1 #BCE OSPF BREHEE ID

interface GO/0/0  #FEHN\MEMNEEL

ipv6 enable  #7E#EE[ /3 IPv6 THEE

ipv6 address FE80::1 link-local HECEIZIE O AVSEER A
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yiichi

ipv6 address 1:1/64  #FiEiZizZR9ET

ospfv3 1 area 0.0.0.0 #f#EiZZ=[ _LFF/5 OSPFv3 #Hi2, Hig
EEEXE

RTB:

system-view

sysname RTB

interface LoopbackO

ip address 2.2.2.2 32

ipv6

ospfv3

router-id 2.2.2.2

interface GO/0/1

ipv6 enable

ipv6 address FE80::2 link-local
ipv6 address 2::2/64

ospfv3 1 area 0.0.0.0
interface G0/0/0

ipv6 enable

ipv6 address FE80::3 link-local
ipv6 address 3::3/64
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ospfv3 1 area 0.0.0.0

RTC:

system-view
sysname RTC
interface LoopbackO
ip address 3.3.3.3 32
ipv6

ospfv3

router-id 3.3.3.3
interface GO/0/1

ipv6 enable

ipv6 address FE80::4 link-local

ipv6 address 4::4/64
ospfv3 1 area 0.0.0.0
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—+m. fieE IPv6e S3tthhibscitZam

—. SCIOHAFM:

G0/0/0
2001:DB8:12::1/64
G0/0/0

RTA

G0/0/1
2001:DB8:13::1/64

—. IEE[:

RTA #Y G0/0/0 5 G0/0/1 #EAXAF L HVECE IPv6 ithilt;
RTB Y GO/0/0 #MOiBid RSt B ahBc ERY75 =UIREN IPv6
Hitik; RTC By GO/0/0 #Oi@iE DHCPv6 Y5 ZCIKEN IPv6 itk

system-view HHENR G ERRE
sysname RTA  #/518% 44
ipv6  #FFZIREEAY IPv6 IhEe
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dhcp enable #JF/5 DHCP &g

dhcpv6 pool easthome  #8)J3E DHCPv6 it as
address prefix 2001:DB8:13::/64  #i5E0 ECHIMER M 851D
excluded-address 2001:DB8:13::1 #REBRAN D BCHIIBAL
interface G0/0/0 #HNEMN A

ipv6 enable  #7E# [ TFF/3 IPv6 TEE

ipv6 address auto link-local #S RO EaNERERSANItE
1]

ipv6 address 2001:DB8:12::1 64 #FlEiZiErVE b
undo ipv6 nd ra halt  #FFE&7 RA {R3ZHIINAE

interface GO/0/1

ipv6 enable

ipv6 address auto link-local

ipv6 address 2001:DB8:13::1 64

dhcpvb6 server easthome

RTB:
system-view
sysname RTB
ipv6

interface G0/0/0

ipv6 enable
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ipv6 address auto link-local

ipv6 address auto global  #&ZiEEITTIRESHELEEE)

BCERITITUIREN IPV6 Stbik

RTC:
system-view
sysname RTC
ipv6

dhcp enable
interface GO/0/0
ipv6 enable

ipv6 address auto link-local

ipv6 address auto dhcp  #1z3Z[E1F DHCPv6 B T3k

HY IPv6 btk
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M, -

£ RTB t&EEH

/Y IPV6 Hbk

1 sH

P57 RTB EEEHEEO G0/0/0 i MAC itbtit, #HIAE IPV6 it
HHREFREESHEN MAC kB a4

[RTB]display interfac
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£ RTC EEFHEENRY IPv6 it
[RTC]d hcpv6

ali
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—1+A. ficE RSTP LiEHK

—. SCIOHAFM:

SWA

E0/0/1

SWB SWC

—. IEE[:

5 3 ARV ERMMERECE S RSTP, BT SWA BiERK
IR, BITAERaNISEEs, € SWC /Y E0/0/2 imHFEEE
b, EE 5K AT, i\t RSTP B9%EEN, © SWC #9 E0/0/2
im BB RIRIKE

system-view HHENR G ERRE

sysname SWA #4518 43

stp mode rstp  #}5 STP IV L{EiE\BLE /9 RSTP

stp priority 8192  #J5§ SWA Y STP {055 ECE /8 8192
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interface E0/0/1  #HNAERAYIRHC

port link-type trunk  #&isOFE fhdiE=t

port trunk allow-pass vlan all  #7piFiZch4kin (SRS
VLAN B9E8

interface E0/0/2  #H NAERATIRHC

port link-type trunk  #&isOFE fhdkiE=t

port trunk allow-pass vlan all  #7iFiZ4tin [1{EERE
VLAN B9{E8

SWB:

system-view

sysname SWB

stp mode rstp

stp priority 24576

interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type trunk

port trunk allow-pass vlan all
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SWC:

system-view

sysname SWC

stp mode rstp

interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type trunk

port trunk allow-pass vlan all

Mt :
£ SWC FEESEmMINROAESIRE
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Z+75. BB STP iR OsCISAN

—. SCIOHAFM:

SWA

E0/0/1

E0/0/3 =
edge-port

SWC Client
—. s BERY:

& SWA ECENIRMET, 18 SWC BYim [ E0/0/3 Be & il %imM ,
DZimAESZRETEER, ZEIHENERRS

system-view HIANRFIERT

sysname SWA #5185

stp mode rstp  #}5 STP IV L{EiE\BLE /9 RSTP

stp priority 8192  #J5§ SWA Y STP {055 ECE /8 8192
interface E0/0/1  #HNEMNAYR

port link-type trunk  #&is FLE HhgkiEzt

port trunk allow-pass vlan all  #iFi1ZzF4kim (& IEFIE

140 https://huawei.easthome.com/


https://huawei.easthome.com/

- ® =
mAmEE 2272

VLAN B9(E8

interface E0/0/2  #H NAERAYIRHC

port link-type trunk  #&isOFE fhdkiE=t

port trunk allow-pass vlan all  #7piFiZch4kin (SRS
VLAN B9E8

SWB:

system-view

sysname SWB

stp mode rstp

interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all
interface EQ/0/2

port link-type trunk

port trunk allow-pass vlan all

SWC:
system-view
sysname SWC
stp mode rstp
interface EQ/0/1
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port link-type trunk

port trunk allow-pass vlan all

interface E0/0/2

port link-type trunk

port trunk allow-pass vlan all

interface EO/0/3

stp edged-port enable  #fFim O ™ /EH%R IHEE
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—++t. fieE STP {RIRASCIS AN

—. SCIOHAFM:

SWA SWB

Root
Priority 8192

EO/0/1

E0/0/3

100M

EO/0/1

1l

—. XIeBRY:

6 SWA EcEHIRMET, SWD &@idimd E0/0/1 5 SWC RY
E0/0/3 #8i%, FBT SWD RIMFHILIcR BT SWA B (4096),
EE SWD £465 SWA RIRRMFHRE, J9BhlE BRSHRE,
FT2(E SWC _ EFERRIF, LABHLE SWD Bl /9FRrBITRIIAET

system-view HHENR G ERRE
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sysname SWA  #/518%5 &

stp mode rstp  #J& STP B T/EtEELE /9 RSTP

interface GO/0/1  #H NHBNAYIRO

port link-type trunk  #&isFE FhdkiE=t

port trunk allow-pass vlan all  #1F1ZF4tim (& IBEFE
VLAN B9fE8

interface G0/0/2  #H NHBNAYIRO

port link-type trunk  #&isFLE FrhdtiE=t

port trunk allow-pass vlan all  #1FiZF 4dis & 1HEFE
VLAN B9fE8

stp priority 8192  #J& SWA B4 STP {54k FiE 0 8192

SWB:

system-view

sysname SWB

stp mode rstp

interface GO/0/1

port link-type trunk

port trunk allow-pass vlan all
interface G0/0/2

port link-type trunk

port trunk allow-pass vlan all
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SWC:

system-view

sysname SWC

stp mode rstp

interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type trunk

port trunk allow-pass vlan all

interface E0/0/3
stp root-protection  #{Eim [ FH/SREAHFINEE

SWD:

system-view
sysname SWD

stp mode rstp

stp priority 4096
interface E0/0/1
port link-type trunk

port trunk allow-pass vlan all
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—+)\. EicE STP BPDU {RiP=CIE¢HN

—. SCIOHAFM:

SWA SWB

Root
Priority 8192

E0/0/1

120/0/3
1_dged port

100M 14 gppy

Z. LREN:

& SWA Eo & AtRRHT, SWC Y E0/0/3 im[iEREZIm =L PC-A,
£ SWC EFECE BPDU {47, ARG LEiZimCfERANERH E ML
IRE (A0: M) EENE BPDU, SEELEIGRIRE,
TSI AREIIT B TFE, FHalses iEMBE

system-view HHENR G ERRE
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sysname SWA  #/518%5 &

stp mode rstp  #J& STP B T/EtEELE /9 RSTP

stp priority 4096  #i5 SWA 4 STP (L4 EIEH 4096
interface GO/0/1  #HNERNAYIH

port link-type trunk  #&isOFE fhdkiE=t

port trunk allow-pass vlan all  #531F1ZF 4t ix {EERE
VLAN B9{E8

interface G0/0/2  #H NHBNAYIRO

port link-type trunk  #&isOFE R hdkiE=t

port trunk allow-pass vlan all  ##31F1Z F 4 is (& HEFE
VLAN B9{E8

SWB:

system-view

sysname SWB

stp mode rstp

interface GO/0/1

port link-type trunk

port trunk allow-pass vlan all
interface G0/0/2

port link-type trunk

port trunk allow-pass vlan all
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SWC:

system-view

sysname SWC

stp mode rstp

stp bpdu-protection  #FF/5 BPDU {RiF#15l
interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all

interface E0/0/2

port link-type trunk

port trunk allow-pass vlan all
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“+h. BeE STP RE(RIFLIEAM

—. SCIOHAFM:

SWA SWB
Root Ef)/O/1 E0/0/2 E))
E0/0/2 "> E0/0/1
/0/2
E0/0/1
SWC

—. IEE[:

& SWA ECE/9RMIT, =5 SWA Biw[ E0/0/2 FFHEriAZEL
ERESEREHRE, S SWC AREIEl SWA &iXhY BPDU #R3Z,
EtE SWC B EFEFERIR D, SHRIRREEE SEEm O,
MERHOANEHNELRS, XESEERRARE, BHFEE
SWC 9w E0/0/1 EFFEIREEERIFANE, LABSLE EiRS AR SE

system-view #HHNZR RO ERRT

sysname SWA #4518 43
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stp mode rstp  #i& STP O T{EtE=ELE 9 RSTP

stp priority 4096 #5 SWA f STP {4EREIE A 4096
interface E0/0/1  #HNERAYIRHC

port link-type trunk  #&isFE FhdkiE=t

port trunk allow-pass vlan all  #%iFiZ ch4kin {5#BFE
VLAN B9(E8

interface E0/0/2  #HNHERMNAYRC

port link-type trunk  #&isFLE FrhdtiE=t

port trunk allow-pass vlan all  #1FiZF 4dis & 1HEFE
VLAN B9{E8

SWB:

system-view

sysname SWB

stp mode rstp

interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type trunk

port trunk allow-pass vlan all
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SWC:

system-view

sysname SWC

stp mode rstp

interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all

stp loop-protection  #7tim[ 1 NSRS RIFLE
interface E0/0/2

port link-type trunk

port trunk allow-pass vlan all
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=+. EtE MSTP SEIS4AR

—. SCIOHAFM:

SWA

E0/0/1

SLf2: VLAN 11 -20

SWB SWC

VLAN 11 - 20 Root

PC-A PC-B
VLAN 20

—. e BRY:

@Id MSTP FUECE, < SWB A% VLAN 1 - 10 RYEFRRIFF,
%79 VLAN 11 — 20 RYZEHRKIET; ERT<S SWC pk/9 VLAN 11 -
20 RERRIFE, B9 VLAN 1 - 10 B9sERRIE

system-view HHENR G ERRE
sysname SWA #4518 43

vlan batch 2 to 20 #El5E VLAN 2 F 20
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stp mode mstp #1& STP R TFRz(ECE /9 MSTP

stp region-configuration  ##t\ STP SEEECEEL
region-name easthome #ECEIZBEIIEF
revision-level 0 #ECEIZ CEIRYARZA

instance 1vlan 1to 10 #i& VLAN 1 E| 10 BRETZIST{1 1
instance 2 vlan 11 to 20 #15 VLAN 11 Zl| 20 BRESZISL
2

active region-configuration #5CEEREFS

interface E0/0/1  #HNEMNAYRC

port link-type trunk  #&iHOFE frhdkiEzt

port trunk allow-pass vlan all  #iFiz s {EIERE
VLAN B9{E8

interface E0/0/2  #HNHEMNAYIR

port link-type trunk  #&is OFLE S hdkiE=t

port trunk allow-pass vlan all  ##iFiZdtin {EIHERE
VLAN BER

SWB:
system-view
sysname SWB
vlan batch 2 to 20

stp mode mstp

153 https://huawei.easthome.com/


https://huawei.easthome.com/

oxm®
AR 223

stp region-configuration

region-name easthome

revision-level 0

instance 1 vlan 1 to 10

instance 2 vlan 11 to 20

active region-configuration

stp instance 1 root primary #HREZMFTAEA 1 NE
HRMIAF

stp instance 2 root secondary #FIREIZMIF/ALH 2 /Y
TR

interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all

interface EQ/0/2

port link-type trunk

port trunk allow-pass vlan all

interface EO/0/3

stp edged-port enable  #EiZiEORE HILGER

port link-type access #Fim O RITEIS SRR E NENE
=

port default vlan 10 #&iZis A0S VLAN 10
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SWC:

system-view

sysname SWC

vlan 2 to 20

stp mode mstp

stp region-configuration
region-name easthome
revision-level 0

instance 1 vlan 1 to 10
instance 2 vlan 11 to 20
active region-configuration
stp instance 1 root secondary
stp instance 2 root primary
interface E0Q/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/3

stp edged-port enable

port link-type access
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port default vlan 20

WL -
£ SWB E&BEFE4 i OBRESIRE

tp brief

£ SWC _ EBEEEANFiRDRIRBSRT
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=1—. BBE=RE3MREINEN

—. SCIOHAFM:

SWA

(R

(R CH O

Client A Client B Client C Client D
Vlan 2 Vlan 3 Vlan 4 Vlan 5
20.1.1.10/24 30.1.1.10/24 40.1.1.10/24 50.1.1.10/24

—. LEHAY:
BT =EHAECE, 4@ VLAN [BRNEEEBBEEEE

SCIGCRR:

SWA:

system-view HIANRFIERT
sysname SWA #5185

vlan 2 #6l%2 VLAN 2

vlan 3 #6152 VLAN 3

vlan 4 #6872 VLAN 4

vlan 5 #8172 VLAN 5

interface vlan 2 #HN VLAN 2 #0

157 https://huawei.easthome.com/


https://huawei.easthome.com/

RARE 922

ip address 20.1.1.1 24  #FEE |P it & 7R3
interface vlan 3 #H#N VLAN 3 =1

ip address 30.1.1.1 24  #FElE |P b & 7R3
interface vlan 4 #H#N VLAN 4 =1

ip address 40.1.1.1 24  #FlE |P b & 7R
interface vlan 5 #A#N VLAN 5 =1

ip address 50.1.1.1 24  #FELE |P it & 7R
interface GO/0/2  #H NHE iR

port link-type access #EmARE EAERED

port default vlan 2

#1Gim IO VLAN 2

interface GO/0/3  #FHA\FEMN

port link-type access #EmORE AEAERED

port default vlan 3

#5im IS VLAN 3

interface G0/0/4  #iF N\FENH

port link-type access #EimORE AEAERED

port default vlan 4

#1Gim 0N VLAN 4

interface GO/0/5  #FHN\AEHMNIH

port link-type access #EimOARE AEAED

port default vlan 5

#1Gim I VLAN 5
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=-=. figE DHCP EOkbhit;thsritH
g

—. SCIOHAFM:

E0/0/2 SWA RTA

Dj s E0/0/1 GO/O/O
CO797 o

PC-B E0/0/4
Pool [easthome] : 192.168.1.0/24

—. XIGA[Y:
B ECE DHCP Ok, < PC-A. PC-B. PC-C /JLIZKE
5 RTA 89 G0/0/0 #2[1 IP it EERRY IP ik

=. SRR

RTA:

system-view HHNR TN ERED
sysname RTA #4518

dhcp enable #FFf= DHCP Igg

interface GO/0/0  #FHNHEMNEEC

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
dhcp select interface #BcE DHCP (I T{EE={ pzOE
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o+
dhcp server excluded-ip-address 192.168.1.2 #EETE
73 Beit AT RERRAYIEAIE

dhcp server dns-list 202.106.49.151 #BCE D ECHY DNS
ysichil

dhcp server lease day 8 #BoE DHCP AYtthirFEER
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=+=. E& DHCP £5ikit;thsci84e
g

—. SCIOHAFM:

PC-A [VLAN 2]
E0/072 SWA RTA

Dj o E0/0/1 GO/O/O
CO7O7 0

PC-B [VLAN 3] E0/0/4
Pool [VLAN2] : 10.1.1.0/24
= Pool [VLAN3] : 20.1.1.0/24

PC-C [V1401 4]
—. IEE[:

BIdECE DHCP £BFiethits, < PC-A, PC-B, PC-C733IM 3
MR EIRENA R RERRY 1P ithht, FHeesssSLila Y

system-view #HHNR TN ERET

sysname RTA #4518

dhcp enable #FFf= DHCP Igg

ip pool VLIANZ  #BlEEEthFtas

network 10.1.1.0 mask 24  #FECEitHbth a9 ECHIHEIEES
INEiHE

gateway-list 10.1.1.1  #FEE D FELAIRM 1ttt
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dns-list 202.106.49.151  #BECEHHEHI DNS bk

lease day 8  #FE DHCP Hyithi-FHER

ip pool VLAN3  #Glgibhbiti e

network 20.1.1.0 mask 24  #ECEiHE R EI S ECAIHEIEES
NG

gateway-list 20.1.1.1  #FRE D FELAIRMF 1t

dns-list 202.106.49.151  #FRE 4 FECHI DNS bk

lease day 8  #FgE DHCP Hyithi-FHER

ip pool VIAN4  #GlgEttbhitithF+as

network 30.1.1.0 mask 24  #ECEiHE BT S ECAVHEIEES
NG

gateway-list 30.1.1.1  #FERE S FELAIM 1t

dns-list 202.106.49.151  #FECE 55 BECAY DNS bk

lease day 8  #Fg&E DHCP Hyitht-FHER

interface G0/0/0.1 #HHNTE 1 PFEO

dot1q termination vid 2 #ELEHE VLAN FEZES A
802.1Q, HBE<iZF#EO 8 VLAN 2 9IRS LIRS
ip address 10.1.1.1 24  #FELEZORY P HEHE N 7RIS
arp broadcast enable #EFEO TS ARP T 18I08E
dhcp select global #fc&E DHCP (I T{FRIU A= /ERN
interface G0/0/0.2 #HHNE 2 MO

dot1q termination vid 3 #ECEH VLAN RYEI2T5T09
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802.1Q, #HE<SZF#EO8 VLAN 3 BUEHIRHIERERIRS
ip address 20.1.1.1 24  #FECE#EORY IP HEHE N 7RIS
arp broadcast enable #EFEOTHS ARP [ 1EI0EE
dhcp select global #Bc& DHCP (Y T{FE A& BRI
interface G0/0/0.3 #HIANGE 2 MO

dot1q termination vid 4 #ECEH VLAN UEE=A A
802.1Q, #HE<SZF#EO VLAN 3 BUFEHIRHIERE A IRS
ip address 30.1.1.1 24  #FECEEOAY P #EtEN 7RIS
arp broadcast enable #EFEZOTHE ARP T #EIhEE
dhcp select global #fcE DHCP TRV A= /ER

SWA:

system-view

sysname SWA

vlan 2

vlan 3

vlan 4

interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type access
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port default vlan 2
interface E0/0/3
port link-type access
port default vlan 3
interface EQ/0/4
port link-type access

port default vlan 4
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AR E 2222
=+M. B DHCP ARgk{IBsCIa AN

—. SCIOHAFM:

SWB SWA RTA

G0/0/1 G0/0/2 G0/0/1 G0/0/0 ®
20.1.1.0/24 10.1.1.0/24

G0/0/2 G0/0/3

Pool [VLANZ2] :192.168.1.0/24
Pool [VLAN3] :172.16.1.0/24

E0/0/1 EQ/0/1
SWD SWC
E0/0/2 E0/0/2
j j
Client B Client A
VLAN 3 VLAN 2

—. e ERY:

1 RTA Ec&9 DHCP fR$5=8, £ SWA 5 SWB LEEHER
DHCP mrékftI®, < RTA £5 VLAN 2 &y Client A $fc
192.168.1.0/24 WERRYMEIE, 45 VLAN 3 F9 Client B 3T
172.16.1.0/24 MEZRIbHE

=. IO

RTA:
system-view HHENR G ERRE
sysname RTA #2518 dp
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dhcp enable #JFf= DHCP IhgE

ip pool VLANZ  #BlgEthibth ey

network 192.168.1.0 mask 24  #ECEbHEtbN AT S ELRIHE
HEER R HEhS

gateway-list 192.168.1.1 #BCE D BRI KL
dns-list 202.106.49.151  #FCE 5o BECAY DNS bk

lease day 8  #FE DHCP Hyitht-FHER

ip pool VLAN3  #GlZbh e

network 172.16.1.0 mask 24  #FREbhEth AT S ECHIMHE
HEER R HE S

gateway-list 172.16.1.1 = #BLEHECHIRI bk

dns-list 202.106.0.20 #ECE 2 FECHY DNS ek

lease day 8  #FgE DHCP AYitht-FHER

interface G0/0/0  #iF NFEN#Z]

ip address 10.1.1.1 24  #FELEEOAY IP HEHE N 7RIS
dhcp select global #BcE DHCP N IT{FEIN A2 BEI
rp

version 2

network 10.0.0.0

undo summary
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SWA:
system-view

sysname SWA

dhcp enable

vlan 2

vlan 10

vlan 20

interface vlan 2 #HN vlan 2 £

ip address 192.168.1.1 24

dhcp select relay  #FF/= DHCP Ar4k(CIEINAE
dhcp relay server-ip 10.1.1.1  #i5%E DHCP fg5588 IP tbiit
interface vlan 10

ip address 10.1.1.2 24

interface vlan 20

ip address 20.1.1.1 24

interface G0/0/1

port link-type access

port default vlan 10

interface G0/0/2

port link-type access

port default vlan 20

interface GO/0/3
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port link-type trunk

port trunk allow-pass vlan all
rp

version 2

network 10.0.0.0

network 20.0.0.0

network 192.168.1.0

undo summary

SWB:

system-view

sysname SWB

dhcp enable

vlan 3

vlan 20

interface vlan 3

ip address 172.16.1.1 24
dhcp select relay

dhcp relay server-ip 10.1.1.1
interface vlan 20

ip address 20.1.1.2 24
interface GO/0/1
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port link-type access

port default vlan 20
interface G0/0/2

port link-type trunk

port trunk allow-pass vlan all
rp

version 2

network 20.0.0.0

network 172.16.0.0

undo summary

SWC:

system-view

sysname SWC

vlan 2

interface EO/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type access

port default vlan 2
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SWD:

system-view

sysname SWD

vlan 3

interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type access

port default vlan 3
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=14h. EEirOzECIGHK

—. SCIOHAFM:

SWA

EO0/0/1 EO0/0/4

EO/Q/2 EQYO/3

Ch CB CH O

Client E Client A Client B Client C Client D
RENGE - REIE #EUE  BINYE BINYRE

—. IEE[:

£ SWA B9 E0/0/1 — E0/0/4 EiBin&RE, HFEIYEH
FMEZAIEMLRIREY MAC #blik, ZE¥iR0 E0/0/1 5REHR
HEkis Client E1RiZE, MNEEREITLISHERmEN

system-view HHENR G EEL
sysname SWA #4518 43

interface EO/0/1  #HNFERIRH
port-security enable  #FEin&LLINEE
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port-security max-mac-num 1 #h B ZisOARZa %S

1 MAC bk

port-security mac-address sticky #HEF LEE MAC

HEHMRT

port-security mac-address sticky 5489-95824-323A vlan 7
#F T wNzimO48Ea MAC it SEFTER VLAN ID

port-security protect-action shutdown #BOE 1Z0m

EE T He RN S HAITRIENEA shutdown

interface E0/0/2  ##N\HENIRC]

port-security enable  #FFEiROZ%2INAEE

port-security max-mac-num 1 #EBE I ZmORZ03S

11 MAC ik

port-security mac-address sticky #HBEFIEE MAC

e R

port-security mac-address sticky 5489-984C-74A5 vlan 7
#F T Nzim 482 MAC it SEFTER VLAN ID

port-security protect-action shutdown #BL B 21Zim

EE T HEARENIZSEIHITRIZNIE/ shutdown

interface E0/0/3  #HNFEIRH

port-security enable  #FEinL£INEE

port-security max-mac-num 1 #E ZinRZAFS

19~ MAC stk
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port-security mac-address sticky #HEF LEE MAC

AR

port-security mac-address sticky 5489-9873-4A9B vlan 7
#FTENiZzim 48R MAC it SERTERY VLAN ID

port-security protect-action shutdown #BL B 21Zim

& 7T HE ARSI TRIZNESS shutdown

interface E0/0/4  #H NHERIH ]

port-security enable  #FEin&L£INEE

port-security max-mac-num 1 #ElBEIZmORZ 0%

19~ MAC ik

port-security mac-address sticky #HBEFIHEE MAC

e R

port-security mac-address sticky 5489-98D8-2CCB vlan 7
#F TNz 4P MAC it SEFRERY VLAN ID

port-security protect-action shutdown #BL B 21Zim

EE T Ee RN ST ES shutdown

E:

HEE FimAdZeNimERTIFENENG, ZinOESH
shutdown, FTLAIEEEFR, WY, BMEESZmOEMEZR
JRICRIEINEN, 1ZmKIBILAEREER, TEMNEEAR,
EixmO T FHTe<S [restart], HRIxmOEFHKEE
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RIS
[Huawei]interface E0/0/1
[Huawei-Ethernet0/0/1]restart
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=171 kRECERE=ERERNIRO
R |

—. SCIOHAFM:

SWB
E0/0/1 EQ/0/2

CH CK CK CH o CF CR O
Client A Client B Client C Client D Client E Client F Client G

VLAN10  VLAN10  VLAN10  VLAN 10 VLAN10 ~ VLAN10  VLAN10
isolate port isolate port

—. B

B SWA BEEROEXREN_ERE=EEBER, B
E0/0/3 5 E0/0/4 imEcE 9f@EIm O, WK Client A 5 Client
B 2&aEiEiH, LUK Client B 5 Client C 2&8eEM, Zf/HE
SWA £ VLAN 10 BEEIE IP ithiit; B Client A 5

Client B EF&5EiR, LUK Client B 5 Client C &858

system-view HHENR G ERRE

sysname SWA #4518 43
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vlan 10 #8172 VLAN 10

port-isolate mode 12 #ftEEEHREERE N ZER
B==01#

interface EO/0/1  #HNHE IR

port link-type trunk  #{Sim [ 28EYEC & N PR EL
port trunk allow-pass vlan all  #ECE BIFR4ksE G AT
& VLAN #ricHIEHzEm

interface E0/0/2  ##HNMENIRC]

port link-type access #FimRERCE AR ANERD
port default vlan 10 #i&imJ0N VLAN 10
interface E0/0/3  #HNMEMN K]

port link-type access #FimORERCE AEANERED
port default vlan 10 #i&Zim 0 VLAN 10
port-isolate enable group 1 #H S bR mT08E
interface E0/0/4  #Ht NHERI% ]

port link-type access #FimOARBRCE ARANERED
port default vlan 10 #i&imI0 VLAN 10
port-isolate enable group 1 #H SR EimIhEE
interface EO/0/5  #NFERIR

port link-type access #FimORBRCE ARANED,
port default vlan 10 #i&Zim0 VLAN 10
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SWB:

system-view

sysname SWB

vlan 10

interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type trunk

port trunk allow-pass vlan all

SWC:

system-view
sysname SWC

vlan 10

interface EO/0/1
port link-type trunk
port trunk allow-pass vlan all
interface E0/0/2
port link-type access
port default vlan 10
interface EO/0/3
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port link-type access
port default vlan 10
interface EQ/0/4
port link-type access

port default vlan 10

L, -
Client A 5 Client B BJIE&E &R

% PC1 =

ErtEE WEAT HiE UDPRBEITE &0

e to use PC Simulator!
192.168.1.20

192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

.20: 32 data bytes, Press Ctrl C to
.20: bytes=32 seg=1 ttl=128 time=63
.20: bytes=32 seg=2 ttl=128 time=46
.20: bytes=32 seqg=3 ttl=128 time=47
.20: bytes=32 seg=4 ttl=128 time=31
.20: bytes=32 seg=5 ttl=128 time=31

1
1
1
1
1
1

-—- 192.168.1.20 ping statistics -——
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 31/43/63 ms

PC>
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Client B 5 Client C LEIEEET

T PC2

Hilma

AT

Welcome to use PC

PC>ping 192.168.1.

Ping 192.
From 192.
From 192.
From 192.
From 192.
From 192.

--— 192.168.1.30 ping statistics —--—-

1le8.
1e8.

168

1e8.
1e8.
168.

1
1
P B
A
1
1

.30:
.20:
20:
.20:
.20:
220z

A% UDPE B TE

Simulator!

30

:im}

32 data bytes, Press Ctrl C to break

Destination host
Destination host
Destination host
Destination host
Destination host

5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

PC>

unreachable
unreachable
unreachable
unreachable
unreachable

ZETE SWA 9 VLAN 10 B EETE IP #utlt, FiGizititfcE
JIEE Client BIR>

SWA:

interface vlan 10

ip add 192.168.1.1 24

arp-proxy inner-sub-vlan-proxy enable

A ARP {KEEINRE

#Fi=E VLAN
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[H2%5)

ﬂ‘ﬂ.ndr:: in 1998

=20y N
Client A 5 Client B {K|HBETLAIEEEH,

HiE uoPEEITE =2

From 192.168.1.20: bytes=32 seq=3 ttl=128 time=47 ms
From 192.168.1.20: bytes=32 segq=4 ttl=128 time=31 ms
From 192.168.1.20: bytes=32 seq=5 ttl=128 time=31 ms

192.168.1.20 ping statistics —-—-—
packet (s) transmitted
packet (s) received
.00% packet loss
round-trip min/avg/max = 31/43/63 ms

PC>ping 192.168.1.20

152.168.1. : 32 data bytes, Press Ctrl C to break

192.168.1.20: bytes=32 seg=l1 ttl=128 ms
192.168.1.20: bytes=32 seqg=2 ttl=128
192.168.1.20: bytes=32 ttl=128
192.168.1.20: bytes=32 ttl=128
192.168.1.20: bytes=32 ttl=128

192.168.1.20 ping statistics —-—-—
packet (s) transmitted
packet (s) received

0.00% packet loss

round-trip min/avg/max = 31/40/47 ms

PC>

Client B 5 Client C IttR3 7RI IEEI1ET,

% PC2

ERiEE AT A UDPEBEITE &0
From 192.168.1.30: bytes=32 seg=3 ttl=127 time=63 ms
From 192.168.1.30: bytes=32 seg=4 ttl=127 time=47 ms
From 192.168.1.30: bytes=32 seqg=5 ttl=127 time=47 ms

192.168.1.30 ping statistics ——-—
packet (s) transmitted
packet (s) received
.00% packet loss
round-trip min/avg/max = 32/50/63 ms

PC>ping 192.168.1.30

152.168.1.30: 32 data bytes, Press Ctrl C to

192.168.1. bytes=32 seg=1 ttl=127 time=47
152.168.1.30: bytes=32 seg=2 ttl=127 time
192.168.1. bytes=32 seqg=3 ttl=127 time
192.168.1. bytes=32 seg=4 ttl=127 time
192.168.1. bytes=32 seg=5 ttl=127 time=47

152.168.1.30 ping statistics —---—
packet (s) transmitted
packet (s) received

0.00% packet loss

round-trip min/avg/max = 31/43/47 ms

PC>
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=1+t. EBECE=ERNREENIRCORE
=M o 4 [

—. SCIOHAFM:

SWB
E0/0/1 EQ/0/2

CH CK CK CH o CF CR O
Client A Client B Client C Client D Client E Client F Client G

VLAN10  VLAN10  VLAN10  VLAN 10 VLAN10 ~ VLAN10  VLAN10
isolate port isolate port

—. B

% SWA BEBEmORNEEN _E=EHREER, B85
E0/0/3 5 E0/0/4 imEcE 9f@EIm O, WK Client A 5 Client
B 2&aEiEiH, LUK Client B 5 Client C 2&8eEM, Zf/HE
SWA £ VLAN 10 BEEIE IP ithiit; B Client A 5

Client B EF&5EiR, LUK Client B 5 Client C &858

system-view HHENR G ERRE

sysname SWA #4518 43
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vlan 10 #8172 VLAN 10

port-isolate mode all #ELEIRENREIGOEX AR
=ERE

interface EO/0/1  #HNHE IR

port link-type trunk  #{Sim [ 28EYEC & N PR EL
port trunk allow-pass vlan all  #ECE BIFR4ksE G AT
& VLAN #ricHIEHzEm

interface E0/0/2  ##HNMENIRC]

port link-type access #FimRERCE AR ANERD
port default vlan 10 #i&imJ0N VLAN 10
interface E0/0/3  #HNMEMN K]

port link-type access #FimORERCE AEANERED
port default vlan 10 #i&Zim 0 VLAN 10
port-isolate enable group 1 #H S bR mT08E
interface E0/0/4  #Ht NHERI% ]

port link-type access #FimOARBRCE ARANERED
port default vlan 10 #i&imI0 VLAN 10
port-isolate enable group 1 #H SR EimIhEE
interface EO/0/5  #NFERIR

port link-type access #FimORBRCE ARANED,
port default vlan 10 #i&Zim0 VLAN 10
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SWB:

system-view

sysname SWB

vlan 10

interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type trunk

port trunk allow-pass vlan all

SWC:

system-view
sysname SWC

vlan 10

interface EO/0/1
port link-type trunk
port trunk allow-pass vlan all
interface E0/0/2
port link-type access
port default vlan 10
interface EO/0/3
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port link-type access
port default vlan 10
interface EQ/0/4
port link-type access

port default vlan 10

L, -
Client A 5 Client B BJIE&E &R

% PC1 =

ErtEE WEAT HiE UDPRBEITE &0

e to use PC Simulator!
192.168.1.20

192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

.20: 32 data bytes, Press Ctrl C to
.20: bytes=32 seg=1 ttl=128 time=63
.20: bytes=32 seg=2 ttl=128 time=46
.20: bytes=32 seqg=3 ttl=128 time=47
.20: bytes=32 seg=4 ttl=128 time=31
.20: bytes=32 seg=5 ttl=128 time=31

1
1
1
1
1
1

-—- 192.168.1.20 ping statistics -——
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 31/43/63 ms

PC>
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Client B 5 Client C LEIEEET

T PC2

Hilma

AT

Welcome to use PC

PC>ping 192.168.1.

Ping 192.
From 192.
From 192.
From 192.
From 192.
From 192.

--— 192.168.1.30 ping statistics —--—-

1le8.
1e8.

168

1e8.
1e8.
168.

1
1
P B
A
1
1

.30:
.20:
20:
.20:
.20:
220z

A% UDPE B TE

Simulator!

30

:im}

32 data bytes, Press Ctrl C to break

Destination host
Destination host
Destination host
Destination host
Destination host

5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

PC>

unreachable
unreachable
unreachable
unreachable
unreachable

ZETE SWA 9 VLAN 10 B EETE IP #utlt, FiGizititfcE
JIEE Client BIR>

SWA:

interface vlan 10

ip add 192.168.1.1 24

arp-proxy inner-sub-vlan-proxy enable

A ARP {KEEINRE

#Fi=E VLAN
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=20y N
Client A 5 Client B {K|HBETLAIEEEH,

HiE uoPEEITE =2

From 192.168.1.20: bytes=32 seq=3 ttl=128 time=47 ms
From 192.168.1.20: bytes=32 segq=4 ttl=128 time=31 ms
From 192.168.1.20: bytes=32 seq=5 ttl=128 time=31 ms

192.168.1.20 ping statistics —-—-—
packet (s) transmitted
packet (s) received
.00% packet loss
round-trip min/avg/max = 31/43/63 ms

PC>ping 192.168.1.20

152.168.1. : 32 data bytes, Press Ctrl C to break
192.168.1.20: bytes=32 seg=1 ttl=128 ti ms
192.168.1.20: bytes=32 seqg=2 ttl=128

192.168.1.20: bytes=32 ttl=128

192.168.1.20: bytes=32 ttl=128

192.168.1.20: bytes=32 ttl=128

192.168.1.20 ping statistics —-—-—
packet (s) transmitted
packet (s) received

0.00% packet loss

round-trip min/avg/max = 31/40/47 ms

PC>

ErifiE weiT S UDPEEITE =1m|
timeout!
timeout!
timeout!
timeout!
timeout!

192.168.1.30 ping statistics -—-—
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

PC>ping 192.168.1.30

Ping 192.168.1.30: 32 data bytes, Press Ctrl C to break
Request timeout!
Request timeout!

timeout!

timeout!
timeout!

—-—- 192.168.1.30 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

PC>
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=/\. &ic& MUX VLAN Sc38£H%

—. SCIOHAFM:

SWB EO0/0/3

E0/0/1 E0/0/2

Network:

192.168.1.0/24 —
/ T SWC
E0/0/2 E0/0/5 E0/0/2 N A EO/0/5

CF CE CH CE CHECHCECE

i Client A ClientB ! i ClientC ClientD | | ClientE Client F Client G ClientH !
VLAN 10 \ ! 'y VLAN 30

—. e ERY:

% VLAN 40 EZ&¥ Principal VLAN, VLAN 105 VLAN 20
EeE79 Group VLAN, VLAN 30 Big&9 Separate VLAN, &
VLAN 10 RZimr[tHEIGE], VLAN 20 AZimrl 885,
VLAN 30 BZimfRItb< [BARIfHEGA), FERSS VLAN 10 #
VLAN 20 AHERistEAREESLE, BfE&KHRIYAS VLAN
40 WBY Server 18EIA(A)

=. SCIRPR:

SWA:

system-view HHENR G ERRE
sysname SWA #5184
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vlan 10 #8172 VLAN 10

vlan 20 #8172 VLAN 20

vlan 30 #8# VLAN 30

vlan 40 #8# VLAN 40

mux-vlan #15 VLAN 40 EcEA=E VLAN

subordinate group 10 20  #>ExE®Z VLAN 10 ] 20
subordinate separate 30 #XERPREEY VLAN 40
interface E0/0/1  ##NMENIRC]

port link-type trunk  #{Fix KB E A 4kE

port trunk allow-pass vlan all  #{ & oiF R EEERIGIERRT
& VLAN #ricHIEHzEMm

interface E0/0/2 #HENERRO

port link-type access #imORBRCE ARANERED
port default vlan 10 #i&imI0 VLAN 10

port mux-vlan enable  #{EiH[0FFE MUX VLAN Ihgg
interface E0/0/3  #HNMENIHC

port link-type access #FimOARBRCE AR ANERED
port default vlan 10 #i&Zim0 N VLAN 10

port mux-vlan enable  #{Ei%[0 FFE MUX VLAN Ihgg
interface E0/0/4  #Bt NHENIH ]

port link-type access #FimORBRCE ARANED,
port default vlan 20  #iZimH0 N VLAN 20
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port mux-vlan enable  #{EiH0 FFE MUX VLAN &g
interface E0/0/5  #HNMEN KO

port link-type access #im AR E IENEL
port default vilan 20  #&Zim[J0 VLAN 20

port mux-vlan enable  #{EiH[0 FFE MUX VLAN &g

SWB:

system-view

sysname SWB

vlan 10

vlan 20

vlan 30

vlan 40

mux-vlan

subordinate group 10 20
subordinate separate 30
interface EO/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type trunk

port trunk allow-pass vlan all
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interface E0/0/3
port link-type access
port default vlan 40

port mux-vlan enable

SWC:

system-view

sysname SWC

vlan 10

vlan 20

vlan 30

vlan 40

mux-vlan

subordinate group 10 20
subordinate separate 30
interface EO/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type access
port default vlan 30

port mux-vlan enable
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interface E0/0/3

port link-type access
port default vlan 30
port mux-vlan enable
interface E0/0/4

port link-type access
port default vlan 30
port mux-vlan enable
interface EQ/0/5

port link-type access
port default vlan 30

port mux-vlan enable
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M -

VLAN 10 IE4 Client A 5 Client B a]/48Ei5

% PC9

ERiEE EiE UDPEETE &0
From 192.168.1.2
From 192.168.1.

-—- 192.168.1.2 ping statistics --—-

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 32/50/63 ms
PC>ping 192.168.1.2

152.168.1.2: 32 data bytes, Press Ctrl_|

192.168.1.2: bytes=32 seq=1 ttl=128 ti
192.168.1.2: bytes=32 seg=2 ttl=128
192.168.1.2: bytes=32 seq=3 ttl=128
192.168.1.2: bytes=32 seqg=4 ttl=128
192.168.1.2:

-—- 192.168.1.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 16/46/63 ms

PC>

From 192.168.1.2: bytes=32 seg=3 ttl=128 time=6€3 ms
bytes=32 seg=4 ttl=128 time=32 ms
bytes=32 seg=5 ttl=128 time=63 ms

to

bytes=32 seg=5 ttl=128 time=62

3]

VLAN 20 Y Client C 5 Client D a]f8HiAa)

% PC11

EHREE LT A uDPEETE &0
bytes=32 seg=3 ttl=128 tim

From 192.168.1. bytes=32 seg=4 ttl=128 tim

192.168.1.4 ping statistics ——-
5 packet(s) transmitted
S5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 31/43/47 ms

PC>ping 192.168.1.4

192.168.1.4: 32 data bytes, Press Ctrl_
192.168.1. i
192.168.1.
192.168.1.
192.168.1.
192.168.1.

bytes=32 seg=2 ttl=128
bytes=32 ttl=128
bytes=32 ttl=128
bytes=32 ttl=128

192.168.1.4 ping statistics —-——
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 31/46/62 ms

PC>|

192

From 192.168.1.4: bytes=32 segq=5 ttl=128 time=31 ms

C
bytes=32 segq=1 ttl=128 time=3
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mAKE

VLAN 10 B4 Client A 5 VLAN 20 i3 Client C Io£HIH

ErifiE ST
152.168.1.1:
192.168.1.1:
152.168.1.1:
192.168.1.1:
192.168.1.1:

-— 192.168.1.3 ping statistics —-—-—

S packet(s)
0 packet(s)

£k
Destination
Destination
Destination
Destination
Destination

transmitted
received

100.00% packet loss

PC>ping 192.168.1.3

192.168.1.3:
192.168.1.1:
192.168 1.1z
192.168.1.1:
192.168.1.1:
192.168.1.1:

-— 192.168.1.3 ping statistics ——-
transmitted

S packet(s)
0 packet(s)

32 data bytes,

Destination
Destination
Destination
Destination
Destination

received

100.00% packet loss

PC>

VLAN 30 RHIFRA Client t9ARIHEEIH

ErtEE wEAT
152.168.1.5:
192.168.1.
152.168.1.
152.168.1.5:
152.168.1.5:

-— 192.168.1.6 ping statistics --—-

IS
Destination
Destination
Destination
Destination
Destination

5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

PC>ping 192.168.1.6

192.168.1.6:
192.168.1.
192.168.1.
192.168.1.
192.168.1.5:
192.168.1.5:

—-—- 192.168.1.6 ping statistics ——-—
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

PC>

32 data bytes,

Destination
Destination
Destination
Destination
Destination

UDPEETE

uPAETA

&0

host unreachable
host unreachable
host unreachable
host unreachable
host unreachable

Press Ctrl C to
host unreachable
host unreachable
host unreachable
host unreachable
host unreachable

A

==1m|

host unreachable
host unreachable
host unreachable
host unreachable
host unreachable

Press Ctrl C to break
host unreachable
host unreachable
host unreachable
host unreachable
host unreachable
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VLAN 10 R Client A 5 VLAN 30 a3 Client E <8 Hij

gl

. PC9

192.168.1.1:
192.168.1.1:
192.168.1.]

192.168.1.1:
192.168.1.1:

—- 192.168.1.5 ping statistics ——-

S5 packet(s)
0 packet (s)

A%
Destination
Destination
Destination
Destination
Destination

transmitted
received

100.00% packet loss

PC>ping 192.168.1.5

192.168.1.5:
192.168.1.]

192.168.1.1:
192,168 .11
192.168.1.1:
192.168.1.1:

-—- 192.168.1.5 ping statistics -—-
transmitted

S packet (s)
0 packet(s)

32 data bytes,

Destination
Destination
Destination
Destination
Destination

received

100.00% packet loss

PC>

uDPE BT E

&0

host unreachable
host unreachable
host unreachable
host unreachable
host unreachable

Press Ctrl C to break
host unreachable
host unreachable
host unreachable
host unreachable
host unreachable

VLAN 20 i3 Client C 5 VLAN 30 AfY Client E A<aTBih

% PC11

ERiEE
192.
192.
192
192.
192

T
From 168.1.3:
From
From
From
From

-—- 192.168.1.5 ping statistics —--—

A
Destination
Destination
Destination
Destination
Destination

5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

PC>ping 192.168.1.5

192.
182.
192.
192.
192.
192

168.1.5:
168.1.
1e8.1.
1e8.1.
168.1.
168.1.3:

-—- 192.168.1.5 ping statistics —--—-—
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

PC>

32 data bytes,

Destination
Destination
Destination
Destination
Destination

UDPE BT A

={m|

host unreachable
host unreachable
host unreachable
host unreachable
host unreachable

Press Ctrl C to break
host unreachable
host unreachable
host unreachable
host unreachable
host unreachable
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VLAN 10 A3 Client A 5 VLAN 40 Ry Server 5]#8Hi759)

% PC9 = [0l X

ERiESE AT A uDPE BT E &0
From 192.168.1.254: bytes=32 segq=3 ttl=128 time=78 ms
From 192.168.1.254: bytes=32 seg=4 ttl=128 time=109 ms
From 192.168.1.254: bytes=32 seg=5 ttl=128 time=31 ms

152.168.1.254 ping statistics —--—-—
packet (s) transmitted
packet (s) received
.00% packet loss
round-trip min/avg/max = 31/84/110 ms

PC>ping 192.168.1.254

152.168.1.254: 32 data bytes, Press Ctrl C to break
192.168.1.254: bytes=32 seq=1 ttl=128 time=94 ms
192.168.1.254: bytes=32 seqg=2 ttl=128 time=109 ms
192.168.1.254: bytes=32 seq=3 ttl=128 time=125 ms
192.168.1.254: bytes=32 seqg=4 ttl=128 time=109 ms
192.168.1.254: bytes=32 seg=5 ttl=128 time=78 ms

192.168.1.254 ping statistics ———
packet (s) transmitted
packet (s) received

0.00% packet loss

round-trip min/avg/max = 78/103/125 ms

PC>

VLAN 20 a3 Client C 5 VLAN 40 ;B4 Server BJ#8E3A(T]

< PCi1 - Bl X

HilERS AT i UDPEET A 0
From 192.168.1.254: bytes=32 segq=3 ttl=128 time=78 ms
From 192.168.1.254: bytes=32 seq=4 ttl=128 time=110 ms
From 192.168.1.254: bytes=32 seqg=5 ttl=128 time=79 ms

-—- 192.168.1.254 ping statistics —---
S5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 63/81/110 ms

PC>ping 192.168.1.254

Ping 192.168.1.254: 32 data bytes, Press Ctrl C to
From 192.168.1.254: bytes=32 seg=1 ttl=128 time=79
From 192.168.1.254: bytes=32 segq=2 ttl=128 time=63
From 192.168.1.254: bytes=32 seg=3 time=63
From 192.168.1.254: bytes=32 seq=4 ttl=128 time=79
From 192.168.1.254: bytes=32 seq=5 ttl=128 time=63

192.168.1.254 ping statistics ——-—
packet (s) transmitted
packet (s) received

0.00% packet loss

round-trip min/avg/max = 63/6595/79 ms

PC>
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Boundedin 1998

mAKE

VLAN 30 ;a3 Client E 5 VLAN 40 Y Server a[#8Hi5(9)

% PC13

ER@E | @ A%
From 192.168.1.254:
From 192.168.1.254:

From 192.168.1.254:

packet (s) transmitted
packet (s) received
.00% packet loss

round-trip min/avg/max

PC>ping 192.168.1.254

192.168.1.254:
192.168.1.254:
192.168.1.254:
192.168.1.254:
192.168.1.254:
192.168.1.254:

32 da
bytes
bytes
bytes
bytes
bytes

192.168.1.254 ping st

packet (s)

packet (s) received
0.00% packet loss
round-trip min/avg/max

transmitted

PC>

bytes=
bytes=
bytes=

152.168.1.254 ping statistics —--—-—

UDPEEITE &0

seg=3 ttl=128 time=78 ms
segq=4 ttl=128 time=110 ms
seg=5 ttl=128 time=78 ms

32
32
32

78/84/110 ms

ta bytes,
=32
=32
=32
=32
=32

Press Ctrl C to break
ttl=128 time=79 ms
ttl=128 time=93 ms
ttl=128 time=125 ms
ttl=128 time=94 ms
time=110 ms

atistics —-——

79/100/125 ms
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oxm®
AR 223

=th. EEiROHEEREIEHEHN

—. SCIOHAFM:

Client A G0/0/2 HTTP Server
192.168.1.10/24 H

O @&fiRO
@ u=Ekn

—. e ERY:

£ RTA LECEiROE&, & Client A (192.168.1.10/24) i|d]
HTTP Server NFiERE S RARE G0/0/2 HEOFMEREAIRE
oy

system-view #HHNR TN ERED

sysname RTA #4518 43

observe-port interface G0/0/2 #15 G0/0/2 #EOEE N
M ER i ]

acl 2001  #GUEEARAEHFIZR

rule permit source 192.168.1.10 0 # LRIt
192.168.1.10
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traffic classifier c/ienta operator or  #8|E(EZERFiE
EHIzT (%] =8

if-match acl 2001  #5EEITE ACL 2001

traffic behavior #RURERIIT

mirror to observe-port  #{G{EHIZE5 ILEC_ERYIBIUERYRE
BRGEEN iR

traffic policy atnet #RIREHRS

classifier c/ienta behavior #N FERIZEEIS1E
T

interface GO/0/0  #HNIBMNAYEEC]

ip address 192.168.1.1 24  #{ECE P Hhht K F/EHg
traffic-policy atnetinbound  #iG{EHIEREE N FATEE Gin
ORIATSELE

interface GO/0/1  #FNHERNAYED

ip address 20.1.1.1 24  #ECE |P tthhl 5 FRIER
interface G0/0/2  #FHNMEMNAYEL

ip address 172.16.1.1 24 #BELE |P bkt R FRIHEsHD
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i -
M Client A & ping HTTP Server (20.1.1.254/24), BERS1Ei
) %J:ﬁﬁﬁ Wireshark WZR45ER :

C:\Documents and Settings\ATNETO1>ping 20.1.1.254 ‘

S ~ Pinging 20.1.1.254 with 32 bytes of data:

Reply from 20.1.1.254: bytes=32 time=37ms TTL=127
Reply from 20.1.1.254: bytes=32 time=34ms TTL=127
Reply from 20.1.1.254: bytes=32 time=32ms TTL=127
Reply from 20.1.1.254: bytes=32 time=24ms TTL=127

Ping statistics for 20.1.1.254:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 24ms, Maximum = 37ms, Average = 31ms

C:\Documents and Settings\ATNETO1>

Ejmﬁl 8B IC:\WIN@DOWS\svstemSZ‘..

SENN BEAXZLE NesST LB

Fitor ] Expression... Clear

No.

2 e
74 Echo (ping) request 3
31.989636 192.168.1.10 74 Echo (ping) request 16-0x0200, 5eq-8704/34, Tt1-128
42.979672 192.168.1.10 £ 1aee 74 Echo (ping) request 10-0x0200, 5€q=8960/35, TT1=128
e O R e S i
@ Ethernet IT, Src: Viware (00:0¢:29:F2:47:76), Dst: HuaweiTe_fd:62:5h (00:e0:Fc:fd:62:5b)
 Tnvernet brococei verston 4. Sre: 192,160,210 (197.165.1. 10y, oL: Zo.i1.758 (2011358
% Internet Control Message Protocol
0000 00 € fc fd 62 Sb 00 Oc 29 £2 47 7e 08 00 43 00
0010 00 3c 00 95 00 00 B0 OL 62 7b c0 a8 01 0a 14 OL
0020 01 Fe 08 00 2b 3¢ 02 00 20 00 €1 62 63 64 65 66
0030 67 €8 69 6a &b 6c &4 se Sf 7071727374 7376 Ghi
0040 77 GL 62 63 64 65 66 67 68 69 wabcdefg hi
© VMware Virtual Ethemet Aday Packets: & Displayed: & Marked: 0 [ Profile: Defouk =
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mARKE 3222
W Client A 23518 HTTP Server (20.1.1.254/24) AN, &
RS fE etz LR Wireshark YIZR4ER

ternet Explorer

MfHE) WEE FFW WW@ IAD ﬂ‘B)J(H) |

OFt-©- ¥ &A% L= Jrwmz &2

k(D) @http:nzu.1.1.zs4/ = #3 |‘3§3g 2

welcome to atnet

|
= Y S—
Eﬁ:ﬁﬁl &3 Iathisisatest-MicrosoftL‘. = OREYD S 1518

Hle Edt Yiew

SEdae BREAXPLE Ae+aTLX | BHE QQC B

Fitor <] Expression... Clear Apply

No. Dessination Protocal Length Info ~
vons " question

95 Standard query AAMA NPILAFSFB. loca]
LUMR 89 Standard query A NPTI4FOFR

LR 69 standard query A NELLIFOFE

LUMKR 89 Standard query AAAA NPIIAFOFE
LNe 69 standard

NENS 92 Nane uery NS NPIL4FOF8<00>
wons 75 Standard query A WPTL4FOFE. local, "Qx" question
wONS 95 standard query A n!mnﬂ!.'lxaL “Qu” question
woNs 75 Standard query ARXA NPTIAFOF ™ question
woNS 95 Standard query AA%A NEILIESF Tocat, e question
NENS 92 Name query N8 NPTI4FOFB<00>
v 62 startron > Htep [SYN] 56q-0 Win65535 Len-0 N5S=L460 SACK_PERK=L
e 34 startron > heep [ACK] Seq-l Ack Win-63535 Len-0
WP 424 GeT / HITP,
e 54 Sartron > hitp ACK] Seqe37i Acks239 wine65297 Leneo

AR B e P W )
Ethernet II, Src: Veware_f2:4 i7¢), Dst: HuaweiTe_fd:62:5b Fe:fd:62:56)
Ervernet Beacocsi veraton o1 sret 197,368 110 (197.168.110y, bot: 201,758 (2011258
Internet Control Message Protocol

0000 00 0 fc fd 62 b 00 Oc 29 £2 47 7e 08 00 45 00

0 3c 00 95 00 00 80 OL 62 7b €0 8 01 0a 14 OL
0020 OL fe 08 00 2b 5c 02 00 20 0D €1 62 63 64 65 66 2
0030 67 68 €3 6a &b 6c 6 be Bf 70 71 72 73 74 75 76 jkian opa
0040 77 6L 62 63 64 65 66 67 63 69 wabcderg i

2

© Vhduare Virtusl Cthemet Adapter: <live .. | Packets: 127 Displayed: 127 Marked: 0
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OB 2222

-, B2E& BFD 5 OSPF EXxzj1sciG4HM

—. SCIOHAFM:

Neighbor

G0/0/0 a4 E0/0/2 £\ E0/0/1 —_— G0/0/0
US> BN R & L
RTA

SWA SWB RTB

—. SCIRERY:

RTA 5 RTB izfT OSPF EZHNY, ZfGTE RTA 5 RTD EHF
BFD Ihig, < OSPF 5 BFD BXzf), SEFH BFD #&Hl##E =, £
M= RTA 8, RTB 5 E3EANZBILAR —Ea 2 [AVHEES
I [4n5E2& down] B, BFD AESEHUERRENFHESS OSPF
7N

=. PR

RTA:

system-view HHEN RGN EREL
sysname RTA  #4518%70

bfd #<BFFiS BFD Ihie

interface G0/0/0  #iFH NFENIE]

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
interface Loopback0  #GlsEIR[E]#£] O

ip address 1.1.1.1 32 #F2E |P bk K FRI#HT
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ospf 1 router-id 1.1.1.1  ##H )\ OSPF ##2 1, FHEEHKH

zx ID

bfd all-interfaces enable #9RrB1=1T OSPF IEEEtMYAEY

ZOFFE BFD Ihae
area 0 #6172 OSPF Xig; 0
network 192.168.1.0 0.0.0.255

RTB:

system-view

sysname RTB

bfd

interface G0/0/0

ip address 192.168.1.2 24
interface LoopbackO

ip address 2.2.2.2 32
ospf 1 router-id 2.2.2.2
bfd all-interfaces enable
area 0

network 192.168.1.0 0.0.0.255

#iE S EHEIEMER
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+—. fc& BFD 5 VRRP BXE)3E3G4H
g

—. SCIOHAFM:

I
Client A

192.168.1.10/24 £0/0/3

E0/0/4 E E0/0/1
E0/0/5 e .E0/0/2

Loopback 0

VRRP 172.16.1.254/24

192.168.1.2/24

Client C SWB RTB
192.168.1.30/24 ESZES FHO

—. IEE[:

£Mf#EF RIPv2 BEIYEXIE, SWA 5 SWB 73 VRRP &1{54H,
SWB 3 Master; #£ SWB 5 RTC EEF BFD, 23 RTB 5 RTC
RO BASERS HEIHFERT, SWB #Y BFD IhgEaems iRt
AEAMFIIRTE, & SWA B ERM%

system-view HHENR G ERE

sysname RTA  #/518% W44

interface G0/0/0  #iFH NFEN#E]

ip address 30.1.1.1 24  #ECE |P itk 5 FRIER
interface GO/0/1 #HHNBNEO
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ip address 10.1.1.1 24  #FElE |P b 5 7R3
rip1  ##A RIPHE 1

version 2 #ECEEFRRRA 2

network 10.0.0.0 #ESHEBEEMER

network 30.0.0.0 H#HESEBEEMER

undo summary #RABMLCE

RTB:

system-view
sysname RTB
interface G0/0/0

ip address 20.1.1.1 24
interface G0O/0/1

ip address 40.1.1.1 24
rip 1

version 2

network 20.0.0.0
network 40.0.0.0

undo summary

RTC:

system-view
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sysname RTC

bfd #2 35 BFD Ihae
interface GO/0/0

ip address 10.1.1.2 24
interface GO/0/1

ip address 20.1.1.2 24
interface LoopbackO

ip address 172.16.1.254 24
rip 1

version 2

network 10.0.0.0

network 20.0.0.0

network 172.16.0.0

undo summary

bfd 1 bind peer-ip 40.1.1.2 source-ip 20.1.1.2 auto
#JT/3 BFD Bai=1a08E, Fiae Bttt SiREitt

commit  #FHAFFSLLINEE

SWA:

system-view

sysname SWA

vlan 100  #8JzZ VLAN 100
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vlan 200  #6JJZ VLAN 200

interface vlan 100 #F#N VLAN 100 0

ip address 30.1.1.224  #FElE |P it & 7R3
interface vlan 200 #F#N VLAN 300 0

ip address 192.168.1.1 24  #FE |P Hhht K FRIERD
vrrp vrid 47 virtual-ip 192.168.1.254 #F/3 VRRP IfjgE,
IREHESH 47, FHEERENL IP i/ 192.168.1.254
interface E0/0/1  ##NMENIRC]

port link-type access #EmARE EAERED
port default vian 100 #Fim AN VLAN 100
interface E0/0/2  ##N\MEN IR

port link-type access #EmORE AEAERED
port default vlan 200 #&imEANNE VLAN 200
rip 1

version 2

network 30.0.0.0

network 192.168.1.0

undo summary

SWB:
system-view

sysname SWB
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bfd

vlan 100

vlan 200

interface vlan 100

ip address 40.1.1.2 24

interface vlan 200

ip address 192.168.1.2 24

vrrp vrid 47 virtual-ip 192.168.1.254

vrrp vrid 47 priority 200 #BCENLL 9 200
vrrp vrid 47 track bfd-session session-name 1 reduced 110
#1£ VRRP NiRiR BFD =& 1, M IREREI A EifE, N VRRP
(LR PZ(E 110

interface E0/0/1

port link-type access

port default vlan 100

interface E0/0/2

port link-type access

port default vlan 200

rip 1

version 2

network 40.0.0.0

network 192.168.1.0
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undo summary
bfd 1 bind peer-ip 20.1.1.2 source-ip 40.1.1.2 auto

commit
SWC:

system-view

sysname SWC
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M+ Bc& BFD 55SigHEAENSEIS
£Hpg

—. SCIOHAFM:

I8 192.168.1.0/24
Client A

SIS ERY:
RTA &R FEXMAINE O R, H5&EE RTB (ISP1) 5 RTC
(ISP2), IEEIER NEAIAEEHEE RTB (ISP1), RTC (ISP2)
QMESFPIRZ; £ RTA 5 RTD £FF/= BFD Ihg¢E, 24 RTB(ISP1)
1B1E RTD RYMILE L IIERAYAER , BEfBuETD#aZ RTC (ISP2)
J31A

SWyg

RTA:

system-view HHENR G ERRE
sysname RTA  #/518% W44

bfd #£FF3 BFD Ihge
interface GO/0/0  #HN\MEMNHEO

209 https://huawei.easthome.com/


https://huawei.easthome.com/

RARE 922

ip address 10.1.1.1 24  #FElE |P b 5 7R3
interface GO/0/1  #H BRI

ip address 20.1.1.1 24  #FEE |P it & 7R3
interface G0/0/2  #H BRI

ip address 192.168.1.1 24  #FE& |P Hhht K FRI#ERD

bfd 1 bind peer-ip 30.1.1.2 source-ip 10.1.1.1 auto

#7/3 BFD Bai=ialige, FisE Binttit SiFeit

commit  #FIAFFELLIIEE

ip route-static 30.1.1.0 255.255.255.0 10.1.1.2 H#ECE A
TAEEEREX 30.1.1.0 RIS

ip route-static 40.1.1.0 255.255.255.0 20.1.1.2 H#ECE A
INERERZIX 40.1.1.0 JEZ

ip route-static 0.0.0.0 0.0.0.0 10.1.1.2 track bfd-session 1
#ECERE IR, FExa) BFD IRIF21E 1, ERIRIRIEIRAER
b, WPz ENARAENRT, FEBBERPRIPRLCSRESEH
ip route-static 0.0.0.0 0.0.0.0 20.1.1.2 preference 80
#ELEREISH, REEBHNTREN 80, SHEAARDIEH

RTB:
system-view
sysname RTB

interface G0/0/0
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ip address 30.1.1.1 24

interface GO/0/1

ip address 10.1.1.2 24

ip route-static 20.1.1.0 255.255.255.0 10.1.1.1

ip route-static 40.1.1.0 255.255.255.0 30.1.1.2

ip route-static 172.16.1.0 255.255.255.0 30.1.1.2
ip route-static 192.168.1.0 255.255.255.0 10.1.1.1

RTC:

system-view

sysname RTC

interface G0/0/0

ip address 20.1.1.2 24

interface GO/0/1

ip address 40.1.1.1 24

ip route-static 10.1.1.0 255.255.255.0 20.1.1.1

ip route-static 30.1.1.0 255.255.255.0 40.1.1.2
ip route-static 172.16.1.0 255.255.255.0 40.1.1.2
ip route-static 192.168.1.0 255.255.255.0 20.1.1.1

RTD:

system-view
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sysname RTD

bfd

interface GO/0/0

ip address 40.1.1.2 24

interface GO/0/1

ip address 30.1.1.2 24

interface G0/0/2

ip address 172.16.1.1 24

bfd 1 bind peer-ip 10.1.1.1 source-ip 30.1.1.2 auto
commit

ip route-static 0.0.0.0 0.0.0.0 30.1.1.1 track bfd-session 1
ip route-static 0.0.0.0 0.0.0.0 40.1.1.1 preference 80
ip route-static 10.1.1.0 255.255.255.0 30.1.1.1

ip route-static 20.1.1.0 255.255.255.0 40.1.1.1
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ML -
f£ RTB 5 RTD zjglfVgti&i g BREY, BEE RTA BIEEHARIN:
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7£ RTB 5 RTD zZjalgYski&scsia, B/RXEE RTA BUERHZRIN:

[RTA]display ip routing-table

BT EHRRIAE HERAILBEEEE], = RTB 5 RTD ZERY
HEERICRNSS, £ BFD RUFSENT, RTA RURRESIRENAMAITTHE
IREFHEE (RTC) BYR(E
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M+=. Ec& BFD 5 BGP BXzSEiG4H

—. SCIOHAFM:

————————————————————————————————————————————————————————————————————————————————

BGP Neighbor

Loopback 0:1.1.1. 1 ------------------------------------------- Loopback 0:22.2. 2
<|__\> GO/O/O G0/0/1 ® G0/0/0 GO/0/1 ®
10.1.1.0/24 20.1.1.0/24
RTA RTB RTC

OSPF 1 Area 0

_______________________________________________________________________________

—. B

RTA.RTB 5 RTC &%Ei=1T OSPF BE1MY , Z/S7E RTA 5 RTC
+FEE BGP, SEHEANEARXR, BIE RTA 5 RTC EHEF
BFD Ih&E, XA BFD =HIEUES LIS RTA 5 RTC 59[d]
P28 B LA HRiB) 4R IEIE P P A B L BUFERT , BFD BEGBHUE
BNFHES BGP 1Y

system-view HHENR G ERE

sysname RTA  #/518% W44

bfd #2/F5F/= BFD Ihsg

interface G0/0/0  #iFH NFEN#E]

ip address 10.1.1.1 24  #ECE |P tthhil 5 FRIER
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interface Loopback0  #GlEIR[E]#E 0

ip address 1.1.1.1 32 #FgE IP bk K F RIS

ospf 1 router-id 1.1.1.1  ##H X\ OSPF #7i2 1, FHEEHKH
g2 1D

area 0 #8122 OSPF X1 0

network 10.1.1.0 0.0.0.255 #EBEEEEIEMEL

network 1.1.1.1 0.0.0.0  #EEEIREZMHE

bgp 65001  #Fi3 BGP i&HIheE, HEEH AS S
router-id 1.1.1.1 #BCE 1% 25HY BGP IXH=E ID

peer 3.3.3.3 as-number 65001 #EEXTFAIEEEHSE D,
LIRIE Bia ARG S TS

peer 3.3.3.3 connect-interface LoopBackO #iEEBH5
SXFARZ BB MEOREAEEH

network 10.1.1.0 24  #HEESECHIMET N F MG

undo summary automatic  #xFAEEECR

peer 3.3.3.3 bfd enable  #7& BGP i p 533E(AFF /5 BFD

RTB:
system-view
sysname RTB

interface G0/0/0
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ip address 20.1.1.1 24
interface GO/0/1

ip address 10.1.1.2 24
interface LoopbackO

ip address 2.2.2.2 32
ospf 1 router-id 2.2.2.2
area 0

network 10.1.1.0 0.0.0.255
network 20.1.1.0 0.0.0.255
network 2.2.2.2 0.0.0.0

RTC:

system-view

sysname RTC

bfd

interface G0/0/0

ip address 20.1.1.2 24
interface LoopbackO
ip address 3.3.3.3 32
ospf 1 router-id 3.3.3.3
area 0

network 20.1.1.0 0.0.0.255
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network 3.3.3.3 0.0.0.0

bgp 65001

router-id 3.3.3.3

peer 1.1.1.1 as-number 65001

peer 1.1.1.1 connect-interface LoopBackO0
network 20.1.1.0 24

undo summary automatic

peer 1.1.1.1 bfd enable
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M-+, &E BFD HAESE A CiaHn

—. SCIOHAFM:

SFSBFDIOAE - oo R3ZHFBFDINRE
: G0/0/0 Link Neighbor T ~G9/0/0 ®
10.1.1.0/24 __,’/
RTA o mmm=mmmT T RTB

—. XIGA/Y:
RTA 5 RTB E3%&, RTA 3% BFD IhaE, g RTB A~3zi% BFD If
B, 7£ RTA LtECE BFD BREE[OlE, MMsEIlEE A sEikANIERE M

aIToRE

=. PR

RTA:

system-view HHNR TN ERED
sysname RTA  #2§

IREANE
bfd #FFFfS BFD IhEE
interface GO/0/0  #iFH NFEN#Z]

ip address 10.1.1.1 24  #ECE |P tthhl 5 FRIER

bfd 1 bind peer-ip 10.1.1.2 interface g0/0/0 source-ip
10.1.1.1 one-arm-echo  #HBE BFD RE[R|EINEE, IE8EX
it SAIBA M HEE O

discriminator local 100  #Fi &4 FRRRT
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commit  #EEAFFELLINAEE

RTB:

system-view
sysname RTB
interface GO/0/0

ip address 10.1.1.2 24

220 https://huawei.easthome.com/


https://huawei.easthome.com/

- ® =
mAmEE 2272

M+4h. EcBEEFESEIEEHN

—. SCIOHAFM:

Video
Server

10.1.1.0/24
G0/0/0

G0/0/1 G1/0/0

RTB SWA
172.16.1.0/24
G1/0/1
j
Client A Client B
192.168.1.10/24 172.16.1.10/24

—. IEE[:

£Miz{T OSPF BEIEFEDNN , R AR EHEERIRET)
BeHECE(EMA PIM-SM, i RTA pli/9f&i%k BSR S5i&ik RP; <
Video Server [F2B#%&2H 239.1.1.10 KiZEEEIE; ClientAE
#5 RTB RY GO/0/1 #=O4HiE, = Client A BISCHBEERRT,
£ RTB L MEZRBBAERISNSIMASEFIRE, RTC S5 SWA (fif
F3 CE6800) #HiZE, £ SWA LFiZ IGMP Snooping 5 IGMP
Snooping proxy IJgg, < Client B tBgESSIEF#USEHE Video
Server FYZEEEHE
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system-view HENRFZONEEL

sysname RTA #4518

multicast routing-enable  #FFE4RIERATNAE
interface GO/0/0  #H BRI

ip address 10.1.1.1 24  #FElE |P it & AR
pimsm  #EEREOIE!T PIM EHEI(
interface GO/0/1 #HNFENEL

ip address 20.1.1.1 24  #FELE |P il & 7R3
pimsm  #EEREOIE!T PIM BREE(
interface G0/0/2  #HNMEMNEO

ip address 30.1.1.1 24  #[CE |P tthhl 5 FRIERg
pimsm  #EEEOET PIM RIRBERL
interface Loopback0  #Gl#ZEIRENEE 0

ip address 1.1.1.1 32 #F2E IP bk K F RIS
pim #HHEN PIM OB,

c-bsr GO/0/0  #ig%E#E[ GO/0/0 J9fxik BSR
c-rp GO/0/0 #15E%O G0/0/0 A=k RP
c-bsr priority 200  #FEcE (&% BSR BIfL5E4 79 200
c-rp priority 100  #BEcE({Zi% RP AYLSESJ9 100
ospf 1 router-id 1.1.1.1  ## N\ OSPF i#i2 1, FHEEEKEH
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22D
area 0 #6122 OSPF Xid;, 0

network 10.1.1.0 0.0.0.255 #EBEEEEIEMEL
network 20.1.1.0 0.0.0.255 #EBESEEEIEMEL
network 30.1.1.0 0.0.0.255 #EBEEEEIEME

RTB:

system-view

sysname RTB

multicast routing-enable
interface GO/0/0

ip address 20.1.1.2 24

pim sm

interface GO/0/1

ip address 192.168.1.1 24
igmp enable #F/3 IGMP Ihgg
interface LoopbackO

ip address 2.2.2.2 32

ospf 1 router-id 2.2.2.2

area 0

network 20.1.1.0 0.0.0.255
network 192.168.1.0 0.0.0.255
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RTC:

system-view

sysname RTC

multicast routing-enable
interface GO/0/0

ip address 30.1.1.2 24
pim sm

interface G0/0/1

ip address 172.16.1.1 24
igmp enable

interface LoopbackO

ip address 3.3.3.3 32
ospf 1 router-id 3.3.3.3
area 0

network 30.1.1.0 0.0.0.255
network 172.16.1.0 0.0.0.255

SWA:

system-view immediately  #HANZRGNEEFHE S AL
M RIAERN

sysname SWA

multicast routing-enable
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igmp snooping enable  #Z£FTEF IGMP Snooping I
Be

vlian 1 #H# VLAN 1 O EEL

igmp snooping enable  #7+ VLAN ~ZF IGMP
Snooping Igg

igmp snooping proxy #1£ VLAN T/SH IGMP
Snooping fXIETNEE

interface G1/0/0

undo shutdown #CE6800 z#af18%um I 2AIA shutdown,
w=FEHA

interface G1/0/1

undo shutdown
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M -
£ Client A [RBEINNEBARKAEEIER, /£ RTB L&A
IGMP gY4EEA.:

B EEANLEEHTRIEMRRZIIN

2 Client A JONZBIBLAE 239.1.1.10 HIKE Video Server &%n
BORISHRT, BREE RTBBY IGMP BiEE:

= ':1' J/0/ L

KRIVAEAHIZAIHIERR: 192.168.1.10

7£ SWA F&ZE VLAN 1 FTBIG

snooping rot

MP Snooping &R

vlan 1
UpTime Expires Flags
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£ Client B @B MNEBERINEEMIRR, 72 SWA LBE

et
EI%\ .

IGMP Snooping B9 {

[SWA]

splay igmp snooping port-info

2 Client B 0 \2B#E48 239.1.1.10 77 Video Server K7
WSHET, BREZE SWA BJ IGMP Snooping ir[ER:

[SWA]display igmp snooping port-info

[SWA]

IR REAR N BIHIIR Rim . GE1/0/1
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M+7<. BeE DHCP Snooping SEI84H
pog

—. SCIOHAFM:

G0/0/0
192.168.1.1/24

RTA
DHCP-Server

Client A

G0/0/0
172.16.1.1/24

RTB
DHCP-Server

—. s BERY:

¥ RTA 5 RTB 19EcE AET ORI DHCP k5525, £ SWA £
EcEF /A DHCP Snooping Igg, <HEEEmO E0/0/1 FiE
ERIRTA, Fik Client A B¢IH3KEY 192.168.1.0/24 fIEZAIMEILE ;
£ RTA 85 RTA BiZERISERAS, AL Client A )\ RTB 3%
EWIP Btk (BP: AMS(ERTB); ERI/SHE IPSG IogE, BrlbINT®
ZHEEENTR P bR TS

system-view #HHNZR R ERRT

sysname RTA  #/518% 44
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dhcp enable #JF/5 DHCP &g

interface GO/0/0  #FNERIEC

ip address 192.168.1.1 24  #FE& |P Hhht K FRI#ERD
dhcp select interface #BcE DHCP IR mizOE
=

dhcp server dns-list 202.106.49.151 #BCE D ECHY DNS
itk

dhcp server lease day 8 #EoE DHCP gttt tFEER

RTB:

system-view

sysname RTB

dhcp enable

interface G0/0/0

ip address 172.16.1.1 24

dhcp select interface

dhcp server dns-list 202.106.0.20

dhcp server lease day 8

SWA:
system-view

sysname SWA
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dhcp enable

dhcp snooping enable  #7Fj5 DHCP Snooping &g
interface E0/0/1

dhcp snooping enable  #7Eix[0FF/E DHCP Snooping
TgE

dhcp snooping trusted  #GZRIROFEENEEEIN (B
IMRIVHIHEERTV)

interface E0/0/2

dhcp snooping enable  #7Eim[0FF/E DHCP Snooping
TgE

ip source check user-bind enable #I=F3 IPSG Ih&EE, Bh
IFEEREGIAR IP BUEHTIE

230 https://huawei.easthome.com/


https://huawei.easthome.com/

R E 2222
M+t. BiEiEERiDS<3LinEM

—. SCIOHAFM:

- G0/0/0 G0/0/1
192.168.1.1/24 172.16.1.1/24

Client A RTA HTTP Server
192.168.1.10/24 172.16.1.254/24
5489-9816-7BE4

—. SCIGHEAY:
F® RTA EEREEBFGERERDE, X HTTP Server
[5489-9816-7BE4] AHAIFTERE, & DSCP {EEFRCA 2

system-view #HANRFIERT

sysname RTA #4515 dp

interface GO/0/0  #FHNERIEC

ip address 192.168.1.1 24  #FiE |P bkt FR#ET
interface GO/0/1 #HHNFENIEC

ip address 172.16.1.1 24 #BUE |P HutE R FRHESED
traffic classifier #RIREHZRT IR

if-match source-mac 5489-9816-7BE4  #[LFE HTTP
Server f§ MAC ittt

traffic behavior test  #GliE(EE11TAH5IZE

remark dscp 2 #E#Ric DSCP B/ 2
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traffic policy easthome  #GIE(EHIRIEFIZE

classifier behavior test #EIR A BEmESERETT
VL=

interface GO/0/1 #HHNFENIEC

traffic-policy easthome inbound  #7ZCORIANG [ _EEH
&R
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i -
1E1d Client A ping HTTP Server, 7£ RTA B9 G0/0/0 =0 4N
8, MEISFIRAI DSCP B

ﬁ Capturing from Standard input  [Wireshark 1.6.2 (SVN Rev 38931 from /trunk-1.6)]
File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

BeeeN EEXZE Acs0TLEE QAR @B % B

Filter: v | Expression... Clear Apply
No. Time Source Destination Protocol Length Info
1 0.000000 192.168.1.10 172.16.1.254 ICMP 74 echo (ping) request 1d=0x0100, tt1=255
2 0.016000 : 1d=0x0100, seq=9216/36, ttl1=254
3 0.016000 192.168.1.10 172.16.1.254 ICMP 74 echo (ping) request 1d=0x0100, seq=9472/37, ttl=255
4 0.016000 172.16.1.254 192.168.1.10 ICMP 74 echo (ping) reply 1d=0x0100, seq=9472/37, ttl=254
5 0.016000 192.168.1.10 172.16.1.254 ICMP 74 echo (ping) request 1d=0x0100, seq=9728/38, ttl1=255
6 0.032000 172.16.1.254 192.168.1.10 ICMP 74 echo (ping) reply 1d=0x0100, seq=9728/38, ttl=254
7 0.032000 192.168.1.10 172.16.1.254 ICMP 74 echo (ping) request 1d=0x0100, seq=9984/39, ttl=255
8 0.032000 172.16.1.254 192.168.1.10 ICMP 74 echo (ping) reply 1d=0x0100, seq=9984/39, ttl=254
9 0.047000 192.168.1.10 172.16.1.254 ICMP 74 echo (ping) request 1id=0x0100, seq=10240/40, ttl=255
10 0.047000 172.16.1.254 192.168.1.10 ICMP 74 echo (ping) reply id=0x0100, seq=10240/40, tt1=254

|@ Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
= Ethernet II, Src: HuaweiTe_8a:45:1d (00:e0:fc:8a:45:1d), Dst: HuaweiTe_62:05:dc (54:89:98:62:05:dc)
# Destination: HuaweiTe_62:05:dc (54:89:98:62:05:dc)
# Source: HuaweiTe_8a:45:1d (00:e0:fc:8a:45:1d)
Type: IP (0x0800)
= Internet Protocol version 4, Src: 172.16.1.254 (172.16.1.254), Dst: 192.168.1.10 (192.168.1.10)
Version: 4
Header length: 20 bytes
# Differentiated Services Field: 0x08 (DSCP 0x02: unknown DSCP; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))|
Total Length:
Identification: 0x003b (59)
Flags: 0x00
Fragment offset: 0
Time to live: 254
Protocol: ICMP (1)
# Header checksum: Ox4cbd [correct]
source: 172.16.1.254 (172.16.1.254)
Destination: 192.168.1.10 (192.168.1.10)
@ Internet Control Message Protocol

=

10000 54 89 98 62 05 dc 00 e0 fc 8a 45 1d 08 00 45 08
10010 00 3c 00 3b 00 00 fe 01 4c bd ac 10 01 fe cO a8
0020 01 Oa 00 00 02 af 0L 00 24 00 02 00 00 00 02 Q0
/0030 00 00 00 00 00 00 e5 Of 3c 2b 02 00 00 00 50 fa
0040 6c 07 f1 9b 61 77 34 f9 6c 07

)| Standard input: <live capture in progress> Fi... | Packets: 10 Displayed: 10 Marked: 0
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< Client A (8] HTTP Server BIMIAANZE, 7 RTA 89 G0/0/0
EOLEIME, WELaRSCAY DSCP E

i Capturing from Standard input  [Wireshark 1.6.2 (SVN Rev 38931 from /trunk-1.6)]
File Edit View Go Capture Analyze Statistics Telephony Tools Intenals Help

SN BEXZE A+ TLIBEE QA BB X T

Filter: ] Expression... Clear Apply

No. Time Source Destination Protocol Length Info
6 0.032000 172.16.1.254 192.168.1.10 Tcmp 74 Echo (ping) reply  1d=0x0100, seq=9728/38, trl=254
7 0.032000 192.168.1.10 172.16.1.254 1CMP 74 Echo (ping) request 1d=0x0100, seq=9984/39, tt1=255
§0.032000 172.16.1.254 192.168.1.10 1CHP 74 Echo (ping) reply  1d=0x0100, seq=0984/39, ttl=254
90.047000 192.168.1.10 172.16.1.254 1CHP 74 Echo (ping) request 71d=0x0100, seq=10240/40, tt1=255
10 0.047000 172.16.1.254 192.168.1.10 1CMP 74 Echo (ping) reply  1d=0x0100, seq=10240/40, ttl=254

11 182.735000 192 16.1.254 TCP

ds-upd > http [SYN] Seq=0 Win=8192 Len=0 MSS=1460
upd [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MSS=1460

68.1.10 .16.1.254 TCP 54 lot105-ds-upd > http [ACK] Seq=l Acl Win=8192 Len=0
.735000192.168.1.10 .16.1.254 HTTP 212 GET / HTTP/1.1 Continuation or non-HTTP traffic

15 182.797000172.16.1.254 .168.1.10 HTTP 361 HTTP/1.1 200 OK (text/html)

16 182.985000192.168.1.10 .16.1.254 TCP 54 lot105-ds-upd > http [ACK] Seq=159 Ack=308 win=7885 Len=0

17 183.797000192.168.1.10 .16.1.254 TCP 54 lot105-ds-upd > http [FIN, ACK] Seq=159 Ack=308 win=7885 Len=0
18 183.813000172.16.1.254 .168.1.10 TCP 54 http > lot105-ds-upd [ACK] Seq=308 Ack=160 Win=8033 Len=0

19 183.813000172.16.1.254 .168.1.10 TCP 54 http > lot105-ds-upd [FIN, ACK] Seq=308 Ack=160 wWin=8033 Len=0
20 183.813000192.168.1.10 .16.1.254 TCP 54 lot105-ds-upd > http [ACK] Seq=160 Ack=309 win=7884 Len=0

@ Frame 12: 58 bytes on wire (464 bits), 58 bytes captured (464 bits)
= Ethernet II, Src: HuaweiTe_8a:45:1d (00:e0:fc:8a:45:1d), Dst: HuaweiTe_62:05:dc (54:89:98:62:05:dc)
# Destination: HuaweiTe_62:05:dc (54:89:98:62:05:dc)
# Source: HuaweiTe_8a:45:1d (00:e0:fc:8a:45:1d)
Type: IP (0x0800)
= Internet Protocol Version 4, src: 172.16.1.254 (172.16.1.254), Dst: 192.168.1.10 (192.168.1.10)
version: 4
Header length: 20 bytes
I&\ Differentiated Services Field: 0x08 (DSCP 0x02: uUnknown DSCP; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))]
Total Length: 44
Identification: 0x0024 (36)
Flags: 0x00
Fragment offset: 0
Time to live: 254
Protocol: TCcP (6)
Header checksum: Ox4cdf [correct]
Source: 172.16.1.254 (172.16.1.254)
Destination: 192.168.1.10 (192.168.1.10)
& Transmission control Protocol, src Port: http (80), Dst Port: lot105-ds-upd (2053), Seq: 0, Ack: 1, Len: 0

&

@

0000 54 89 98 62 05 dc 00 e0 fc 8a 45 1d 08 00 45 08
/0010 00 2c 00 24 00 00 fe 06 4c df ac 10 01 fe cO a8
0020 01 Oa 00 50 08 05 00 00 34 47 00 00 19 aa 60 12
/0030 20 00 b2 Of 00 00 02 04 05 b4

@ | standard input: <live capture in progress> Fi... | Packets: 20 Displayed: 20 Marked: 0
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1B HTTP Server ping Client A, 7£ RTA g9 G0/0/0 =0 41
8, MEIFIRAI DSCP B

i Capturing from Standard input  [Wireshark 1.6.2 (SVN Rev 38931 from /trunk-1.6)]

File Edit View Go Capture Analyze Statistics Telephon! Tools |nternals Help

Beoa BEXEE Aes2d T2 BB QB #B0M % O
Filter: j\ Expression... Clear Apply
No. Time Source Destination Protocol Length Info
18 183.813000172.16.1.254 192.168.1.10 TCP 54 http > lot105-ds-upd [ACK] Seq=308 Ack=160 wWin=8033 Len=0
19 183.813000172.16.1.254 192.168.1.10 TCP 54 http > lot105-ds-upd [FIN, ACK] Seq=308 Ack=160 wWin=8033 Len=0
20 183.813000192.168.1.10 172.16.1.254 TCP 54 lot105-ds-upd > http [ACK] Seq=160 Ack=309 wWin=7884 Len=0
21 269.938000 HuaweiTe_8a:45:1d Broadcast ARP 60 who has 192.168.1.107? Tell 192.168.1.1
22 269.938000 HuaweiTe_62:05:dc HuaweiTe_8a:45:1d ARP 60 192.168.1.10 is at 54:89:98:62:05:

50000 172.
24 338.250000192.

seq=5376/21,
seq=5376/21,

172. IcMP reply

25 338.250000172.16.1.254 192. ICMP 74 Echo request id=0x0100, seq=5632/22, ttl=254
26 338.250000192.168.1.10 172. ICMP 74 Echo reply id=0x0100, seq=5632/22, ttl1=255
27 338.266000172.16.1.254 192. ICMP 74 Echo request id=0x0100, seq=5888/23, ttl=254
28 338.266000192.168.1.10 172. ICMP 74 echo reply 1d=0x0100, seq=5888/23, ttl1=255
29 338.282000172.16.1.254 192. ICcMP 74 echo request id=0x0100, seq=6144/24, ttl1=254
30 338.282000192.168.1.10 b7 a5 ICMP 74 Echo reply id=0x0100, seq=6144/24, tt1=255
31 338.282000172.16.1.254 192. ICMP 74 Echo request id=0x0100, seq=6400/25, ttl=254
32 338.282000192.168.1.10 172.16.1.254 ICMP 74 echo reply id=0x0100, seq=6400/25, tt1=255

@ Frame 23: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)
Ethernet II, Src: HuaweiTe_8a:45:1d (00:e0:fc:8a:45:1d), Dst: HuaweiTe_62:05:dc (54:89:98:62:05:dc)
# Destination: HuaweiTe_62:05:dc (54:89:98:62:05:dc)
[ Source: HuaweiTe_8a:45:1d (00:e0:fc:8a:45:1d)
Type: IP (0x0800)
= Internet Protocol version 4, Src: 172.16.1.254 (172.16.1.254), Dst: 192.168.1.10 (192.168.1.10)
Vversion: 4
Header length: 20 bytes
[@ Differentiated Services Field: 0x08 (DSCP 0x02: unknown DSCP; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))|
Total Length:
Identification: 0x0028 (40)
Flags: 0x00
Fragment offset: 0
Time to live: 254
protocol: IcMP (1)
Header checksum: Ox4cdO [correct]
Ssource: 172.16.1.254 (172.16.1.254)
Destination: 192.168.1.10 (192.168.1.10)
@ Internet Control Message Protocol

@

c2]

54 89 98 62 05 dc 00 e0
00 3c 00 28 00 00 fe O1
01 Oa 08 00 c7 80 01 00
00 00 00 00 00 00 ae Od
11 03 f1 9b 61 77 34 f9

8a 45 1d 08 00 45 08
do ac 10 01 fe cO a8
00 02 00 00 00 02 00
64 02 00 00 00 50 fa
03

O\ Ready to load or capture

| Packets: 32 Displayed: 32 Marked: 0
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+, \s EE§§¢ si)l ﬁggggﬁgﬂm
—. SCIOFRFM:

= G0/0/0 G0/0/1
192.168.1.1/24 172.16.1.1/24

Client A RTA HTTP Server
192.168.1.10/24 172.16.1.254/24

—. SCIgHAY:
£ RTA ERCEEZRPDZE, 9 HTTP Server BUiRE(EHITIR AL
SRS

system-view #FHNRFIEIRT

sysname RTA #4518 %5dp

interface G0/0/0  #FH NFEN#Z]

ip address 192.168.1.1 24  #FiE |P bkt FR#RT
interface GO/0/1 #HHNBNEO

ip address 172.16.1.1 24 #BUE |P HutE R FRHESED
acl 3001  #GiEE4 ACL

rule permit tcp source-port eq 80  #ITHEZ TCP fRSSRim
-S43

traffic classifier #RIREHZRT IR

if-match acl 3001  #[PTfEd ACL 3001
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traffic behavior http  #BIEE{Em1T 5=

remark dscp 3 #Efxic DSCP (B9 3

traffic policy easthome  #GIE(EHIRIEFIZE

classifier behavior http #EIAT A ERSE S ERHTT
yLIIES

interface GO/0/0  #H BRI

traffic-policy easthome outbound  #fEZONH A E
iE G HIR AR
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M -
< Client A i5ja) HTTP Server BIMIAANZE, 7E£ RTA 89 G0/0/0
EOLEIME, WMELaRSCAY DSCP &

i Standard input [Wireshark 1.6.2 (SVN Rev 38931 from /trunk-1.6)]
File Edit View Go (Capture Analyze Statistics Telephonz Tools Internals Help

Beodee EEXEE AT L BB QQAQAD | E#BEB %X 8

Filter: v | Expression... Clear Apply
No. Time Source Destination Protocol Length Info
1 0.000000 192.168.1.10 172.16.1.254 TCP 58 acp-port > http [SYN] Seq=0 Win=8192 Len=0 MSS=1460
2 0.015000 172.16.1.254 192.168.1.10 TCP 58 http > acp-port [SYN, ACK] Seq=0 Ack=1 win=8192 Len=0 MSS=1460
3 0.015000 192.168.1.10 172.16.1.254 TCP 54 acp-port > http [ACK] Seq=1 Ack=1 win=8192 Len=0
4 0.015000 192.168.1.10 172.16.1.254 HTTP 212 GET / HTTP/1.1 Continuation or non-HTTP traffic
5 0.078000 172.16.1.254 192.168.1.10 HTTP 361 HTTP/1.1 200 OK (text/html)
6 0.250000 192.168.1.10 172.16.1.254 TCP 54 acp-port > http [ACK] Seq=159 Ack=308 win=7885 Len=0
7 1.078000 192.168.1.10 172.16.1.254 TCP 54 acp-port > http [FIN, ACK] Seq=159 Ack=308 win=7885 Len=0
81.078000 172.16.1.254 192.168.1.10 TCP 54 http > acp-port [ACK] Seq=308 Ack=160 wWin=8033 Len=0
91.078000 172.16.1.254 192.168.1.10 TCP 54 http > acp-port [FIN, ACK] Seq=308 Ack=160 win=8033 Len=0
10 1.078000 192.168.1.10 172.16.1.254 TCP 54 acp-port > http [ACK] Seq=160 Ack=309 wWin=7884 Len=0

[z Frame 2: 58 bytes on wire (464 bits), 58 bytes captured (464 bits)

Ethernet II, Src: HuaweiTe_ec:18:a7 (00:e0:f a7), Dst: HuaweiTe_27:54:d4 (54:89:98:27:54:d4)

|E Internet Protocol Version 4, Src: 172.16.1.254 (172.16.1.254), Dst: 192.168.1.10 (192.168.1.10)
Vversion: 4

Header length: 20 bytes
@ Differentiated Services Field: 0xOc (DSCP 0x03: Unknown DSCP; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))]
Total Length: 44
Identification: 0x0027 (39)
@ Flags: 0x00
Fragment offset: 0
Time to live: 254
Protocol: TCP (6)
# Header checksum: Ox4cd8 [correct]
Source: 172.16.1.254 (172.16.1.254)
| Destination: 192.168.1.10 (192.168.1.10)
| = [Transmissi otocol, src Por
Source port: http (BOH
Destination port: acp-port (2071)
[stream index: 0]

Sequence number: 0O (relative sequence number)
Acknowledgement number: 1 (relative ack number)
Header length: 24 bytes

lags: K)

window size value: 8192

[calculated window size: 8192]

@ Checksum: 0x6ba6é [validation disabled]
@ options: (4 bytes)

® [SEQ/ACK analysis]

[JhJS54 89 98 27 54 d4 00 e0 c ec 18 a7 08 00 45 0d
(X NO00 2c 00 27 00 00 fe 06 4c d8 ac 10 01 fe cO ag]
[oy{l01 Oa 00 50 08 17 00 00 69 d6 00 00 2a 72 60 12
JLIEI 20 00 6b a6 00 00 02 04 05 b4

@ | Frame (frame), 58 bytes Packets: 10 Displayed: 10 Marked: 0
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M+h. BcBiREEEAEIEEHN

—. SCIGHAFH:
G0/0/0 %
172.16.1.1/24

_________ FTP Server
__________ 172.16.1.254/24

Client A
192.168.1.10/24

—. IEE[:

1 FER7R, EEEIFFEIRER P ik, {RiE Client A e85
FTP Server IEE®H, Z/E7E RTA B G0/0/1 #ORIFMETSE]
FRREREBRHIESR, < Client A FTP Server TR
%, WEREERNRIRZN

system-view HIANRFIERT

sysname RTA  #Z81R%E &4

interface G0/0/0  #HNMBMNAYEC

ip address 172.16.1.1 24 #BELE |P HbHE R FRHESHD
interface G0/0/1  #HNMBMNAYED

ip address 192.168.1.1 24  #BCE |P Hhhit Kz F /D
acl 3001  #6lEE4 ACL
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rule permit tcp source 172.16.1.254 0 source-port eq 20
destination 192.168.1.10 0 #7£ TCP MY, 7iFkE
172.16.1.254, &imM 20, AEBRME 192.168.1.10 HURE
rule permit tcp source 172.16.1.254 0 source-port eq 21
destination 192.168.1.10 0  #7£ TCP MY, 7iFkE
172.16.1.254, &imM 21, AEBRME 192.168.1.10 HURE
rule deny ip source any destination any  #HEEEHTRRE
ME

traffic classifier #RR(EHRITR

if-match acl 3001  #[PTfd ACL 3001

traffic behavior ftp #OEREIIT YR

gts cir 512 cbs 96256 #ECE GTS, FIREEEN
512Kbps

traffic policy atnet #RIEEHIRIRS IR

classifier '';» behavior ftp #ERT A BE R SER T
=

interface GO/0/1  #FHNHERNAYED

traffic-policy atnet outbound  #7EEZORH G E _EERE
bR
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mAmEE 2272

M, -
7£ Client A _LEi5ia) FTP Server, HFFETESUYE
. . YN - m
Trasu. I [ -

/ y B(T)  FEEh(H) n
5/ / | &
TEEEH] *Windows Server 2003 Enterprise Edition. iso’ LR ‘ v ¥ X n ‘ v
3| ’C:\Documents and Settings\ATNETO1\ET’ RSk
A B
]
Internet - | WIGOWY:
Explorer | Server 20
2
4 S PRI x|
R @ SRR e

7 & @ S reunrze.2se | = [OREYD S 02

29, Client A F5ETRE FTP Server R4

£ RTA F&%F ACL 3001, AT Client A 5 FTP Server ZExN%E
EANESIMICED 7 36 X, EERFIBEUEEmIMIELE, ftp-data
FERIR B ILECE]
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®
¥

Profie: Default

EId7E RTA 19 GO/0/1 #O LIMB &AM, k8 192.168.1.10,
X1E 172.16.1.254 B9 FTP B9 Request (i53K) R, HiER
79 PASV (PASV 5 FTP B9#aiE=R)

E: FTP (SZHERY) phEsmE Stz

TEEMELXT, FTP ZFisMEEAIIESHFIHO (N > 1023)

EREZE FTP [RSBesap<imO (21), ZEEFimE N+1
(N+1>=1024) in #HTHVT, 7@ N+1(N+1 >=1024)

imARIEDSE FTP [RS8, RSH[HET 20 SinARMiEZ
BFimAtsErIEiRm O

s (PASV) BT, SR EUEERIREFin R,

LFE— FTP iEER, ZEFimi IR MERIERS At

[ (N > 1024 K N+1), E—MimERERS==1Y 21 SiwO,

B5E1AHE FTP AR, BEFimASIER PORT @pdH AT
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mAmEE 2272

IRSSEeREREEAERO, TEHE32 PASV 5<%, LRTARSS S
S E—MESRAREAmO (P > 1024), F&i% PORT (P)
MLEEFin, ZEEPmnAEEA RO (N+1) ZiRSE0Y
iwmH (P) RUERAREEETE

BOAIBSR T, FTP Server {ER#zME

ItERd, J9%@E FTP Server RISREIRT, JoR RTA 20 G0/0/1
ERIEERIEMER, SEHAMRE L, Z fFRRITEEEN GO/0/1
FRYEES

EITHMEEO G0/0/1 LRIEUEE &I, FTP Server {ERIROAS
1034 ENiFmOS48E Client A (E#EdE,; FEitt, RTA £ ACL
3001 HpY ftp-data IBEAIASHICES, AT ESIEREINHIEH
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amE ACL 3001 #f ftp-data 1IEGIgEMB#E A INILED, NIEE
& FTP Server ORI ERAEIELN, SHBEN 20 Sin

O&iXEHE, & Windows Server £, B FTP SEEZAY
BT

FIFER ()

R )
5 ©
s )

[y -

e

HAay

L P yel S| e[@BRY 0w

£ IE NS LR TEAR, 1mE "R
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4 =2 |BR |nz |EE |Bs
" BB
3 [ BFEIEZE (nternst Explorer)
0 BRES®E EE)
BRABHRERITRIRES
BRTEHH
HIREI S B

= P (

6\ BahroRkThEE
TFHsmEE BN
O EF8 T HEERELN
STEN HITE BIRIHE
O EFFFA RL
BT R S EMEE
TR D 2R <R3 12
| A E3ER BshthiE A LAED _"1‘

e S| B@S nn
EHIFREERES, 1EF "SR G, BUEE "ERWaE

FTP (J9Bok 0 DSL JBEIRRIBES )" J6T0, AR,
TEEERRS; 7 Client A b, INEEEEERIE, R
EEEEA

FTP Server 5 Client A ERVB{F5ERkE, BIR(ER Client A%
1 FTP Server, #HTIHRITE,
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£ RTA B9 GO/0/1 ;2B R FEHIsRRsiT, MERE FTHERS
FrEERTIE)

-

-0 x|
| &

(T AEB(H)

5| EFESH] “Windows Server 2003 Enterprise Edition. iso Bl v o 3
B 3¢ Gocments ad Settings\ATNETO1\S & R ’ I 37 X 9 |

B

i Wil
s 36 59
Internet . - e
Windows
Server 20...

( Il NetSpeedMonitor 2.5.4.0 (Win NT 5.1 x86)
At EFS &i&

% 46,22 kbitjs 0 0 0
S 2422.40 kbit/s 22 22 10
AMD PCNET Family PCI Ethernet Adapter - BB Bt 22
RHCB3: 0K 00:02:19

w7r| 8 @ [@mumzeioy
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RARBE S22
ILERT, 7 RTA g9420 G0/0/1 LR FB{ERIREE, BRERE TE,
ERSFTEERTIE]

o ~ - -
EEE _ S

i . -lax
J ,/ wL:w ﬁ Bh(H) ‘ H
IEFEEH] * Windows Server 2003 Enterprise Edition.iso’ 2
3| ’C:\Documents and Settings\ATNETO1\E M’ R ‘ = X Z) ‘ E
B w3
4 iﬁﬂﬁ’e 5 B 10 5

Il NetSpeedMonitor 2.5.4.0 (Win NT 5.1 x86)

Aty X &i&

: 8.61 kbit/s 0 0 0
E.}%z 278.58 kbit/s 39 39 27
HFIDF’ NET Fan \ PC lEtr et Adapter - BB EIT LR
RHEBaD: C 05:29

4IF0E| @ (G | fipi172.16.1.254] &

VRS9 % 15

SCIREEERUERR, EEHRERAITIN, TEOERIBE TE, FiY
TEATRATEEENHS, B RTA LUE ACL 3001 BYPTHACLE

ZERIEER, EmBFTEEUESH ftp-data FIEAIILES, B4EIE
BB ITE
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7£ RTA g9#20 G0/0/1 EERIMBHS

ernet 11, src 7e (00:0¢ 47:7€
Internet Protocol 192.168.1.10 (192,168.1.10)
4
Header Tength: 20 bytes
T Differentiated Services Field: Ox00 (DSCP Ox00: Default; ECN: OxD0: NOL-ECT (NOT FCK-Capable Transport))
Total Length: 1500
Tdentification: 0x0F0c (40716)
4 ¥lags: 0x02 (0on't Fragment)

Fragment offset: 0

8.1.10)
T

& T GrtroT Protocol, sre Tp-data (20), vst port: afrog (1042), seq: 12678331, Ack: 1, Len: 1460
)

Sequence rusber: 12878331 (relative sequence rusber)
[Next sequence number: 12679791  (relative sequence number)]
Acknowl edgemert runber (relative ack number)

Size value: 65535
[Calculated window size: 633351
[window size scaling factor: -2 (no window scaling used))
« Checksun: Oxc32f [validation disabled]
© [SEQ/ACK analysis]

5 ETP Data

EIRENAIEUER AT, R FTP Server [ Client A {E4i89%%
¥E, (FRRRROS8 208 (ftp-data)
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fh+. BeEREEEEIEHEN

—. SCIGHAFH:
G0/0/0 %
172.16.1.1/24

_________ 7 FTP Server
__________ 172.16.1.254/24

Client A
192.168.1.10/24

—. IEE[:

1 FER7R, EEEIFFEIRER P ik, {RiE Client A e85
FTP Server IEE®H, ZE7 RTA B G0/0/0 #EORIFMETSE]
tEEREREMRHES, < Client A ® FTP Server E£3044,
PUEA=BE SN =R e

system-view HIANRFIERT

sysname RTA  #Z81R%E &4

interface G0/0/0  #HNMBMNAYEC

ip address 172.16.1.1 24 #BELE |P HbHE R FRHESHD
interface G0/0/1  #HNMBMNAYED

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
acl 3001  #6lEE4 ACL
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rule permit tcp source 192.168.1.10 O destination
172.16.1.254 0 destination-port eq 20  #7£ TCP N F,
FEFRE 192.168.1.10, X1E 172.16.1.254, HiximE)9 20
HImE

rule permit tcp source 192.168.1.10 O destination
172.16.1.254 0 destination-port eq 21  #7£ TCP #f{'F,
SRR 192.168.1.10, X1E 172.16.1.254, BHirimO8 21
RUmE

rule deny ip source any destination any #EBHEHEE

mE

traffic classifier #EEERTIZR

if-match acl 3001  #PLfg ACL 3001

traffic behavior ftp  #BIEE(Eim1T IR

car cir 512 cbs 96256 pbs 160256 green pass yellow pass
red discard

#HEIRENEREEESR, FHHEEEEERRECARIREY
WRITHER, BYEERAENRESNER

traffic policy atnet #EIRRERIRIESIZR

classifier 710 behavior ftp  #FERNEREEZESER{T A5
=

interface GO/0/0  #H N NEMNAYZE]

traffic-policy atnet outbound  #7EEZEORH S E _EERE
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bR

MR, -
BE5iE FTP Server 5 Client A B9 FTP 2 EXAEIER, (L
—RLREHITIEN S, O AREER)

l

1@id Client A [a] FTP Server &34, 7£ RTA g9 G0/0/0
fﬁ‘f‘ﬁﬁ%ﬁw%mﬁﬁj EZSUIN N

= . ST T

L hrtp (1172, 151254/ N gm&;
At “_ IO BB SEY GEe TAD e | A -
[€]eso. =lox1p) | -
W it V=) A 8=
1 4H \ i \Jo;]
TEEER ‘Windows Server 2003 Enterpri F.d. ise’ 0
MR By
L]
& 37 59
A
FE: huawei |8 Internet 4
Il NetSpeedMonitor 2.5.4.0 (Win NT 5.1 x86)
Aty EFS 53
Eﬁ;i 2282.29 kbit{s 1 1 1
g kbit/s 0 0 0
AMD PCNET Family PCI Ethernet Adapter - B EIHRIFZEF
FREHEBE: 0K 00:24:03
W5n| & @ [-rme e Sltpprziedzsy | e N [02Re9% ux
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IteRd, B

J‘Eiiiu %ﬂn’%BE%J

hftp/ /172.16.1.254/

THE SEE SEW SEe TAD FEH

£ RTA p9# GO/0/0 BYFME TS RN FAEHEIERES,

RER, ﬁ}ki NERIER :

—lojx|
| &

L

[
FR 52 S5

ﬂ — Ty
= o
TSR ‘Windows Server 2003 Enterprise Edition. iso’
MUEN B

o< |-

= =3

=
| &

BB

[P huawei | Internet %

7| @ @ ounzie1.254

| iz € &

i NetSpeedMonitor 2.5.4.0 (Win NT 5.1 x86)

Az $X &i&
a8 8 1
1 1 i

F_’.ﬁ;é 504.80 kbit/s

9,70 kbit/s

AMD PCNET Farnily PCI Ethernet Adapter - BB IR F
FHEBED: 0K 00:02:48

VROSD B v
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fA+—. BEEMN2FT (WFQ) =L
L 42|

—. SCIOHAFM:

m—p v
© ST

RTA

m—

—. IEE[:
ERTA ERO0ET (81 BAF) EcEIMXATRG (WFQ), F
79BA%I 4 BcENEE(E 70, 79BA%Y 5 ECEINE(E 80, /9B 6
BCENEE 90

RTA:

system-view HHNR TN ERED

sysname RTA #4518 43

gos queue-profile #HN QoS BAFIECE IR,
schedulewfqO0to7 #E0ZE7 (8/B\Fl) &ZPEEN
WFQ

queue 4 weight 70 #15BA7 4 BINERCE N 70
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queue 5 weight 80  #&E[\%I 5 BIINERCE S 80
queue 6 weight 90  #E[\%I 6 BIINERCE S 90
interface GO/0/1  #FHNAEMNAYEC
qos queue-profile #EHMNEEOVER
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h+=, BEEEFRIIMN23PRAT
(CBQ) =Ca&ZHM

—. SCIOHAFM:

Voice Server
192.168.1.1/30

-_— GO0/0/1
S

Client A SWA RTA

Data Server
172.16.1.1/30

LI BRY:
BIIE RTA EFRCEETRAIIMNAFEAZI (CBQ), 5 Client A
i8] Voice Server (192.168.1.1) BESSSITHELE EF BASI,
AESE 50%HIEE,; Mg Client A i5[8 Data Server
(172.16.1.1) HIEURA S ICESSH AF11 A, FESES 20%HY

system-view HHENR G ERRE

sysname RTA  #/518%% W44

acl #ElEEER ACL 3001

rule permit ip source any destination 192.168.1.1 0
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#7E 1P I, TEBRSRESFE(IER, VHIEIEEN 192.168.1.1 B

| =

=

rule deny ip source any destination any #HEBHEEE
mE

acl 3002 #gGIEEZ ACL 3001

rule permit ip source any destination 172.16.1.1 0  #7%
IP YT, ECREEEEIR, WIAEN 172.16.1.1 A&
rule deny ip source any destination any #HEBHEEE

i

traffic classifier voice #BIFEEHISSFIZFE voice
if-match acl #[UTHEC ACL 3001

traffic classifier #EIEE(E 253 data

if-match acl 3002 ~ #[Tfg ACL 3002

traffic behavior voice #BZE (&1 T /853K voice
remark dscp ef #15H DSCP &Etxic 9 EF

queue ef bandwidth pct 50 #HgEEFIER 50%09

f===]

g

traffic behavior #RIZE (& T 53K data
remark dscp af11  #{§E DSCP Etricy AF11
queue af bandwidth pct 20 #HREENFIER 20%B97

e}

)

traffic policy atnet #EIERERRIETIZR
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classifier voice behavior voice #[EIRTE & HISS voice
S{&iiT7953 voice

classifier behavior #EIATEAF{EHISE data 5%
H1T/9%\3 data

interface GO/0/0  #FHNABEMNAYZEC
traffic-policy atnet outbound  #f3=ZCRYSMNE S [EI_EERE

EHIRES
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h+=. BEERAHAS (PQ) LI
g

—. SCIOHAFM:

m—
m—p v
© ST

RTA

m—

—. LEHAY:
FERTALEA3ZEG6 (41B\F) ECEMRLRIAY (PQ)

system-view HHNR G ERED

sysname RTA #4518 43

gos queue-profile #HN QoS PAFIECEIRL,
schedule pg 3 to 6 #E3ZE6 (417B\%) BEESH PQ
interface GO/0/1 #HHNEMNAYEO

qos queue-profile #EHMHFECE R
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h+M, HEENA

BAEASI (WRR) 3

B6i2E fog
—. SCIOFRFM:
__ 1m0
[Gozip=1] )
I Y
I Y
g —— @
A s
1 m3le
I

—. SCIgEAY:

ERTA LR 0ZET7 (8 1EAF) EEINBEABASI (WRR), #
7IBNFI 7 53EE 70 RIMERIE, 79BAYI 6 i 60 FIINE(E, J9RA
5 5 53Fc 50 AIE(E, 79BN 4 5B 40 RINNEEIE, /9B 3
7 30 RINEIE, BAFY 2 15c 20 RIINE(E, 79RAI 1 SEe
10 BIINEE(E, 79BAFI 0 BC 5 FIINE(E, RIEEHERER,
BBAFIIEIRTS R BRI BB A B NAVEUER M E

RTA:
#IRNZGANEIRTC

#RIR I

system-view

sysname RTA
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qos queue-profile #HN QoS PAFIBCEIEL
schedule wrr 0 to 7 #E50&E7 (81 B\ BCE/ WRR
queue 7 weight 70 #1G8\%1 7 BINE(ERCE D 70
queue 6 weight 60  #1G8\%1 6 FINE(ERCE S 60
queue 5 weight 50  #1GB\%1 5 FINE(ERCE S 50
queue 4 weight 40  #GBASI 4 RINE(ERCEDY 40
queue 3 weight 30  #5PA%I 3 FUINEEECE Y 30
queue 2 weight 20  #5PA%I 2 PUINEEECE D 20
queue 1 weight 10 #EPA%I 1 PUINEERCE S 10
queue 0 weight 5 #5510 HUINE(EECE D 5
interface GO/0/1 #HENFEMNAEO
qos queue-profile #EH M A

M -
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f+h. EEENNREEN RN (WRED)
SESGZH

—. SCIOHAFM:

Wi
D I
B Ut

RTA

— U

£ RTA EERCEHEFIRTHERA SN PQ+WFQ, BA%I 579 PQ,

BAZI 1 = 3 5 WFQ; @3 EeE WRED SCHUINIBE LRGN,

SERVEERIR BRI FHEAEEILE] 50%BT, EXNEYE
SEETER 10%, HEAGIFHHEEIRT 70%0, £5EF; <
FTP RUREEEMNTIHEFEEXZ] 70%0t, ZARIEHEE RN
E7 10%, HEAFIHEHFZEILE 90%Et, £3EF,; <€ Video
HORETEEBATHEHIZREAZ 60%E, BAREIEEENER
20%, HP\FIinEiEREILE] 80%0S, £&BEF

system-view #HHNZR RO ERRT
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sysname RTA #4518

drop-profile #BIFEEFFIZE manager

wred dscp  #ECEHERHE DSCP {&f&£H WRED

dscp 8 low-limit 50 high-limit 70 discard-percentage 10
#128 DSCP {89 8 RIBAZI, EAKIIBR/9 50, &I IRA 70, =
FIEER/ 10%

drop-profile ftp #RIEEFFIE ftp

wred dscp  #EcEERHE DSCP {E{EAH WRED

dscp 16 low-limit 70 high-limit 90 discard-percentage 10
#12& DSCP {879 16 RIRAFI, EARIIRA 70, =iIRA 90,
EFHER 10%

drop-profile video #BZEEFFIZF video

wred dscp  #ECEEMRYE DSCP {Bf£AH WRED

dscp 24 low-limit 60 high-limit 80 discard-percentage 20
#12& DSCP {879 24 RIRAFI, ERIIFRA 60, =i IR/ 80,
EFEA 20%

gos queue-profile easthome  ##H N\ QoS PAFIELEIET(
schedule pq5  #I&BA%I 5 FERE I PQ

schedulewfqg 1to3  #ER\%I 1 &= 3 B2E N WFQ

queue 1 drop-profile #ECERASI 1 ARAEFRS
2 manager

queue 2 drop-profile ftp #ECEPAG 2 ARERSIFE ftp
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queue 3 drop-profile video #E B 3 ERERSIE

video
interface GO/0/0  #HNMBNAYEC
qos queue-profile easthome  #{§ QoS PAFINZFEFEREC E

M, -
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bR g2
A175. fieE IKE 5URY IPSec VPN 3£
3S4A M

—. SCIOHAFM:

Hub Internet Spoke

G0/0/0 G0/0/1 G0/0/0 G0/0/1
20.1.1.1/24 20.1.1.2/24 30.1.1.1/24 30.1.1.2/24

G0/0/1 ml\l : G0/0/0

192.168.1.0/24 172.16.1.0/24
CH K
Client A Client B
192.168.1.10/24 172.16.1.10/24

—. IEE[:

Hub EEHEEAATCSERAREEH, Spoke HEHEE/ANEDERA
FHEEA, Internet EBEEEANERKNABER; £ Hub 5 Spoke
FRENSE FEAE IPSec VPN, £ Client A 5 Client B aJ#HEIEI

system-view HHENR G ERE

sysname Hub #2518

interface GO/0/0  #FH NFENIE]

ip address 20.1.1.1 24  #ECE |P tthhil 5 FRIER
interface GO/0/1 #HHNBNEO
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ip address 192.168.1.1 24  #FE& |P Hhht K FRI#ERT

acl number 3001  #glEE% ACL

rule 5 permit ip source 192.168.1.0 0.0.0.255 destination
172.16.1.0 0.0.0.255  #ENRKER, OIFAHIRIES
192.168.1.0/24 15[alizmimMES 172.16.1.0/24

ipsec proposal huawe/  #GIEEFFIHFN IPSec fENAE
esp authentication-algorithm shal  #Eg& ESP fy{#H
HBAIERE /I shat

ike peer spokevl  #{FM IKE fRA 1 FHISEITiHZFR
pre-shared-key cipher P@sswOrd #{FFEFitt=24A5F
BN = A

remote-address 30.1.1.2 #HETEITIR A MBI

ipsec policy 1isakmp  #8l# IPSec FHgE
security acl 3001  #FHE ACL &N AV
ike-peer spoke #E FRSCRIBIEEAY IKE XIZE(R

proposal huawe/  #FEFRSCEICIEERY IPSec f2NAE
interface GO/0/0  #FNERIEC

ipsec policy #ESM O EARBIZERIRESE

ip route-static 0.0.0.0 0 20.1.1.2  #FEERREIREH

Internet;

interface G0/0/0
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ip address 30.1.1.1 24
interface GO/0/1
ip address 20.1.1.2 24

Spoke:

system-view

sysname Spoke

interface GO/0/0

ip address 172.16.1.1 24

interface GO/0/1

ip address 30.1.1.2 24

acl number 3001

rule 5 permit ip source 172.16.1.0 0.0.0.255 destination
192.168.1.0 0.0.0.255

ipsec proposal Huawer

esp authentication-algorithm sha
ike peer Aub v

pre-shared-key cipher P@ssword
remote-address 20.1.1.1

ipsec policy 1 isakmp
security acl 3001

ike-peer hub

269 https://huawei.easthome.com/


https://huawei.easthome.com/

B iE 522

proposal huawer
interface GO/0/1
ipsec policy

ip route-static 0.0.0.0 0 30.1.1.1
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B+, BeE&FENH AT IPSec VPN 3E
4= |17

—. SCIOHAFM:

Hub Internet Spoke

G0/0/0 G0/0/1 G0/0/0 G0/0/1
20.1.1.1/24 20.1.1.2/24 30.1.1.1/24 30.1.1.2/24

G0/0/1 ml\l : G0/0/0

192.168.1.0/24 172.16.1.0/24
CH K
Client A Client B
192.168.1.10/24 172.16.1.10/24

—. IEE[:

Hub EEHEEAATCSERAREEH, Spoke HEHEE/ANEDERA
FHEEA, Internet EBEEEANERKNABER; £ Hub 5 Spoke
FRENSE FEAE IPSec VPN, £ Client A 5 Client B aJ#HEIEI

system-view HHENR G ERE

sysname Hub #2518

interface GO/0/0  #FH NFENIE]

ip address 20.1.1.1 24  #ECE |P tthhil 5 FRIER
interface GO/0/1 #HHNBNEO
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ip address 192.168.1.1 24  #FE& |P Hhht K FRI#ERT

acl number 3001  #BlES%% ACL

rule 5 permit ip source 192.168.1.0 0.0.0.255 destination
172.16.1.0 0.0.0.255  #EMESEGENR, TOIFARERIES
192.168.1.0/24 15[alizmimMES 172.16.1.0/24

ipsec proposal huawei  #GIEFFHN IPSec IZ2INAE

esp authentication-algorithm shal  #Eg& ESP fimy{EH
HRAUEEE /S sha

ipsec policy 1 manual  #Gl#2 IPSec ZREEEFF1E
ERFIEN

security acl 3001  #FFEE ACL ENXHYESE7T
proposal huawei - #EFR5CRIBIEERY IPSec 12IANE]
tunnel local 20.1.1.1  #HEEEARIHKHEHE

tunnel remote 30.1.1.2  #EEEITimbiL

sa spiinbound esp 54327 #EBLEHKENFBNZES
#ZF5| (SPI); Nim A\ EZEEEERY SPI {EXRS imH 73 A
%= £ ERERRY SPI {EfEE

sa string-key inbound esp cipher P@sswlOrd #ELEZE
EXER N ARTIAIERSH

sa spi outbound esp 72345 #HEELTEKBEEAANE
£24F5| (SPI); KintZRREEEERY SPI ELRSXJimA
TR EERERRY SPI{EHEE
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sa string-key outbound esp cipher P@sswOrd  #FLE%R
BB A RANAIEE R

interface GO/0/0  #H BRI

ipsec policy #EH/MEEO EERZRIRE

ip route-static 0.0.0.0 0.0.0.0 20.1.1.2  #FEEHREKH

Internet:

interface GO/0/0

ip address 30.1.1.1 24
interface GO/0/1

ip address 20.1.1.2 24

Spoke:

system-view

sysname Spoke

interface GO/0/0

ip address 172.16.1.1 24

interface GO/0/1

ip address 30.1.1.2 24

acl number 3001

rule 5 permit ip source 172.16.1.0 0.0.0.255 destination
192.168.1.0 0.0.0.255
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ipsec proposal Huawer

esp authentication-algorithm sha1

ipsec policy 1 manual

security acl 3001

proposal huawer

tunnel local 30.1.1.2

tunnel remote 20.1.1.1

sa spi inbound esp 12345

sa string-key inbound esp cipher P@sswOrd
sa spi outbound esp 54327

sa string-key outbound esp cipher P@sswOrd
interface GO/0/1

ipsec policy

ip route-static 0.0.0.0 0.0.0.0 30.1.1.1
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f+/\. EEE GRE VPN CI384AR] (—)

—. SCIOHAFM:

Hub Internet Spoke

G0/0/0 G0/0/1 G0/0/0 G0/0/1
20.1.1.1/24 20.1.1.2/24 30.1.1.1/24 30.1.1.2/24

G0N (P e R e 00 R0 /2A D [eoron

192.168.1.0/24 172.16.1.0/24
CH K
Client A Client B
192.168.1.10/24 172.16.1.10/24

—. s BERY:

Hub EREHESANEIRERAFEEH, Spoke MR ALAESDERNA
FEKH, Internet IREHEEABEXNABIEH; £ Hub 5 Spoke
IREEE FERE GRE Tunnel, £ Client A 5 Client B a[#8EI&H

=. SR

Hub

system-view HHNR TN ERED
sysname Hub #4518 43

interface GO/0/0  #FH NFENIE]

ip address 20.1.1.1 24  #ECE |P tthhil 5 FRIER
interface GO/0/1 #HHNBNEO

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
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interface tunnel0/0/0 #OIEHH AR EZEO

ip address 100.1.1.1 24  #FECERFER |P HEE N 7RIS
tunnel-protocol gre  #HEEFEMY S GRE

source 20.1.1.1 #HEERKERVIR P et

destination 30.1.1.2  #EEREAIERY IP il

ip route-static 0.0.0.0 0 20.1.1.2  #FElEHREEH

ip route-static 172.16.1.0 24 tunnel0/0/0 #ELEFFSEEHA,
R RIAXim A ERM RIS MO apEER O

Internet:

interface GO/0/0

ip address 30.1.1.1 24
interface GO/0/1

ip address 20.1.1.2 24

Spoke:

system-view

sysname Spoke
interface G0/0/0

ip address 172.16.1.1 24
interface GO/0/1

ip address 30.1.1.2 24
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interface tunnel0/0/0

ip address 100.1.1.2 24

tunnel-protocol gre

source 30.1.1.2

destination 20.1.1.1

ip route-static 0.0.0.0 0 30.1.1.1

ip route-static 192.168.1.0 24 tunnel0/0/0
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f+h. EE GRE VPN SCI84AR] (Z)

—. SCIOHAFM:

192.168.1.0/24_~Router ID: é_.2.2.2 20.1.1.0/24 30.1.1.0/24 ~R

—. IEE[:

RTA 5 Hub EHRRAATISERME, Spoke 5 RTB AATIDER
e, ATREERSHEYIz1T OSPF BRELEIFMY, 7£ Hub #0
Spoke #&H8E Fiz1T GRE Tunnel, £REB545ER9 OSPF B&H
MY ATLAEE IR E , HmsIEEER

=. SCIGHER:

%
RTA:
system-view HENZRFIERT
sysname RTA  #4518%70

interface G0/0/0  ##HNMBREO

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
interface Loopback0  #BIEFHH IR BN

ip address 1.1.1.1 32 #F2E |P bk Kz FRIEHT

ospf 1 router-id 1.1.1.1 H\ OSPF #7521, FHEEHEIKH
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22D
area 0 #6172 OSPF Xig; 0
network 192.168.1.0 0.0.0.255 #HBESEEIEMNES

Hub:

system-view

sysname Hub

interface GO/0/0

ip address 20.1.1.1 24

interface GO/0/1

ip address 192.168.1.2 24

interface LoopbackO

ip address 2.2.2.2 32

interface tunnel0/0/0 #EEFHENbRERO

ip address 10.1.1.1 24  #FELERFENR |P HEHE N 7RIS
tunnel-protocol gre  #HEEFENMY S GRE

source 20.1.1.1 #IgERERTIR IP #bik

destination 30.1.1.2  #EEEAIERY IP ihil
keepalive period 3 #F7/= GRE [ixE#z 87 Keepalive 1§
WIhge, FHEERNIRS]AVRIEREERA 3s

ospf 1 router-id 2.2.2.2

area 0
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network 192.168.1.0 0.0.0.255
network 10.1.1.0 0.0.0.255
ip route-static 0.0.0.0 0 20.1.1.2  #FEHREKEH

Internet:

interface GO/0/0

ip address 30.1.1.1 24
interface GO/0/1

ip address 20.1.1.2 24

Spoke:

system-view
sysname Spoke
interface G0/0/0

ip address 172.16.1.1 24
interface GO/0/1

ip address 30.1.1.2 24
interface LoopbackO
ip address 4.4.4.4 32
interface tunnel0/0/0
ip address 10.1.1.2 24

tunnel-protocol gre
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source 30.1.1.2

destination 20.1.1.1

ospf 1 router-id 4.4.4.4

area 0

network 172.16.1.0 0.0.0.255
network 10.1.1.0 0.0.0.255

ip route-static 0.0.0.0 0 30.1.1.1

RTB:

system-view

sysname RTB

interface GO/0/1

ip address 172.16.1.2 24
interface LoopbackO

ip address 5.5.5.5 32
ospf 1 router-id 5.5.5.5
area 0

network 172.16.1.0 0.0.0.255

281 https://huawei.easthome.com/


https://huawei.easthome.com/

OB 2222

751+, BitE GRE over IPSec VPN 5238
ZH

—. SCIOHAFM:

30.1.1.0/24 ~R

192.168.1.0/24_~Router ID: é.2.2.2 20.1.1.0/24

—. IEE[:

RTA 5 Hub EEHzEAATEICERMES, Spoke 5 RTB ALEISED
e, ATREERSHEIE1T OSPF BRESEIFMY, 7£ Hub #0
Spoke BRHEE FimfT GRE over IPSec VPN, $REER595 R
OSPF EEHIMMYATLIEEZIMRILAIEHERKE , #HmCIiEEE
il

4,

system-view HHENR G ERRE

sysname RTA  #/518% 44

interface GO/0/0  #HNMEMNHEC

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
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interface Loopback0  #BlEZFHH N\IREIEC

ip address 1.1.1.1 32 #FgE IP bk K F RIS

ospf 1 router-id 1.1.1.1  ##H )\ OSPF #72 1, FHEEHKH
g2 1D

area 0 #Bl52 OSPF X1 0

network 192.168.1.0 0.0.0.255 #HESEHEEMER

Hub:

system-view

sysname Hub

interface GO/0/0

ip address 20.1.1.1 24

interface GO/0/1

ip address 192.168.1.2 24

interface LoopbackO

ip address 2.2.2.2 32

acl 3001  #GlEE2% ACL

rule 5 permit ip source 20.1.1.1 0 destination 30.1.1.2 0
#EMRSGEA, SO ANiRINOIBAIE 20.1.1.1 i5[alimims Mt
30.1.1.2

ipsec proposal huawei  #BIEFHHN IPSec #EIVAE
esp authentication-algorithm md5  #EZ& ESP Y&
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HPAUEEE/S md5

esp encryption-algorithm 3des  #F¢& ESP MY {EFEAIIN
BHiE/9 3des

ike peer spokevl  #{FM IKE frA 1 FHIgEI iHZFR
pre-shared-key cipher P@sswOrd ~ #({FFEFitt=2405F
BN = A

remote-address 30.1.1.2 #E BT MY B

ipsec policy 1isakmp  #8lJ# IPSec SHgE
security acl 3001  #FFEE ACL EENXHYVEE7
ike-peer spoke #JE PSR BIEERT IKE XIZE(R
proposal huawei  #EAFR5CRTBIFRAY IPSec 12IAE]
interface G0O/0/0

ipsec policy #HEH/MEIEO LERZERIRE
interface tunnel0/0/0 #EIEFHHNFEREE

ip address 100.1.1.1 24  #FECERFER |P HEE N RS
tunnel-protocol gre  #HEEFENMY S GRE

source 20.1.1.1 HETERXERYIR |P ttit

destination 30.1.1.2  #EEEAIERY IP ihil

ospf 1 router-id 2.2.2.2

area 0

network 192.168.1.0 0.0.0.255

network 100.1.1.0 0.0.0.255
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ip route-static 0.0.0.0 0 20.1.1.2  #FEBERHREIREH

Internet:

interface GO/0/0

ip address 30.1.1.1 24
interface GO/0/1

ip address 20.1.1.2 24

Spoke:

system-view

sysname Spoke

interface G0O/0/0

ip address 172.16.1.1 24

interface GO/0/1

ip address 30.1.1.2 24

interface LoopbackO

ip address 4.4.4.4 32

acl 3001

rule 5 permit ip source 30.1.1.2 0 destination 20.1.1.1 0
ipsec proposal huawer

esp authentication-algorithm md>5

esp encryption-algorithm 3des
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ike peer Ahub v

pre-shared-key cipher P@sswOrd

remote-address 20.1.1.1

ipsec policy 1 isakmp

security acl 3001

ike-peer Aub

proposal huawer

interface GO/0/1

ipsec policy

interface tunnel0/0/0

ip address 100.1.1.2 24
tunnel-protocol gre

source 30.1.1.2

destination 20.1.1.1

ospf 1 router-id 4.4.4.4

area 0

network 172.16.1.0 0.0.0.255
network 100.1.1.0 0.0.0.255
ip route-static 0.0.0.0 0 30.1.1.1
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RTB:

system-view

sysname RTB

interface GO/0/1

ip address 172.16.1.2 24
interface LoopbackO

ip address 5.5.5.5 32
ospf 1 router-id 5.5.5.5
area 0

network 172.16.1.0 0.0.0.255

287 https://huawei.easthome.com/


https://huawei.easthome.com/

B iE 522

75+—. BicE L2TP VPN SCIS4HN
—. SCISAF:

Hub

Internet

Internet

172.16.1.1/24 %
20.1.1.0/24 G070/1 G0/0/0
FTP Server

O &)
30.1.1.10/24 172.16.1.254/24

G0/0/1

—. IEE[:

Hub IREEEANEIRERHAFRIEE, £ Hub i8Hes FECE L2TP
VPN, SEHE Internet EEEE LM Client A BERREID
secoclient ZIFIEERAN, 5 Hub BRHESEST L2TP fFE

=. SRR

Hub

system-view HHENRFAENED
sysname Hub #4518 p 43

interface GO/0/0  #FEHN\MEMNEEL

ip address 172.16.1.1 24 #BELE |P HbHE R FRHESHD
interface GO/0/1  #FEHNMEMNEL

ip address 20.1.1.1 24  #ECE |P tthhik 5 F IR
aaa #HHEN AAA BBCEET

local-user password cipher P@ssword  #86l
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AR RERER

local-user service-type ppp  #BECEIZFIFHIAR
552K8479 PPP

ip pool /Ztovpn #BlE A

network 192.168.1.0 mask 24  #ECEbHEtb AT FELRIHE
HEER R HE S

gateway-list 192.168.1.1 HECE DB

interface Virtual-Template #EFEFANEPMEREC
ip address 192.168.1.1 24  #BCE |P Hbhit K F /D
ppp authentication-mode chap  #ECEIAUEEZ(EH
CHAP

remote address pool Zipvpn  #igTETIR AP MiZitE
R¥REN IP ik

I2tp enable  #FFiF L2TP IhfE

12tp-group 1 #BIEFHHN L2TP H

mandatory-chap  #/5F CHAP fYEEt#ThEE

undo tunnel authentication #XABFETAUELDBE
mandatory-lcp #/5F3 LCP BUEDFThEE

allow 12tp virtual-template 1 #4iF L2TP B2 Rl
[

tunnel name easthome  #AFFEWHA

ip route-static 0.0.0.0 0 20.1.1.2  #FlERREIREH
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Internet:

interface GO/0/0

ip address 30.1.1.1 24
interface GO/0/1

ip address 20.1.1.2 24

Client A:
EEFiR L3 secoclient [VPN ZFigEi4]
T BEFIRERIRERFERERAZERKS Windows Vista

secoclient-win-64-7.0.2.26
Setup.exe
Huawei company, Inc.

=101 x|
HiIBFERA “SecoClient” REMS:

IRAMEISHHES TR “Secollient ™ MIFAEHE o
EPR: B

BE [T—$ W] 45

wio |

ﬂm&l a g L:?J 0 cu||@|‘?z[p;g§|@) 20;:;;313-
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P
Vel
TEZHE “SecoClient” ZHI» HIEIRERMDI 0

& [Pelin] R “BERMDIR " RIELAERS o

bt AB IR =
R APV

BRI AWIER (DA A8, SEMBN) SEHEATR

AE] (LA TR “8h” ) ST R FARMAIRE AP RN

. AHIPE “HfE” SRR, BT SUEEE AT EMATTE

e WUEFREAFFM. SPFMEERSOE (TSR “8iE ) -
uTigiss NS froseE SETIREL) B AR S Mok

SRS, B [HEE D) o MEREE (EO]
RERRRRE IR R R e TR

Hullsoft Install System v2. 46, 2-Unicode.

<o [EEEO | BEO |

|| O] P w D o m

( SecoClient T3 N

SRREARIRERG?

~  BFR SVN Provider RtEIEHIRE
-2. &7 Huawei Technologies Co,, Ltd.

~ mﬁg S faeeail Technslogias Col Lid = 23 (D)

(B EERARIEEYA AR P RIS alll ey

Huliqian

THEY VI CINETEIL bET

{HIE: Vniclnstall. bat ﬂ

Hullsoft Install System v2. 46, 2-Unicode.

) ] e |

R IEL] | 8]0/ 80 piyim

Designer : Yigian Hu 291 https://huawei.easthome.com/


https://huawei.easthome.com/

B iE 522

T
IEfE5ERk “SecoClient” HXEME

o zae | D nEe |

f]%ﬂ&l a a 1_»‘?:] 0 c"||°|?ﬁu:b%@ 20;:;215-

| B & [0 % E OO ED e
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BEAMEI[L2TP/IPSec], 2 /SIS [ERER (THEES) 1.
[LNS BRSS88itlE (Hub BRERESAV/NRIEECINENE) ). [REEEFR
(ESERHE FRBOMESR) ). DMEEX (EREEHE
ELEAOAE ) ]

& SSLVPN

& L2TP/PSec

easthome
. =8
*IPSeciRE

LNS)

20.1.1.1

O SAEE

R IEILD 50 P B
EEESTERRE [HE]
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x

SecoClient

EE ]easthume

| B & (@ WO ED gy ™

SecoClient

R

B E il [20.1.1.1

| easthome

o & @ 8 <a0fruo L
EE=RPERERE, At (B3]
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ol & @7

14:51
& [Fh % ‘G’) 2021[5[18-

TCPIP _Ff NetBIOS

: SUN Adapter U1.0
: 00-FF-AA-DF-AT-E8

TE
: fe80::816a:9019:cbbe: 732%19( & %)
1 192.168.1.254( B i%)
: 255.255.255.0
: 192.168.1.1
: 318832554
: 00-01-00-01-26-A1-E5-3E-00-0C-29-DB-03-7A)

: fec0:0:0: FFFF::1%1

=

1=}

fec0:0:0: FFFF: : 2%1
fec0:0:0: FFFF: :3%1
cEH

UIRFIER S AR

ol & & Dw
EEEFUmIRBEY IP Bk,

Designer : Yigian Hu

Intel(R) PRO/1000 MT Network Connection
00-0C-29-DB-03-T7A

. &
=

o &) @|2[r PR o2 m

FFERS. MXFHER
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ML -
EE Hub E&EEI%J: L2TP BHERIEZ TR :

296 https://huawei.easthome.com/


https://huawei.easthome.com/

R BKE 2222
7~ —. Bc& MBGP MPLS VPN 3c38

£Hpg

*Hﬁ?ﬁ?l\

[ 192168.1.1/24 | ( 192.168.2.1/24
| AS 65001 i | AS 65003 |

G0/0/1

I RTB 4}' i
i ( - SU.T.T.U/Za

] G0/0/0 3 :’ G0/0/0 :
d <R VPNB| | VPNB G RT1G i

AS 65002 i ! AS 65004

172.16.1.1/24 ,: : 172.16.2.1/24

. G HAY:

RTA (AS 65001) 5 RTF (AS 65003) FE—zR2\FIRIFHIK

#% RTC (AS65002) 5 RTG (AS 65004) HR—RATRIE

hpi%%, RTB. RTD. RTE RizERIRMLE, PIEB IGP {5/ OSPF
&, SNt BGP 4%, < RTB 5 RTE Z[&]SLH MPLS VPN,

TEEFiHL BGP WEBIAE FEI AT NERHIES
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system-view #FHNZRFRENRT
sysname RTA #4518

interface GO/0/0  #H NMBMNAYEC

ip address 10.1.1.1 24  #FEE |P it & 7R3
interface LoopBack0  #i# )\ Loopback 0 #2[]

ip address 192.168.1.1 24  #FE& |P Hht K FRIERD
rip1  #FF/3 RIP EEHMGHIE 1

version 2 #/=H RIP k7S 2

network 10.0.0.0 #ESHHCEENIME

network 192.168.1.0 #EESECEIEHIMER

undo summary #RHABCR

RTB:

system-view

sysname RTB

router id 1.1.1.1 #ECEIXHEE ID

mpls Isr-id 1.1.1.1  #BCE MPLS TR&EAZHREEHES ID
mpls  #FBESMNUIRE RIS

mpls Idp  #FFE MPLS Fr&5 &MY

interface G0/0/0
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ip address 30.1.1.1 24

mpls  #EO T HESTNMIREITIRIIAEE

mpls Idp  #Z[0~F/E MPLS fr& 0 & MY

interface GO/0/1

ip binding vpn-instance V/PNA #EcEEOS VPN 34
e

ip address 10.1.1.2 24

mpls

interface G0/0/2

ip binding vpn-instance VV/PNVB #EcEEOS VPN 34
e

ip address 20.1.1.2 24

mpls

interface LoopBackO

ip address 1.1.1.1 32

ip vpn-instance VVPNA #6132 VPN 3C4175 VPNA
route-distinguisher 100:1 #ECEIRAX 88 100:1
vpn-target 100:1 export-extcommunity #EEIKHATRIC
&% 100:1

vpn-target 100:1 import-extcommunity #EEIKHATRIC
=W 100:1

ip vpn-instance VPNB #613E VPN SC175 VPNB
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route-distinguisher 100:2  #FECEHFCAIE 100:2
vpn-target 100:2 export-extcommunity #ECEIRETRIC
&i% 100:2

vpn-target 100:2 import-extcommunity #ECE AR
Uz 100:2

bgp 1

peer 3.3.3.3 as-number 1

peer 3.3.3.3 connect-interface LoopBack0 #HEEBEE
S3JZFA B Loopback0 O kKEEE i

ipv4-family vpnv4 ## N BGP-VPNv4 Fittiit it

peer 3.3.3.3 enable #{FREXTER3ZHE BGP-VPNV4 B8
=5

ipv4-family vpn-instance VPNA  #1# )\ VPN FEHEE&SC
15l VPNA btk

import-route rip 1 #14 RIP #72 1 RUESEIENE VPNA
LA

ipv4-family vpn-instance VPNVB  #1# )\ VPN FEHEE &SC
{5 VPNB btk

import-route rip 2 #15 RIP #72 2 AURSHIENH VPNB
LA

ospf 1

area 0
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network 1.1.1.1 0.0.0.0

network 30.1.1.0 0.0.0.255

rip 1 vpn-instance VPNA  #FFE VPNA SLfIEY RIP 372 1
version 2

network 10.0.0.0

import-route bgp #15 BGP ERHIENH RIP #HEE 1
undo summary

rip 2 vpn-instance VPNB  #FFfS VPNB LI RIP #H7E 2
version 2

network 20.0.0.0

import-route bgp #15 BGP ERHIENH RIP #H7g 2

undo summary

RTC:

system-view

sysname RTC

interface GO/0/0

ip address 20.1.1.1 24
interface LoopBackO

ip address 172.16.1.1 24
rip 2

version 2
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network 20.0.0.0
network 172.16.0.0

undo summary

RTD:

system-view
sysname RTD

router id 2.2.2.2

mpls Isr-id 2.2.2.2
mpls

mpls Idp

interface G0O/0/0

ip address 40.1.1.1 24
mpls

mpls Idp

interface GO/0/1

ip address 30.1.1.2 24
mpls

mpls Idp

interface LoopBackO
ip address 2.2.2.2 32
ospf 1
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area 0

network 30.1.1.0 0.0.0.255
network 40.1.1.0 0.0.0.255
network 2.2.2.2 0.0.0.0

RTE:

system-view

sysname RTE

router id 3.3.3.3

mpls Isr-id 3.3.3.3

mpls

mpls Idp

interface G0O/0/0

ip address 40.1.1.2 24

mpls

mpls Idp

interface GO/0/1

ip binding vpn-instance VV/PNA
ip address 50.1.1.2 24

mpls

interface G0/0/2

ip binding vpn-instance VPNB
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ip address 60.1.1.2 24

mpls

interface LoopBackO

ip address 3.3.3.3 32

ip vpn-instance V/PNA
route-distinguisher 100:1

vpn-target 100:1 export-extcommunity
vpn-target 100:1 import-extcommunity
ip vpn-instance VPNEB
route-distinguisher 100:2

vpn-target 100:2 export-extcommunity
vpn-target 100:2 import-extcommunity
bgp 1

peer 1.1.1.1 as-number 1

peer 1.1.1.1 connect-interface LoopBackO
ipv4-family vpnv4

peer 1.1.1.1 enable

ipv4-family vpn-instance /P/NA
import-route rip 1

ipv4-family vpn-instance V/PNB
import-route rip 2

ospf 1
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area 0

network 3.3.3.3 0.0.0.0
network 40.1.1.0 0.0.0.255
rip 1 vpn-instance VPNA
version 2

network 50.0.0.0
import-route bgp

undo summary

rip 2 vpn-instance VPNB
version 2

network 60.0.0.0
import-route bgp

undo summary

RTF:

system-view

sysname RTF

interface G0/0/0

ip address 50.1.1.1 24
interface LoopBackO

ip address 192.168.2.1 24
rip 1
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version 2
network 50.0.0.0
network 192.168.2.0

undo summary

RTG:

system-view
sysname RTG
interface GO/0/0

ip address 60.1.1.1 24
interface LoopBackO
ip address 172.16.2.1 24
rip 2

version 2

network 60.0.0.0
network 172.16.0.0

undo summary
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7£ RTC £F 172.16.1.1 ping 172.16.2.1:

[‘?T
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7~1T=. BoE VRF E364HK

—. SCIOHAFM:

Client A 172.16.1.254/2
192.168.1.10/24 D-
GW: 192.168.1.1/24 i

VLAN 10

E0/0/1 G0/0/0

Client B
192.168.2.10/24 I:I-
GW: 192.168.2.1/24
VLAN 20 -

FTP Server B
4/24

—. LB/

BT TE RTA RS VRF, sCHT 192.168.1.0/24 IMEEHAY Client
A g5 FTP Server A i@ifl; 192.168.2.0/24 MEEAIAY Client
BH

HEe5 FTP Server B @ifl; SWITMEEERE, A8

system-view HANRGAERT

sysname RTA #5158 Mn

ip vpn-instance east  #BlEEFiF N VPN SLHIRRE]
ipv4-family  #7F/3 VPN SLfiRY 1Pv4 SRBURVRE ERIE SF1EUE
HERIIEE

ip vpn-instance fome  #BIEFFHN VPN SLAIFIE]
ipv4-family  #FF/3 VPN SLfilRY 1Pv4 SRBURVRE ERIE SF1E0E
HERIIEE
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interface G0/0/0.1 #HANSE 1 PNFEO

ip binding vpn-instance east  &FizfF#z5 VPN L4
east {H48E

dot1q termination vid 10 #ECEE VLAN A5 K
802.1Q, #BE<1ZF#EMOA VLAN 10 BEHURMHERREERIRS
ip address 192.168.1.1 24  #FiE$EORY |P bl 7R
5

arp broadcast enable #EFEO TS ARP [1EIhEE
interface G0/0/0.2 #HNE 2 DFEO

ip binding vpn-instance /ome iz =05 VPN sCf)
home {§&8E

dot1q termination vid 20  #FEZEE VLAN B9EEAHH
802.1Q, #H<S1ZzF#EOA VLAN 20 FUENIRHEHBE RS
ip address 192.168.2.1 24  #ECE#HAY IP Hbht K F /i
5

arp broadcast enable #EFEOTHS ARP [ 15IhEE
interface GO/0/1  #F NAERMAVEED

ip binding vpn-instance east  1&Fiz#z[15 VPN sLf east
S

ip address 172.16.1.1 24 #ECEIZOIRY P Mt R 7/
5

interface G0/0/2  #H N NEMNAYZE
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ip binding vpn-instance /home BzizOS VPN 3451
home §&8E
ip address 172.16.2.1 24 #ECEZEORY IP bR 7R

5

SWA:

system-view

sysname SWA

vlan 10

vlan 20

#8172 VLAN 10
#8172 VLAN 20

interface E0/0/1  ##N\MEMN IR

port link-type trunk  #FiHOERIFIE HrpkiEst

port trunk allow-pass vlan all  #f & oiF PR SEERIGIERRT
& VLAN #ricHIEH=Em

interface E0/0/2  ##N\FENIRC]

port link-type access #FimOARBRCE ARANERED
port default vlan 10 #i&imI0 VLAN 10

interface E0/0/3  #HNFENIR

port link-type access #FimORBRCE ARANED,
port default vlan 20  #iZim0 VLAN 20
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Boundedin 1998

mAKE

M, -

£ Client A_EYBIES FTP Server A 55 FTP Server B i

?%CHentA

EriER UDPEETE

PC>ping 172.16.1.254

AfE

T

172.
172.
172.
172.
172.
172.

16.1.254:
16.1.254:
16.1.254:
16.1.254:
16.1.254:
16.1.25

32 data bytes,
bytes=32 seg=1
bytes=32 seg=2
bytes=32 seqg=3
bytes=32 seg=4
bytes=32 seg=5

ttl=254
ttl=254
ttl=254
ttl=254
ttl=254

From
From

172.16.1.2
packet(s) transmitted
packet (s) received

0.00% packet loss

round-trip min/avg/max = 31/3

4 ping statistics --—-—

PC>ping 172.16.2.254

Ping 172.16.2.254:
timeout!

32 data bytes,

timeout!
timeout!
timeout!
timeout!

-—- 172.16.2.254 ping statistics —-—-
5 packet(s) transmitted
0 packet(s)
100.00% packet loss

received

PC>

&0

Press Ctrl C to

Press Ctrl C to break

time=47

time=47
time=31
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1£ Client B 98BI 5 FTP Server A 5 FTP Server B g9i&

% Client B —ali Bl X

HulFE
PC>ping 172.16.2.254

AfE UDPEEITE &0

Ping 172.16.2.254: 32 data bytes, Press Ctrl |

From 172.16.2.254: bytes=32 seg=1 ttl=254 ti

From 172.16.2.254: bytes=32 seg=2 ttl=254

From 172.16.2.254: bytes=32 seqg=3 ttl=254

From 172.16.2.254: bytes=32 seg=4 ttl=254
172.16.2.254: bytes=32 seqg=5 ttl=254 time=47

172.16.2.254 ping statistics —--—-
packet (s) transmitted
packet (s) received

0.00% packet loss

round-trip min/avg/max = 31/40/47 ms

PC>ping 172.16.1.254

Ping 172.16.1.254: 32 data bytes, Press Ctrl C to break
timeout!
timeout!

timeout!
timeout!
timeout!

.16.1.254 ping statistics -—-—
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

PC>
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7~1+M, BB VXLAN 182 K" B0
£H g

—. SCIOHAFM:

! OSPF 1 Area 0

i Underlay

20.1.1.0/24 CE 12800

G1/0/1 G1/0/1

NVE-A NVE-B
CE 12800 CE 12800

LoO: 1.1.1.1/32 [VTEP]

G1/0/0 G1/0/0
G0/0/2 G0/0/2
< I -
G0/0/1 G0/0/1

L L

Client A Client B
VLAN 10

192.168.1.10/24 192.168.1.20/24
—. e BRY:

@i OSPFv2 MEEE$18% NVE-A. NVE-B 5 Internet 155
BAE, tEEET IPv4 B9 underlay [4%; NVE-A 5 NVE-B {E
FIRBREIMART A, 782 VXLAN BB NS, BT
NVE-A 5 NVE-B gUFR[EHEO [Lo0]) fEARRERV R, BP
VTEP ; Client A [ 192.168.1.10/24 ] 5 Client B
[192.168.1.20/24] EEE—MER, ERFAER—T &
[E VLAN R E], EtTEEZERE, WRFEEE NVE-A S

314 https://huawei.easthome.com/


https://huawei.easthome.com/

OB 2222

NVE-B Z|gf#37 VXLAN §&hxE, < Client A5 Client BiA
HNEER—N &g [SEMAZ”EEE], Mim=aEEER

system-view HHNRFIEIRT

sysname SWA  #/518%5 &

vlan 10 #8172 VLAN 10

interface GO/0/1  #HNFBNAYIRE

port link-type access #RGim I RIRE RSB ECE N IEANR
2y

port default vlan 10 #&i# AN VLAN 10

interface G0/0/2  #H NFBNAYIRO

port link-type trunk  #&is FLE HhdkiE=t

port trunk allow-pass vlan all  ##iFiz s {EIHERE
VLAN BER

SWB:

system-view HHENR G ERRE
sysname SWB #4518 %&dn

vlan 20  #6lE VLAN 10

interface GO/0/1  #HNHBNAYIHO
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port link-type access #fgum AR S B FL B NIEANR
-+

port default vlan 20  #&is A0 VLAN 20

interface G0/0/2  #HNHEMNAYIH

port link-type trunk  #&isOFE fhdkiE=t

port trunk allow-pass vlan all  #3iFiZ ks EIBTE
VLAN B9{E8

NVE-A:

system-view immediately — #HHNZRZFGUNERERHSEEL
RPEER

sysname NVE-A  #/518%d0

interface G1/0/1 #IHENENZEO

undo portswitch  #XF_EixOLhae, FE=EZOINEE
undo shutdown #FEEO

ip address 20.1.1.1 24  #ECE |P tthhil 5 FRIERT
interface Loopback0  #Gl#ZEIRENHEE 0

ip address 1.1.1.1 32 #F2E |P bk 5z FRIEHT

ospf 1 router-id 1.1.1.1 H N OSPF #i2 1, HiEEHIEH
g ID

area 0 #6l%E OSPF X1 0

network 1.1.1.1 0.0.0.0  #BEIREHEOMHE
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network 20.1.1.0 0.0.0.255 #EBESEEBEIEME
bridge-domain 10 #EIE A=,

vxlan vni 10 #8172 VXLAN, E VNIZHE7510
interface G1/0/0  #FHNFEN#Z

undo shutdown #HEEO

interface G1/0/0.1 mode 12 #EE_EF=O
encapsulation dot1q vid 10 #IK73 tag /9 VLAN 10 B
EmEEA 802.1Q WA NHITER

bridge-domain 10 #1& tag /5 VLAN 10 B9EUEMES 24T
&5 VNI 10 #4748E

interface nve 1 #OUEEFFHA NVE 0

source 1.1.1.1  #i5%& VTEP [0

vni 10 head-end peer-list 3.3.3.3  #7£ VNI 10 FgEXTiH
NVE i2&H9 VTEP ik

Internet:

system-view immediately
sysname Internet
interface G1/0/0

undo portswitch

undo shutdown

ip address 20.1.1.2 24
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interface G1/0/1

undo portswitch

undo shutdown

ip address 30.1.1.1 24
interface LoopbackO

ip address 2.2.2.2 32
ospf 1 router-id 2.2.2.2
area 0

network 2.2.2.2 0.0.0.0
network 20.1.1.0 0.0.0.255
network 30.1.1.0 0.0.0.255

NVE-B:

system-view immediately
sysname NVE-B

interface G1/0/1

undo portswitch

undo shutdown

ip address 30.1.1.2 24
interface LoopbackO

ip address 3.3.3.3 32
ospf 1 router-id 3.3.3.3
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area 0

network 3.3.3.3 0.0.0.0
network 30.1.1.0 0.0.0.255
bridge-domain 10

vxlan vni 10

interface G1/0/0

undo shutdown

interface G1/0/0.1 mode I2
encapsulation dot1q vid 20
bridge-domain 10
interface nve 1

source 3.3.3.3

vni 10 head-end peer-list 1.1.1.1
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M, -
&30 Client A 5 Client B Z|[8)f9M&IEBIME :

T PC1 - B X

EriEE AT kS UDPEEITH =:im|
€ to use PC Simulator!

192.168.1.20

-.168.1.20: 32 data bytes, Press Ctrl C to
192.168.1.20: bytes=32 seg=1 ttl=128 time=78
192.168.1.20: bytes=32 seg=2 ttl=128 time=78
192.168.1.20: bytes=32 seqg=3 ttl=128 time=79
152.168.1.20: bytes=32 seg=4 ttl=128 time=93
192.168.1.20: bytes=32 seg=5 ttl=128 time=47

-—— 192.168.1.20 ping statistics -—-—
5 packet(s) transmitted

5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 47/75/93 ms

PC>

MERIEEEIT, FHLEIERR VXLAN E8SERE=E AN

7£ NVE-A F&ZE VXLAN FERIEET

vxlan tunnel
tur L %

7£ NVE-A &ZE VXLAN BUXTE(A:

an pee
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7£ NVE-A F&E VXLAN i VNI (E8:

= Client Aipia] Client B B, £ NVE-A B9%21 G1/0/1 _LHTEY
ARP [ FBIERIRIL:

Go Copture Anshze Stidics Telephony

Teolz Help

T+

10.00000¢
2.516000
8.422000
8.465000
8.516000
8.563000
9.594000 192.168.1.10

168.1.207 Tell 192.168.1.10
s at 54:89:98:5d:44
t

Broadcast
HuaweiTe_05:6d:1d

requ

reply
request

reply

ho (ping) request

124 Echo (ping)
1.766000
11797000

124 Echo (ping)

124 Echo (ping)

Frame 3; 110 bytes on wi
Ethernet II, Src: 38:25:3
Tnternet Protocol Version
~[User Datagran Protocol,
Source Port: 4780

ace -, 140
0 (38125,

(888 bits), 110 byt

Destination Port
Length: 76

[Checksu: [wissing]]
[Checks,

Status: Mot present]
[Stream indox: 8]

[Tinestanps]

UDP payload (68 bytes)
v|Virtual eXtensible Local Area Network | VXIAN iYL &f3948
3! i

0808, VXLAN Wetwork 1D (VA1)

Group Policy 10: @
VXLAM Network Identifier (¥

Rese:
v[Ethernet 11, Src: HuaueiTe @5:64:1d (54:89:98:05:6d:1d), Dst: Broadcast (
roadcatt (FF7F
Source: HumeiTe 05:6d:1d (54:8
Type: ARP (2x0806)
200000000000000000000020000000000200
Address Resolution Protacol (request)

[Client A] I MAC

T
£98:95:6d:1d)

38 25 3a 02 01 00 38 25 3a 02 01 01 08 08 45 00 8X: &% B
00 60 60 08 00 00 e 11 b4 85 61 01 01 01 03 03
€3 03 12 b5 12 b5 00 4c 00 00 68 00 00 00 2 €0 L

02 00 7 £f FF FF 98 05 6d 1d 08 06 Tom
0 01 08 09 06 04 00 61
1 0a 7 FF FF FF 7 7
€0 00 00 90 0P 0D 00 60 ©

) 7 vireshesk 1RS190. peapng

Setsi 16 - Dixglud 16 (100.0N) - Drapped O 000 ofile: Dafuds
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24 Client A i5]8] Client B B
ICMP 153K :

, £ NVE-A R0 G1/0/1 L3TEY

5 X
Fie it View Go Copture Anshze Sitisics Telepheny Wireiess Tosks Help
aAn @ BRBI]R e 23
I c — el (=Eky
e Sere Teotasel Langth Lafs -
20.1.1.1 0sPE 82 Hello Packet
20.1.1.2 224.0.0.5 05 82 tello Packet
HuaweiTe 05:6d:1d  Broadcast ARP. 110 Who has 192.168.1.207 Tell 192.168.1.10 i
HusweiTe 54:44:83  Huaweile 05:6d:1d  ARP 110 192.168.1.20 is at 54:89:9
= 192.168.1.10 192.168.1.2¢ M 124 Echo (ping) request 1d-DxeBf1, seq-1/256, ttl=128 (reply in €)
- 192.168.1.28 192.168.1.10 o 124 Echo (ping) reply  ld=BxeBf1, seq-1/256, ttl=128 (request in 5)
192.168.1.10 192.168.1.20 cHe 124 Echo (ping) request id=Dxe9f1, seq=2/512, tt1=128 (reply in 8)
152.168.1.10 bl 126 Echo (ping) reply  1d-Oxe9F1, seq-2/512, ttl-128 (request in 7)
224.0.0.5 0sPF 82 Hello Packet
192.168.1.20 1o 124 Echo (ping) request id-buesfl, seq-3/768, tt1-128 (reply 1n 11)
192.168.1.10 1 124 Echo (ping) reply  id=dxeafl, seq=3/768, tt1-128 (request in 16)
192.168.1.20 P 124 Echo (ping) request id=dxebfl, seq=4/1024, tt1=128 (reply in 13)
13 11.797000 192.168.1.10 0P 124 Echo (ping) reply  id-Oxebfl, seq-4/1024, tt1-128 (request in 12) d

(992 bits) on interface -, id @
st: 38:25:32:02:01:00 (38:25:3a:02:01:00)
3| SHRETERIPAAD

Frame 5: 124 bytes on wire (992 bits), 124
net II, S 38:25:

bytes captured
:03:01:01

n &, Src: 1.1.1.1, Dst: 3.3.3.
~ User Datagran Protocol, Src Port: 4780, Dst Port: 4789

Destination Port:
Length: 9

[Checksun: [wissing

[Checksu atus: Not present]

4789

1
UDP payload (82 bytes)
~ Virtual eXtensible Local Area Network
lags: @xe800, VXLAN Network 1D (VNI)
Group Policy 10: @
VKLAN Network Identifier (VNI): 10
Reserved: 0
ernet 1T

HuaueiTe 85:6d:1d
Protocol Version &, Src: 192.168.1.10, Dst:
Tontrol Message Protocol

rc: Dst: HuaweiTe 5d:44:83 (54:89:98:54:44:83)
192.168.1.20 | IWEATARIIPSLER

Internet
Trternet

D 7 virhek 105190 peapns.

382532020100 3825 330101080045 00 8L 8X: ~
12 00 6e 0 00 00 00 fe 11 b4 770101010103 €3 n w
3 63 12 b5 12 b5 00 Sa 00 60 68 00 00 00 00 G0 z
€2 005089985044 83 5489980564408 --T-J0- T--m
4500 00 3c F1eB 40 00 80 01 85 69 O a8 ©1 0a <@ -1
<0 a8 01 14 08 00 9d 8b eB f1 00 01 88 09 0a Ob |
©c 6 9e 9 101112 13 14 15 16 17 18 19 1a 1b

i 16 -

Displud 1€ (100.08) - Drapped O OO0
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~h. BEERSHEITITESEIEEN

[USG5500]
—. SCIOFRFM:

__________________

HTTP Server

________________

Intranet

172.16.1.0/24

Internet

Untrust G0/0/2 B i - i
j 20.1.1.0/24 M . 1.0/24 ] |
Host X y Client Trust /;

D

[y

—. IEE[:

BId USG5500 R BT IRHIECE, @ INBENIIEEIAIAER
ZPim, {E8LAEE DMZ XiEHE) HTTP Server, REREFin
B LABIRSNERENL, tERILAGR DMZ XigHEy HTTP Server,
DMZ Xig=H) HTTP Server AgEEAI/NBEN SN ERE Fim

=. LIS

Firewall:
system-view HHENR G ERRE
sysname Firewall #5185

interface G0/0/0 #HENENEO
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ip address 192.168.1.1 24  #FE |P Hbht K FRI#ERD
interface GO/0/1  #H BRI

ip address 172.16.1.1 24 #ELE P M T ROHSHT
interface G0/0/2  #HNMENIZO

ip address 20.1.1.1 24  #FElE |P b & 7R

firewall zone trust #HNIKIEEEX

set priority 85  #FEizXiZZLZ 25/ 85

add interface G0/0/0 #151% 0 GO0/0/0 JIANFHZ X5
firewall zone dmz  #FHA\FHXIE dmz Xid,

set priority 50  #FEizXiZZ 2R 54 50

add interface G0/0/1 #5320 G0/0/1 IIAN#HZ X3,
firewall zone untrust — #H AP XKIFIEEEX I,

set priority 5 #EIZX LT 2R H7 5

add interface G0/0/2 #1520 G0/0/2 IIAFHZ X1,
policy interzone trust dmz outbound  #BEL & M S(EX I
1518 dmz XIA95H SRR

policy 0  #HANRIEEERNHIEERIRS

policy service service-seticmp  #I8ESRIEILELAIIN A
ICMP

action permit  #ENMEIERDIF

policy interzone trust untrust outbound  #ECEMNSEX
1) EE XA M SRR
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policy 0 #HARBBEERIIATEERIRS
policy service service-seticmp  #I8ERIEITELAIIIN A
ICMP
action permit  #ENXEFELIF
policy interzone untrust dmz inbound  #ECEMNIEE(EX
1i51a) dmz XA SREE
policy 0 #HANRKEERERNFEERERS
policy service service-set icmp  #EEHRIEITEAINY A
ICMP
action permit  #ENXEFELIF

325 https://huawei.easthome.com/


https://huawei.easthome.com/

OB 2222

75175, BERSHE I EEEE4am
[USG6000V1]

—. SCIOHAFM:

__________________

HTTP Server

________________

Intranet

172.16.1.0/24

Internet

Untrust G1/0/1 B i - i
j 20.1 .1.0/24 B . 1.0/24 ] |
Host «— X y Client Trust /;

D

[y

—. IEE[:

BT USG6000V1 RS BT IRRIBCE , S/MNRENAEREIN
F=Fim, BRIl DMZ XIgHE) HTTP Server, EB=F
i B LAV ISR, (BRI LAIR) DMZ XigHRI HTTP Server,
DMZ Xig=H) HTTP Server AgEEa15MNEBEN SN ERE i

k2
|:|

=. LIS

Firewall:
system-view HHENR G ERRE
sysname Firewall #5185

interface G0/0/0 #HENENEO
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ip address 192.168.1.1 24  #FE |P Hbht K FRI#ERD
interface G1/0/0  #FHNFEN#Z

ip address 172.16.1.1 24 #ELE P M T ROHSHT
interface G1/0/1 #HFNBNEO

ip address 20.1.1.1 24  #FElE |P b & 7R
firewall zone trust #FHNB B S EX

set priority 85  #FiEizXEZ S5/ 85

add interface G0/0/0 #1510 G0/0/0 IIAHZ X1,
firewall zone dmz  #FHA\FHXIE dmz Xid,

set priority 50  #FrEiZzXEZEL 5/ 50

add interface G1/0/0 #1510 G1/0/0 MIAN#HZ X,
firewall zone untrust — #H AP XKIFIEEEX I,

set priority 5 #EIZX LT 2R H7 5

add interface G1/0/1 #5320 G1/0/1 IIA#HZ X5,
security-policy #BLEZ 2R

rule name /nsidetooutside  #ENIZRZERIEHMNBZTR
source-zone trust  #5EIRXIE/Y trust
destination-zone untrust #15E BIRXIE 5 untrust
source-address 192.168.1.0 24 #IEXEIR IP MEZ N HEhS
service icmp #7E M ILECHIARSS 9 ICMP 1119

action permit  #EMANFARIHEE

security-policy #EiELZEHRE
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rule name /nsidetodmz  #ENMZZEHRIEHNZFR
source-zone trust  #{EEIRXIE/ trust
destination-zone dmz  #HEEBRXIES dmz
source-address 192.168.1.0 24 #HETEIR IP MER K2 387G
service icmp #E N ILECHIBARSS /9 ICMP 1Y

action permit  #EMAHWFEARITHEIE
security-policy #ELEZ S5

rule name outsidetodmz  #ENZLZEHRIERNIZFR
source-zone untrust  #EEIRXIE/T untrust
destination-zone dmz  #EEBRXIE dmz
source-address 20.1.1.0 24 #IEER IP MIEZ N H8hS
service icmp #7E X ILECHIRRSS /9 ICMP 1119

action permit  #EMaNWFAITHERIE
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7vT11. BiE Server-map SE8ZHM

[USG5500]
—. SCIOFRFM:

Internet --------------------------------- DMZ

Untrust G0/0/1 ’l " G0/0/0 :
20.1.1.0/24 , e 192.168.1 0/24
W Firewall : FTP Server

—. IEE[:

£ USG5500 fkiE FECERET ASPF FUEREE, BIRIER
IARY 5 STTREEITES FTP &, $4F Untrust XigdHd
Client Efi£i/518) DMZ XiZfd FTP Server

=. LIS

Firewall:
system-view HHENRFAENED
sysname Firewall #4518

interface GO/0/0  #iFH NFEN#E]

ip address 192.168.1.1 24  #BCE |P Hhhit Kz F /D
interface GO/0/1 #HHNBNEO

ip address 20.1.1.1 24  #ECE |P tthhik 5 F /IR
firewall zone dmz  #HHAH NS dmz Xig

set priority 50  #FrEIZXE L £ 579 50
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add interface G0/0/0 #1542Z0 GO/0/0 JO NHZ X 15,
firewall zone untrust  #IF NI NIEIES(FX
set priority 5 #ELEZXIFZE KA/ 5
add interface G0/0/1 #1543 0 G0/0/1 IO NHIZ X1

policy interzone untrust dmz inbound  #ECEMNIEE(EX
1518 dmz IR\ REE

policy 0  #HARIBECERIIATEERIERS

policy destination 192.168.1.0 mask 24 #I5E BRIMER
55 Mg

policy service service-set ftp  #35 E SR B& I EC A9t i 9
FTP

action permit  #ENEFELITF
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M -

15 FTP Server 5 Client 8 FTP &=\ X AFanEZ, (PORT 1&
i), £ Client 58 FTP Server:

B ftp://192.168.1.254/
R85

%@ RS BTAFESEHR , RMETHEZIZAETER L

FIP fRS:ER: 192. 168. 1. 254
RPEW: [huawei |
EBE): [k

ERE » AN IRS SR IBIEREEE » LIERREE.
& FTP ﬁﬁﬁﬁ%ﬁﬂﬁ%ﬁ%zluxﬂﬂrﬁﬁ@ﬂﬂﬁﬁﬁ B{FPTIRL
» VAR Web JLH3E (febD:
Learn more about using Web Folders.

I ESERQW I REFEEBE

w

EIcE

EFEIEHES] 192.168.1.254

tiﬁ%] &3 I@ftp:msz.xss.l.zw

|4 Internet

& OEPEYD P 195
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& ftp://192.168.1.254/ =l :XJ
3’({*(_) SEE FFW WWE IAD B ‘ &
Q= -©- 3|/ % |5 5 X 9 |E-

HIBH(D) I@Ftp://wz.ms.l,zsﬁ - =3

[EERRIHRAAE | mnternet

21F1E| & (@ | frp:i192.168.1.254 @i@@ﬁ D9 % 1958

FEERBATRPREERZ G, TRRERYIE

FeE EIAAEARERET, Client 5 FTP Server g9 21 S
REREEEEGIEE, 2581 PORT a5t Client
HERERImOS, TnEmINE, FTP Server EafA Client
AR Nm O SAREIEIER:, AMESREIRERES SRR
MRS

FfkiE L, EEREENTERIENFRT FTP Y, Bt
221 Six0, 2 Client [8 FTP Server KiCissEEZMEN T
&1&, M FTP Server [A) Client &iEC#iEEZANIF/ BrIROS
2808 20 SlifhENmOS X, XEARRRFKERNEEE
R, BETEGmFRIEER
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a1x FTP Server &l Client (A REEE ¥ Z2REE, NHIFF
I Client BUEFBImASHE, BEF4ERRKIITERE

IWRARRR SRR, R XIE LTS ASPF Thae
firewall interzone untrust dmz # 1T 3E 5 1 X 55 15 5]

DMZ Xigia975 [ _EFFiS ASPF IHEE
detect ftp #< ASPF Ihge/RT FTP &=1&

/’Yﬁ}fﬁ Client i5j8) FTP Server:

E1 fep:// 1.2 =&
1{*(_) w80 TEW GE@ TRAO B | a
Qre-O- F| Pmx |xmx |3 5 X B|E-
HitE(D) [ @A frpi/j192.168.1.254] - =3
tttttttt
| [AP: huawei |4 Internet
@l & @ |§3ft 111192.168.1.254] & YWEMDD % 2006

SR EIMELZLeLAER15R] FTP Server
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EppXIE EEE Server—map =T

?_ IZHAFJ:EE iﬁ%l
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7v1/\. BicE Server-map SEIE2HK

[USG6000V1]
—. SCIOFRFM:

Internet --------------------------------- DMZ

Untrust G1/0/0 ’l " G0/0/0 :
20.1.1.0/24 , e 192.168.1 0/24
W Firewall : FTP Server

—. IEE[:

£ USG6000V1 Brkig EBRCEE T ASPF BUEIERES, &

XM 5 ToBRERINE FTP g, $4F Untrust XigidHg
Client Efi£i/518) DMZ XiZfd FTP Server

=. LIS

Firewall:
system-view HHENRFAENED
sysname Firewall #4518

interface GO/0/0  #iFH NFEN#E]

ip address 192.168.1.1 24  #BCE |P Hhhit Kz F /D
interface G1/0/0  #1FH NFEN#E]

ip address 20.1.1.1 24  #ECE |P tthhik 5 FRIERY
firewall zone dmz  #HHAH NS dmz Xig

set priority 50  #FrEIZXE L £ 579 50
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add interface G0/0/0 #1510 G0/0/0 MIAN#HZ X,
firewall zone untrust  #¥ N\ KB EEEXE,
set priority 5 #ELEZXIFZE KA/ 5
add interface G1/0/0 #1510 G1/0/0 MIA#HZ X,
undo firewall detect ftp #RX AP K FTP falThEE

security-policy #ELEZ S5

rule name outsidetodmz  #EMIZRZERIEMNZTR
destination-address 192.168.1.0 24  #igxE Birittit 5+
AT

service ftp  #XENXILECHIARSS 9 FTP 119

action permit  #EMAHFARITHEIE

336 https://huawei.easthome.com/


https://huawei.easthome.com/

OB 2222

M -

15 FTP Server 5 Client 8 FTP &=\ X AFanEZ, (PORT 1&
i), £ Client 58 FTP Server:

B ftp://192.168.1.254/
R85

%@ RS BTAFESEHR , RMETHEZIZAETER L

FIP fRS:ER: 192. 168. 1. 254
RPEW: [huawei |
EBE): [k

ERE » AN IRS SR IBIEREEE » LIERREE.
& FTP ﬁﬁﬁﬁ%ﬁﬂﬁ%ﬁ%zluxﬂﬂrﬁﬁ@ﬂﬂﬁﬁﬁ B{FPTIRL
» VAR Web JLH3E (febD:
Learn more about using Web Folders.

I ESERQW I REFEEBE

w

EIcE

EFEIEHES] 192.168.1.254

tiﬁ%] &3 I@ftp:msz.xss.l.zw

|4 Internet

& OEPEYD P 195
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& ftp://192.168.1.254/ =l :XJ
3’({*(_) SEE FFW WWE IAD B ‘ &
Q= -©- 3|/ % |5 5 X 9 |E-

HIBH(D) I@Ftp://wz.ms.l,zsﬁ - =3

[EERRIHRAAE | mnternet

21F1E| & (@ | frp:i192.168.1.254 @i@@ﬁ D9 % 1958

FEERBATRPREERZ G, TRRERYIE

FeE EIAAEARERET, Client 5 FTP Server g9 21 S
REREEEEGIEE, 2581 PORT a5t Client
HERERImOS, TnEmINE, FTP Server EafA Client
AR Nm O SAREIEIER:, AMESREIRERES SRR
MRS

FEkiE L, EEREENTERIENFRT FTP Y, Bt
221 S0, 2 Client [@ FTP Server KiCissEEZMEN T
&1&, M FTP Server [A) Client &iEC#iEEZANIF/ BrIROS
28148 20 SlifhENmOS X, XEARRLFKERZNEEE
R, BETEGFRIEER
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a1x FTP Server &l Client (A REEE ¥ Z2REE, WHIFF
I Client UpFBImASEE, B4R NZ2RE

RTRIRRIRT 22, HERXIE EFFE ASPF ThsE

firewall interzone untrust dmz #EFEEXE I IE
DMZ Xi5RY75E)_EFFfS ASPF THEE

detect ftp #< ASPF Ihge/RT FTP &=1&

B%{EHR Client i8] FTP Server:

.1.254/ =&
MHHE) REE FEFW W@ IAD B ‘ "
Qre-O- F| Pmx |xmx |3 5 X B|E-

HitE(D) [ @A frpi/j192.168.1.254] - =3
tttttttt

| [AP: huawei |4 Internet

@l & @ |§3ftp:f!192,168.1,zs4t & YWEMDD % 2006

SR EMBELRILAEEGA FTP Server
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Y_B)iki i FEE Server—map%

?_ IZEA iﬁi’él
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7~Th. BEEEF USG5500 fakiEaT

NAPT =c382H %
—. SCIOHAFM:

5 Client A [ — Private ! : Public
1 192.168.1.10/24 | I o

E0/0/2

a4 E0/0/1___G0/0/0 Bird GO/0/1
oA 192.768.1.1/24 4 £ 20.1.7.1/22 Lt %
e Server

Fiirewsill !
R 20.1.1.254/24 !

i Client B —
i 192.168.1.20/24 |

—. IEE[:

MLIAFREPZE USG5500 Firewall fEAZEMK, EFARIF
192.168.1.0/24 MERRIAF A LAEE A Internet Ff Server,
£ Firewall EECEIR NAT SRHE

=. SCIGTEE:

Firewall:
system-view HENR G EE,
sysname Firewall  #2518%E 03

interface G0/0/0 #HENENZEO
ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
interface GO/0/1 #HENENEO
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ip address 20.1.1.1 24  #FElE |P b & 7R3

firewall zone trust #FHNB B S EX

set priority 85  #FiEIZzXEZ £ 5/ 85

add interface G0/0/0 #151% 0 GO/0/0 JINFHZ X1
firewall zone untrust  #H NP XIFIEEEX I

set priority 5 #RLEZXIFZE KA/ 5

add interface G0/0/1 #5320 G0/0/1 IIANHZ X I,
policy interzone trust untrust outbound  #ECEMNSEX
13 AR HEE X RIS M SRR

policy 0 #HANRBEERNHEERIERS

policy source 192.168.1.0 mask 24  #1EEIEMNE S F X
1R

action permit  #ENEFELITF

nat address-group 1 napt20.1.1.2 20.1.1.3 #ECE NAT
Hesbt, FEEMMHUEERYEE At S5 R T

nat-policy interzone trust untrust outbound #ELE M S
EXEGFARSEXERIFMNETTEIRY NAT SRS

policy 0 #HENRIEEEEAHIEERIERS

action source-nat  #HETENEFERIR NAT

address-group napt  #EF NAT tthiibt

ip route-static 0.0.0.0 0.0.0.0 20.1.1.254 #ELEREIREH
ip route-static 20.1.1.2 255.255.255.255 Null 0 #/9Bp1E
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KRHEER, REROKH
ip route-static 20.1.1.3 255.255.255.255 Null 0 #9[51E

EHERR, EETRORH
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t+. BEETF USG6000V1 fkiEkY
NAPT 3c3&4H M

—. SCIOHAFM:

5 Client A [ — Private ! : Public
1 192.168.1.10/24 | I o

E0/0/2

a4 E0/0/1___G0/0/0 BEE G1/0/0
oA 192.768.1.1/22 4 £ 20 1.7.1/22 Lt %
e Server

Fiirewsill !
R 20.1.1.254/24 !

i Client B —
i 192.168.1.20/24 |

—. IEE[:

Pz ERZE USG6000VT Firewall fEAZEMK, (HERAKI
192.168.1.0/24 MERRIAF A LAEE A Internet Ff Server,
£ Firewall EECEIR NAT SRHE

=. SCIGTEE:

Firewall:
system-view HENR G EE,
sysname Firewall  #2518%E 03

interface G0/0/0 #HENENZEO
ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
interface G1/0/0 #HFNFENEO
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ip address 20.1.1.1 24  #FElE |P b & 7R3
firewall zone trust #FHNB IS S EX

set priority 85  #FiEIZXEZ £ 5/ 85

add interface G0/0/0 #151% 0 GO/0/0 JINFHZ X1
firewall zone untrust  ## N\ KB EEEXE,

set priority 5 #RLEZXIFZE KA/ 5

add interface G1/0/0 #1510 G1/0/0 fINFHZ X,
security-policy #ELEZ A

rule name NAPT  #ENKEEZR

source-zone trust  #HEERNEEXIE
destination-zone untrust  #gEBIRAIEEEX
source-address 192.168.1.0 24 #EEIR |P etk 5+ R
5

action permit  #EEIESATIF

nat address-group #ELE NAT Hbhbith

section 020.1.1.2 20.1.1.3  #HETEATEEHRAIAMHbHE
nat-policy  #ECEIE NAT &0

rule name NAPTPolicy — #ENE NAT SEIEEZR
source-zone trust  #HEERNE(EXE,
destination-zone untrust  #EEBIRNIHEEXE
source-address 192.168.1.0 24 #EEIR |P etk 5+ )i
5
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action source-nat address-group #15ENEIRAE NAT
bt 1 PECERIMILH TR

ip route-static 0.0.0.0 0.0.0.0 20.1.1.254 #ECETREIXEH
ip route-static 20.1.1.2 255.255.255.255 Null 0 #9[5 1k
EHER, EE=EOMKH

ip route-static 20.1.1.3 255.255.255.255 Null 0 #4951k

IHER, RETEORH
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t+—. EeEEF USG5500 fKIEHT

NAT Server 33820
—. SCISAF:

= Clent A Untrust | DMZ
I:] 172.16.1.10/24 Lo
' E0/0/2 b
N —> [ G0/0/0 G0/0/1 69.106.202.1/24 [EYSEIN G0/0/0
5 Ly 172.16.1.1/23 69.106.202.10/24 G0/07T M4 Ball 192.168.1.1/24
' E0/0/3 RTA Firewal HTTP Server |
i b 192.168.1.254/24.
—

= Client B
__ﬂ 172.16.1.20/24

—. e ERY:

R4 FRERE USG5500 Firewall fEAZRER%, < DMZ Xi5

EJ Web Server gefigxg7MeHARSS  F7E Firewall FECERSS

RS MLEITNEE, BRAMZEOR IP thutsyh, ERLbAUL
[69.106.202.2] {E/INKIBRSS eaXxIIMEMALARSSHILtE

=. SCIGTEE:

Firewall:
system-view #HHNZR R ENRRT
sysname Firewall #4518

interface G0/0/0 #HENENZEO
ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
interface GO/0/1 #HENENEO
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ip address 69.106.202.1 24 #BUE |P Huht R FRIHESHD
firewall zone untrust  #H NP XIBIEEEX I

set priority 5 #RCEIZXIFBZ 2R A9 5

add interface G0/0/1 #1520 GO0/0/1 JIIAFHZ X1,
firewall zone dmz  #i#H N\ [5k i DMZ [Xid

set priority 50  #FiE1ZXE L £ 57 50

add interface G0/0/0 #1520 GO0/0/0 JINFHZX 15,
policy interzone untrust dmz inbound  #EZE N IES(EX
15i7518) DMZ XA NSRS

policy 0 #HANRBEERNHEERIERS

policy destination 192.168.1.0 mask 24 #EE HAIMER
5F kg

policy service service-set http #ERREOTED HTTP /3%
action permit  #ENMERERIF

nat server 1 protocol tcp global 69.106.202.2 8080 inside
192.168.1.254 80 no-reverse  #IiEHEPIRSS 2 bt 5%
BREFZE SR Pt Siim ]

ip route-static 0.0.0.0 0.0.0.0 69.106.202.10  #E ERE
izal=s

ip route-static 69.106.202.2 255.255.255.255 Null 0 #
ABrLEIRHRER, BT EOKH
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RTA:

system-view HENRFZONERED

sysname RTA #4518

acl 2001  #GUEIREEEFIFIZR

rule 5 permit source 172.16.1.0 0.0.0.255  #PCHECIEEER
Ez

interface GO/0/0  #FHNHEMNEEC

ip address 172.16.1.1 24 #BUS |P HuHE RS 7 ROEsHD
interface GO/0/1  #FNHEMNEEC

ip address 69.106.202.10 24  #F2 5 |P it N I3
nat outbound 2001  #7E/hEREECIAYH 3R A ABIIHE
HFIZ=
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t+=. GEEETF USG6000V1 Bk iE

B9 NAT Server SCISZHN]
—. SCIGHAFH:

T Cienta Untrust § | DMZ
I:] 172.16.1.10/24 i
! E0/0/2 b
} oA G ) £0/0/1 G0/0/0 G0/0/1 69.106.202.1/24 [ G0/0/0
| L= 172.16.1.1/24 69.106.202.10/24 G1/0/0 B4 &l 192.168.1.1/24
' E0/0/3 RTA Firewal HTTP Server |
i b 192.168.1.254/24.
—

= Client B
__ﬂ 172.16.1.20/24

—. IEE[:

LD RERE USG6000V1 Firewall fEAZEM¥E, © DMZ X

15 -RY Web Server BEGBERIIMRMHARSS , F7E Firewall EECERR

FererSIETINGE, BRAOMEOMN IP ihutsh, FERMtut
[69.106.202.2] {E/ANMARSSeexIIMEHARSS AYELE

=. SCIGTEE:

Firewall:
system-view #HHNZR R ENRRT
sysname Firewall #4518

interface G0/0/0 #HENENZEO
ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
interface G1/0/0 #HFNFENEO
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ip address 69.106.202.1 24 #BUE |P Huht R FRIHESHD
firewall zone untrust  #H NP XEIESEX T

set priority 5 #RCEIZXIFBZ 2R A9 5

add interface G1/0/0 #1580 G1/0/I0 N X 15,
firewall zone dmz  ##FH Nk iE DMZ X1

set priority 50  #FiE1ZXE L £ 57 50

add interface G0/0/0 #1540 GO/0/0 IIANHHZ XI5
security-policy #ELEZ A

rule name NVATSERVER  #iEELZEHIRETR

source-zone untrust  #HEEBRNAEEXE
destination-zone dmz #18EH1x 9 DMZ Xig
destination-address 192.168.1.0 24  #i5E=BxAY P bilt
NIRRT

action permit  #HEEINENTOF

nat server natserver protocol tcp global 69.106.202.2 www
inside 192.168.1.254 www no-reverse  #J&RERFE 51D
U Sim BRGTE MR Rt S

ip route-static 0.0.0.0 0.0.0.0 69.106.202.10  #E ERE
iz:ls

ip route-static 69.106.202.2 255.255.255.255 Null 0 #
ARG IEERERERR, BB OKH
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RTA:

system-view HENRFZONERED

sysname RTA #4518

acl 2001  #GUEIREEEFIFIZR

rule 5 permit source 172.16.1.0 0.0.0.255  #PCHECIEEER
Ez

interface GO/0/0  #FHNHEMNEEC

ip address 172.16.1.1 24 #BUS |P HuHE RS 7 ROEsHD
interface GO/0/1  #FNHEMNEEC

ip address 69.106.202.10 24  #F2 5 |P it N I3
nat outbound 2001  #7E/hEREECIAYH 3R A ABIIHE
HFIZ=
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1=, BEETF USG6000V1 B5NIE

B9 Web EIE3CIEZHM
—. SCIOHAFM:

; \\I r,’
! Administrator %%E Trust o Untrust
| 172.16.1.10/24 ™ o
E0/0/2 o
e E0/0/1  G0/0/0 R G1/0/0
oA .—) YEATRRNZY T - pokkrzam Internet % |
E0/0/3 Firewdl! FTP Server !
Lo 20.1.1.254/24 |

' ClientA =
| 172.16.1.20/24

PZZINFERE USG6000VT Firewall {fEAZERX, SEERIE
SR XE Web WAEINGTXEFHTERE, (FARAZRAY Client
A gEfiz130R) FTP Server, {BFGA ping i@ FTP Server

=. SCIGTEE:

Firewall:
system-view HENR G EE,
sysname Firewall #5185

interface G0O/0/0  #HN\MEMN#EC
undo ip binding vpn-instance default  #ff|f&EAIALEERY
VPN L4l
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ip address 172.16.1.1 24 #ERE |P HuhE R FROHSHT
service-manage all permit  #5iF@EIIZZ XS K ERIRT
BRSHITEE

service-manage enable #HEREEEINEE
web-manager enable #JTf5 Web E12I188E

Administrator:

TFF Web 552, X https://172.16.1.1:8443

# ey « |+

O A o hipsy72161.1:8443

WMARPERER, BRIRE

Designer : Yigian Hu 354 https://huawei.easthome.com/
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M, -
Client A OJIE&Eifial FTP Server:

(E) TBW W@E@ IAD W
Qe -Q- 3| Pux mxex |3 3 X 9|

Hitk(0) [ @ "tpusrz0.1.1.254)

test.bxt

[P test

EHFR%] & (@ | ftpyjjz0.1.1.254] = 0ENY9D % 1412
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£ Client A E4#&5 FTP Server B9&EE M, RINTCIE ping 18 :

Ethernet adapter ZsihiZfs:

Connection-specific DNS Suffix

IP Address. . . . . . . . . . . . :172.16.1.20
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 172.16.1.1

Ethernet adapter Bluetooth R%5i&FE:
Media State . . . . . . . . . . . : Media disconnected

C:\Documents and Settings\ATNET®1>ping 20.1.1.254

Pinging 20.1.1.254 with 32 bytes of data: b
Request timed out. . il i

Request timed out.
Request timed out.
Request timed out.

Ping statistics for 20.1.1.254:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

C:\Documents and Settings\ATNETO1>

EHFRS] & (@ |B¥ c\wINDOWS\system32... BOERY9D % 1411
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++M. fE NTP SE384HM

—. SCIOHAFM:

G0/0/0 G0/0/0
192.168.1.1/24  192.168.1.2/24

RTA (CX) RTB (CX)

—. XEEHEAY:
15 RTA BR&EhK9 NTP Master, € RTB {5 Client M\ RTA L[
R

system-view immediately — #HAZFGUEERHSEE L
RIAERY

sysname Master #8185

ntp-service refclock-master HECEARMATEMEASERY
T

ntp-service authentication enable #FFiE NTP IAIELDEE
ntp-service source-interface Ethernet1/0/0  #FCE NTP
AR A BE O Ethernet1/0/0

ntp-service authentication-keyid 1 authentication-mode
md5 cipher P@sswOrd ~ #Bt& NTP JRSS2RIRSZIAIEESH
ntp-service reliable authentication-keyid 1 #ECETS
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undo ntp-service disable  #F/5 NTP R5528ThE¢
interface Ethernet1/0/0  #FH NAEMN ]

ip address 192.168.1.1 24  #FE& |P Hhht K FRI#ERT

RTB:

system-view immediately

sysname Client

ntp-service authentication enable

ntp-service authentication-keyid 1 authentication-mode
md5 cipher P@sswOrd

ntp-service reliable authentication-keyid 1

undo ntp-service disable

interface Ethernet1/0/0

ip address 192.168.1.2 24
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M, -
B2 RTA BYBT$9AT(8] :
clock datetime 21:00:00 2021-07-01
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t+h. BiE SSH iniEERELISAN

—. SCIOHAFM:

G0/0/0
192.168.1.2/24

G0/0/0 — G0/0/0
192.168.1.3/24 (_ 192.168.1.1/24

RTC SWA RTA
—. IEE[:

BcEFHEA STelnet LIZERATIEERIREE, £ RTA L€
2 NERAP: east 5 home, © RTB {fHF east, 1@Eid
password INIEATVE R RTA ;£ RTC AR home iEiT RSA
NERTVER RTA; BRNEELZ 25, (RIER T RTB 5 RTC
SRIRE

system-view HHENR G ERE

sysname RTA  #/518% 44

interface GO/0/0  #FH NFENIE]

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D

rsa local-key-pair create #AE R RSA FHZETS
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BRESEEBMANS, H RSA BHEERE, NASSIRREERMIA
EEEREERHE,; B [y] FRIEBTEERBATHZHEN
I, BRESHBRAN SENBEMRIMER 5127, TX
KE 2048 iz, TRERES 2048 [z

The key name will be: Host

% RSA keys defined for Host already exist.
Confirm to replace them? (y/n)[n]:y
The range of public key size is (512 ~ 2048).
NOTES: If the key modulus is greater than 512,

It will take a few minutes.
Input the bits in the modulus[default = 512]:2048

Generating keys...

++++++++

A+t +H++

user-interface vty 0 4 HHENFBFERE R
authentication-mode aaa  #ECEINIFET A AAA

protocol inbound ssh #Nub Y e SSH
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aaa #HN AAA FECEIEL

local-user east password cipher P@sswOrd  #8lEEFEF
NEFRER

local-user east privilege level 15 #i8EFFHIZEI/ 15
local-user home password cipher P@sswOrd #BlEEF
FREREH

local-user home privilege level 15 #i8&FREFRIREIS
15

ssh user east authentication-type password  #iZEFHH

east FIIAUESEEY HZ5HEIAIIE

ssh user /home authentication-type rsa #HIZERF
home AYIAIESSEY 5 RSA TAIE
stelnet server enable #FF =2 STelnet RS

aaa #HHEN AAA NECEET
local-user eastservice-type ssh  #ZEFIF east HIIRSSZE

B39 SSH

local-user 1ome service-type ssh #IZEFRF home §Y
ARS52584 )9 SSH

ssh server port #8EH SSH UIRE w543

RTC:

system-view
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sysname RTC

interface GO/0/0

ip address 192.168.1.3 24

rsa local-key-pair create

The key name will be: Host

% RSA keys defined for Host already exist.

Confirm to replace them? (y/n)[n]:y

The range of public key size is (512 ~ 2048).

NOTES: If the key modulus is greater than 512,
It will take a few minutes.

Input the bits in the modulus[default = 512]:2048

Generating keys...

++++++++

A+t ++++

display rsa local-key-pair public  #&7& RTC & AJ RSA
EIANRINIHER D

Key code:

30820109
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02820100
C26E4E3D C26A16FC DI9BOF1E9 4B820FE8 51124585
/3CADEB2 726E7424 99469D94 BOD487E8 OED67787
6B742E0C BC249E4D D8D29999 1767E5FE FACFF205
2CEB82CC 8F4045A7 A3D9B57F 5400B36E 370A44D9
A3AE3225 17A8DCE9 97F1AA4C C516CFOF
DC372CD6
95641839 424AD90E C96874AF FAB7CFB6 BF99E821
A63718EF 2ABC167E E34D93B7 00BA2780 92DA8688
36679812 CA48F496B DBB6BB7A OE3A8858 6DFBDF42
O5ECODEE 26A825CC 9E5577BE B6COD9EF EBE419EOQ
DA4F17D2F 837A4A52 7F8844E9 6FE97402 57E35D5C
53BDC944 9A6D73D7 CA1BF090 F240BDF2 ED76C2FE
0A27BC9C 887CDD67 5943C84A 7111BAD4
526BEF6B
B4567330 E12C410F CD62907B 8DCOBFA5
0203
010001

Time of Key pair created: 2021-06-16 10:07:56-08:00
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Key name: Server

Key type: RSA encryption Key

Key code:
3067
0260
A7DF1302 A6FC8B70 126086A4 9579681A EC5F2651
ADDEB703 OFOE43EO0 659DAFA9 2E886979 FO88FA93
6783783C 854B0447 38C3B791 FCC5C1DC 45E9FAE6
ABB6AEC7 AEBDCED6 3E7A13E1 C243CE7A
45C7CCD3
B55B2F92 C46C9FF5 21834E08 681CB891
0203
010001

RTA:
rsa peer-public-key easthome #BIEEFFHN RSAXFZER
NIABCERE

public-key-code begin  #EEIttab I FLIDRRIA S
30820109
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02820100
C26E4E3D C26A16FC D9BOF1E9 4B820FE8 51124585
7/3CADEB2 726E7424 99469D94 BOD487E8 OED67787
6B742E0C BC249E4D D8D29999 1767E5FE FACFF205
2CEB82CC 8F4045A7 A3D9B57F 5400B36E 370A44D9
A3AE3225 17A8DCE9 97F1AA4C C516CFOF
DC372CD6
95641839 424AD90E C96874AF FAB7CFB6 BFO9E821
A63718EF 2ABC167E E34D93B7 00BA2780 92DA8688
36679812 C48F496B DBB6BB7A OE3A8858 6DFBDF42
O5ECODEE 26A825CC 9E5577BE B6CODO9EF EBE419EO
D4F17D2F 837A4A52 7F8844E9 6FE97402 57E35D5C
53BDC944 9A6D73D7 CA1BF090 F240BDF2 ED76C2FE
0A27BC9C 887CDD67 5943C84A 7111BAD4
526BEF6B
B4567330 E12C410F CD62907B 8DCOBFA5
0203
010001  #1& RTC L/ =4RY RSA NBECE IR &8in
public-key-code end HEE LA RNPRBERSR

peer-public-key end  #3JER N HECE SR
ssh user home assign rsa-key easthome  #J3 SSH FAF
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home 43z STelnet Z sl RSA 4N4A

RTB:

system-view

sysname RTB

interface GO/0/0

ip address 192.168.1.2 24

ssh client first-time enable  #JF/5 SSH & Fim = /XA
BE

stelnet 192.168.1.1 1025

Please input the username:east

Trying 192.168.1.1 ...

Press CTRL+K to abort

Connected to 192.168.1.1 ...

The server is not authenticated. Continue to access it?
(y/n)[nl:y

Jun 16 2021 10:21:52-08:00

RTB %%01SSH/4/CONTINUE_KEYEXCHANGE()[1]:The
server had not been authenticated in the process of
exchanging keys. When deciding whether to continue, the
user chose Y.

[RTB]
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Save the server's public key? (y/n)[n]:y

The server's public key will be saved with the name
192.168.1.1. Please wait...

Jun 16 2021 10:21:56-08:00

RTB %%01SSH/4/SAVE_PUBLICKEY(I)[2]:When deciding
whether to save the server's public key 192.168.1.1, the
user chose Y.

[RTB]

Enter password: P@sswOrd
<RTA>  #EREFRMI

RTC:

system-view

ssh client first-time enable
stelnet 192.168.1.1 1025

Please input the username:/7ome
Trying 192.168.1.1 ...

Press CTRL+K to abort
Connected to 192.168.1.1 ...

The server is not authenticated. Continue to access it?

(y/n)[n]:y
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Jun 16 2021 10:25:42-08:00

RTC %%01SSH/4/CONTINUE _KEYEXCHANGE()[1]:The
server had not been authenticated in the process of
exchanging keys. When deciding whether to continue, the
user chose Y.

[RTC]

Save the server's public key? (y/n)[n]:y

The server's public key will be saved with the name

192.168.1.1. Please wait...

Jun 16 2021 10:25:44-08:00

RTC %%01SSH/4/SAVE PUBLICKEY(I)[2]:When deciding
whether to save the server's public key 192.168.1.1, the
user chose Y.

[RTC]

<RTA>  #ZRERKI
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175, BeEAHFRIEEEIEEN

—. SCIOHAFM:

G0/0/0
192.168.1.1/24

G4/0/0
RTA
G0/0/2

192.168.3.1/24

G0/0/1
192.168.2.1/24

. LwERY:

FAREBIEMNABIEFED RTA i51d Internet; 7517 RTA
SZWEER, NEERENEHROENRECRERER, &
ERARNFELLTIS:

1. BIXERQEINRESHTRIA, Net 1 FENEPEE
REWEHITN,

2. RTA IEIKERT ARP Reply #23Z, $20m CPU RIIEETIE;
3. RTA TiERMH FTP RS,

4. BEMAEFED DHCP 5zURISREN IP ek, {8 RTA KU
Qb8 Fi% CPU B9 DHCP #RZ;
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5. RTA BIKREHRT Telnet #iR3Z
EHERFZEIE RTA _EERCETH BB LMERR AR

system-view

sysname RTA

acl 4001  #GIZEETF MAC itsltaSnpaEHIZIZE

rule permit source-mac 5489-985C-476F  #UUECINTHERY
R MAC ik

cpu-defend policy #RUEE IR
auto-defend enable  #FFFINTIRRICEINEE
auto-defend threshold 50  #FEWHECEFES 50
blacklist 1 acl 4001 #1& ACL 4001 PTECRYIR MAC ttsitfe
EEESES

packet-type arp-reply rate-limit 1 #Bo & ARP Reply 1z
N _Eix CPU RIIERSERHEIS 1pps

application-apperceive packet-type ftp rate-limit 2000
#ECE FTP WX ESERSRIFIIBERVIRERIRHIESY 2000pps
cpu-defend application-apperceive ftp enable  #£FTF
FHiE FTP eSS RIPTIRE

cpu-defend policy HFHHNH I RISBECERTC
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packet-type dhcp-client priority 3 #i5 gAY DHCP #§
XARERECEN 3, < CPU (LA RILESEIRS
cpu-defend-policy #EER TR TR
undo telnet server enable  #3X[7] Telnet JR55T0EE
interface GO/0/0  #HNHERNIZEO

ip address 192.168.1.1 24  #FiE& |P Hhht K FRERT
dhcp select interface #BicE DHCP I IAEER mizOiE
=X

dhcp server excluded-ip-address 192.168.1.254 #EC
B Eeitet ATHERRRY B

dhcp server dns-list 202.106.49.151 #BECE S ECHY DNS
bk

dhcp server lease day 8 #EE DHCP RystEtFEER
interface GO/0/1  #HNMENIZO

ip address 192.168.2.1 24  #BCE |P Hhhit K F /D
dhcp select interface #fcE DHCP BT {FE={ pzOE
=X

dhcp server excluded-ip-address 192.168.2.254 #HC
B Eotbi AT HEBRAY I

dhcp server dns-list 202.106.49.151 #BECE S ECAY DNS
bk

dhcp server lease day 8 #fcE DHCP RUsttFEER
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interface G0/0/2  #HNMERIEL

ip address 192.168.3.1 24  #{fCE P il F/Esrg
dhcp select interface #BCE DHCP B TEEIN A OR
+

dhcp server excluded-ip-address 192.168.3.254 #EC
B D AT HERRAY MBI

dhcp server dns-list 202.106.49.151 #BECE D ECHY DNS
etk

dhcp server lease day 8 #fc & DHCP Bt tEFRER

5
7_ RTA J:EEEEEEGBEIQE%W =)
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EMZEFIRE ARP-Reply ILERT, BEE LiXZ RTA £ERAYR
MHIFGEITHER:

[RT

RIFEF 7 XEARL

D021 11:14
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W EREE LX) RTA HSRIEESINGOHEE, AT
FFEARH ARP-Reply EFIRY, RIHRETESS ARP-Reply
RSO T TR

[RTA]display cpu-defend statistics
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+++. @it&& WLAN VLAN Pool =C38
ZHxg

—. SCIOHAFM:
N

({ce

((( ‘))) G0/0/0 G0/0/2 ﬂGO/Oﬁ GO/0/1EB

AP SWA AC
s
ZEVLAN 666: 10.1.1.0/24

JIr$EVLAN 30: 172.16.1.0/24
—. SCIRERY:
BIZ7E AC EFEZE VLAN Pool, £ VLAN Pool 82 2 MIE
VLAN, MMSEP— SSID X3z M5 VLAN 5%, BT
HASH S BCEEBRKERP S EEIARRR VLAN /1, LIS
B, RTINS

=. SCIEER:

AC:

system-view HHENR G ERE
sysname AC HEIRE R

vlan batch 20 30 666 #87 VLAN 20, 30 &% 666
dhcp enable  #FF=Z DHCP I&E
ip pool vlan20 #BIFEFHA vlan20 bl
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network 192.168.1.0 mask 24  #FR & 5 HCHI M EE K F
ARG

gateway-list 192.168.1.1  #FEE S FECHIMI it
dns-list 202.106.0.20 #ECE o FCHY DNS it

ip pool vlan30 #BIFEFHEA vian30 it

network 172.16.1.0 mask 24 #ECE D BCHIMER K F
AT

gateway-list 172.16.1.1 #H0 B D ECHIRI K IbIE
dns-list 202.106.0.20 #ECE o FCHY DNS it

ip pool vlan666  #BIEEFHFH A vlan666 ittt
network 10.1.1.0 mask 24 #ECE 70 ECHY M ER B Y
L

gateway-list 10.1.1.1  #FECESEHIMI It
interface vlan 20 ##) VLAN 20 g9ORE=ED

ip address 192.168.1.1 24 #HELE P itk R F/IsHS
dhcp select global #FFEET£/EH9 DHCP IhaE
interface vlan 30 #1# VLAN 30 9= AECEEZC

ip address 172.16.1.1 24  #E¢E |P Hhhit K FRaiEsig
dhcp select global  #FFEETF</EHY DHCP &g
interface vlan 666  ## A\ VLAN 666 HYEFECEE

ip address 10.1.1.1 24  #FEE& |P b5 F/IEH3

dhcp select global  #HFEETF£/ERY DHCP Ihge
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interface GO/0/1  #FH NAER AR

port link-type trunk #iFim O E iR

port trunk allow-pass vlan all  #71FZ1EFFE VLAN
PRICHIERE

capwap source interface Vlanif 666  #ig%E AC 5 AP
7237 CAPWAP F&iERREO

wlan  ##HAN WLAN RIBCEEL

security-profile name #BIEEFH AN
REIRIRE
security wpa2 psk pass-phrase aes-tkip

#1gEINZ RIS U EH

ssid-profile name Huawe/-AP3030  #GliEZEFHHN
SSIDFEAR AR E]

ssid Huawei-AP3030  #}5ESSIDAIZFR

vlan pool easthome #B8EFHAVLAN Pool
vlan 2030 #EEVLAN Pooldh& ESHMEVLAN
assignment hash #EEETHASHOBLEL
wlan  #HEAWLANE BER,

vap-profile name Huawei-AP3030  #BIZEFHAN
VAPIEHRRE

service-vlan vlan-pool easthome  #BLEVAPRIISE
VLAN{&EAVLAN PoolFAIJVLAN
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ssid-profile Huawei-AP3030 #4BTESSIDIERR
security-profile HIPER SRR
ap-group name Huawei-AP3030  #BZEFHH NAPAH
radio0  #HEEEAID

vap-profile Huawei-AP3030wlan 1  #EVAPS
WLANECEHE5E

ap-id 1 type-id 45 ap-mac 00e0-fcd7-2d20  #ELEZE
—&APHID(E, X848, LAKAPRIMACHEIE

ap-name AP1 #A5%E—8APEHE

ap-group Huawei-AP3030  ##BAPIONIFHAPAE

SWA:

system-view

sysname SWA

vlan batch 20 30 666
interface GO/0/1

port link-type trunk

port trunk allow-pass vlan all
interface G0/0/2

port link-type trunk

port trunk allow-pass vlan all

port trunk pvid vlan 666
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M -
{FH 2 & STA IR EE AP, BEIX 2 & STA FR¥RENRY IP itk

% STA1 - B8l X

Vap 5%

Welcome to use STA Simulator!

STA>ipconfig

Link

IPv6E

IPvE

IPv4 172.16.1.253
255.255.255.0
17231613
54-89-98-An-01-7F
202.106.0.20

T STA2 -8 X

Vap 5I| wEAT UDPEEITE

Welcome to use STA Simulator!
STA>ipconfig

Link local IPvé address

IPv6 address

IPv6 gateway... C

IPv4 address... 192.168.1.152
Subnet mask.... 255.255.255.0
Gateway 192.168.1.1
Physical address. 54-89-98 oc-77
DNS server 202.106.0.20
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t+/\. EE WLAN DHCP k(e
ki 2|71

—. SCIOHAFM:

AC SWA RTA
G0/0/1 G0/0/2 G0/0/1 G0/0/0 ®
1 192.168.2.0/24 -2 2 192168.1.0/24 -
VLAN 20 G0/0/3 VLAN 10

EHEVLAN 100: 192.168.100.0/24

G0/0/0

J (((o
kk"

—. SERERY:

AC 5 AP Z[alA=REK, & RTA Ec&/9 DHCP RS3:8, /9
AP TAETE VLAN 5153 VLAN B9 IP itbilit; E=EHEMWINE
B, AP TEBISRIE HERIRNNAURI AC, EItFEER
& DHCP fR5588A AP BINAYRI £ Option 43 FEKE
&= AC B9 IP ik, & AP BEBBLIBRENATES AC Z[EEsL
CAPWAP B¥i&
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system-view HENR G EE,

sysname RTA #4518

dhcp enable #JF/5 DHCP &g

interface G0/0/0  #iFH NIBRAYEEC]

ip address 192.168.1.1 24  #BCE |P Hhht K F /D
dhcp select global #HEET2/E080 DHCP IbgE

ip pool vlan100  #GlJEEFH A vlian100 It
network 192.168.100.0 mask 24 #Eg B ELHIMER K F
P EEARY

gateway-list 192.168.100.254  #Fi B ECHIMI ik
option 43 sub-option 2 ip-address 192.168.2.1 # @i &
option 43 &%§, #w ACHY IP ftbit

ip pool vlan666  #BlJiEFIFH A vlan666 ItEth
network 172.16.1.0 mask 24  #fig & 45 Hc AY I & K2+
T

gateway-list 172.16.1.1  #FEEHHECAIM it

ip route-static 0.0.0.0 0.0.0.0 192.168.1.2  #fiEHEH

SWA:

system-view
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sysname SWA

vlan batch 10 20 100 666 #6J7 VLAN 10, 20. 100
% 666

dhcp enable

interface vlan 10

ip address 192.168.1.2 24

interface vlan 20

ip address 192.168.2.2 24

interface vlan 100

ip address 192.168.100.254 24

dhcp select relay #JTf5 DHCP 42 INAE

dhcp relay server-ip 192.168.1.1  #igxE DHCP fR5588
A9 IP btk

interface vlan 666

ip address 172.16.1.1 24

dhcp select relay #JFf5 DHCP 4L INEE

dhcp relay server-ip 192.168.1.1  #igxE DHCP fR5588
B9 IP Bk

interface GO/0/1

port link-type access

port default vlan 10

interface GO/0/2
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port link-type access
port default vlan 20
interface G0/0/3

port link-type trunk
port trunk pvid vlan 100

port trunk allow-pass vlan all

AC:

system-view

sysname AC

vlan batch 20 100 666

interface Vlanif20

ip address 192.168.2.1 24

interface GO/0/1

port link-type access

port default vlan 20

ip route-static 0.0.0.0 0 192.168.2.2

capwap source interface vlanif20 #i5E ACS5AP#E37
CAPWAP R&iERTR:EC

wlan  ###A\ WLAN RUECEER,

security-profile name #BIIEZEFHHAN
LZEERNE
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security wpa2 psk pass-phrase aes-tkip
#1aENZ R TUREHR

ssid-profile name Huawei-AP3030  #8lEFHN
SSIDIEARAE]

ssid Huawei-AP3030 #157ESSIDRYZFR
vap-profile name Huawei-AP3030  #BlEZEFHHAN
VAPIEIRAE]

service-vlan vlan-id 666  #BCEVAPHIISSVLAN TS
VLAN 666

ssid-profile Huawei-AP3030 #EBTESSIDIERR
security-profile HIPER IR
ap-group name Huawel-AP3030  #BlEFHH NAPLAE
radio0  #HEESISAID

vap-profile Huawei-AP3030wlan 1 #EVAPS
WLANECEHS8E

ap-id 1 type-id 45 ap-mac 00EQ-FC48-4D40 #f &%
—BAPHIDE, XBE, LIKAPRIMACHEE

ap-name AP1  #79%—&APE

ap-group Huawei-AP3030  #{ZAPIOINIFHAPAE
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ML -
£ AP FEEIREHETE IP it

Gl STA IREEFRENAYNVSS IP sttt

T STA1

Vap 3l weT uDPEETE

Welcome to use STA Simulator!
STA>ipconfig

Link local IPvé address
IPv6 address
IPvEé gateway = i
IPv4 address : 172.16.1.254
: 255.255.255.0
s P2 X6:00
: 54-89-98-BA-2E-0OF

STA>

395 https://huawei.easthome.com/


https://huawei.easthome.com/

- ® =
mAmEE 2272

T STA2 -

Vap SI|F EAT UDPEETE

Welcome to use STA Simulator!

STA>ipconfig

local IPvé6 address

address

gateway.. H

address.. 172.16.1.253
255.255.255.0
172.16.1.1
54-89-98-82-2F-48

STA>
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+t+H. EeE WLAN Ei555Ci8EM

—. SCIOHAFM:

Lo0: 100.1.1.1/24

AC-1

192.168.1.0/24
VLAN 10

10.1.1.0/24 1.1, 192.168.1.0/24
VLAN 20 VLAN 10

EHVLAN 200: 192.168.200.0/24
WSSVLAN 888: 172.16.2.0/24

AP-1 AP-2
(] LJ
= =

—. IEE[:

< AC-1 5 AC-2 HEHRLERHE, STA RSB HRAIBILIER AP-1
KA, = STA IREELSM AP-2 #oit, EBid AC-T
5 AC-2 HiZHHEELE, < STAIRSEM IP Mt REHE, FERHF
UFELV SRS

=. LRPSE:

AC-1

system-view  #HHNZRXFGIEIE
sysname AC-1 HEIRRNE

vlan batch 10 100 666 #G152 VLAN 10, 100 }2 666
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dhcp enable  #FF/= DHCP IhaE
ip pool vlan100  #BlEFHH Avlan1001tEEth
network 192.168.100.0 mask 24  #FRE D FELHIMER K
ERSELIE
gateway-list 192.168.100.254  #EEHECHIMI L
option 43 sub-option 2 ip-address 192.168.1.1  #¢
Eoption 432%), #EFACHIIPHEIL
ip pool vlan666  #BlEF i A\ vlan6661HiLth
network 172.16.1.0 mask 24 #ELE D BCRIMNER K& F
ST
gateway-list 172.16.1.1  #EEHECHIMI L
interface Vlanif10  ## Avlan 10ZOEEED
ip address 192.168.1.1 24 #FL &Pttt K F#HT
dhcp select global  #FFEET£/EH9 DHCP IhaE
interface GO/0/1  #iFH NERAYIH
port link-type access  #FECEim[AIFEERS SN
Fay
port default vlan 10 #ZimONNE vian 10

capwap source interface vlanif10 #igEE AC5 AP &7
CAPWAP BERFERE

wlan  ##HN WLAN RIBCEEL

security-profile name #BIE FHFHAN
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RZEERNE

security wpa2 psk pass-phrase aes-tkip
#1aENZ R TUREHR

ssid-profile name Huawei-AP3030  #BlEFHN
SSIDIEARAE]

ssid Huawei-AP3030 #15ESSIDEYZFR
vap-profile name Huawe/-AP3030 #E3EFHN
VAPIERIRAE]

service-vlan vlan-id 666  #EZEVAPRISEVLAN A
VLAN 666

ssid-profile Huawei-AP3030 #4BTESSIDIERR
security-profile HIPER IR
ap-group name Huawei-AP3030  #BlEFH NAPZE
radio0  #EE5IHAID

vap-profile Huawe/-AP3030wlan1  #EVAPS
WLANECEMS8E

ap-id 1 type-id 45 ap-mac 00EQ-FC48-4D40 #ELESE
—aAPRIID(E, XBHE, LARAPHIMACHEIE
ap-name AP-1 #NFE—EAPEH

ap-group Huawei-AP3030  #EAPIINIHEAPAH
ospf 1 #13# N\ OSPF BE1&RT(

area 0 HFHANXIE 0

399 https://huawei.easthome.com/


https://huawei.easthome.com/

- ® =
mAmEE 2272

network 192.168.1.0 0.0.0.255

SWA:

system-view

sysname SWA

vlan batch 10 20 100 666
dhcp enable

interface Vlanif10

ip address 192.168.1.2 24
interface vlanif20

ip address 10.1.1.1 24
interface Vlanif100

ip address 192.168.100.254 24

dhcp select relay

dhcp relay server-ip 192.168.1.1

interface VIanif666
ip address 172.16.1.1 24
dhcp select relay

dhcp relay server-ip 192.168.1.1

interface EO/0/1
port link-type trunk

port trunk allow-pass vlan all
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interface E0/0/2

port link-type access

port default vlan 10

interface E0/0/3

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan all
interface EO/0/4

port link-type access

port default vlan 20

ospf 1

area 0.0.0.0

network 192.168.1.0 0.0.0.255
network 172.16.1.0 0.0.0.255
network 192.168.100.0 0.0.0.255
network 10.1.1.0 0.0.0.255

AC-2:

system-view

sysname AC-2

vlan batch 10 200 888
dhcp enable
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ip pool vlan200

network 192.168.200.0 mask 24
gateway-list 192.168.200.254
option 43 sub-option 2 ip-address 192.168.1.3
ip pool vlan888

network 172.16.2.0 mask 24
gateway-list 172.16.2.1

interface Vlanif10

ip address 192.168.1.3 24

dhcp select global

interface GO/0/1

port link-type access

port default vlan 10

capwap source interface vlanif10
wlan

security-profile name

security wpa?2 psk pass-phrase aes-tkip
ssid-profile name Huawe/-AP3030
ssid Huawei-AP3030

vap-profile name Huawei-AP3030
service-vlan vlan-id 888

ssid-profile Huawei-AP3030
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security-profile

ap-group name Huawei-AP3030

radio 0

vap-profile Huawe/-AP3030wlan 1
ap-id 1 type-id 45 ap-mac O0EO-FC48-4D40

ap-name AP-2

ap-group Huawei-AP3030
ospf 1

area 0

network 192.168.1.0 0.0.0.255

SWB:

system-view

sysname SWB

vlan batch 10 20 200 888
dhcp enable

interface Vlanif10

ip address 192.168.1.4 24
interface Vlanif20

ip address 20.1.1.1 24
interface VIanif200

ip address 192.168.200.254 24
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dhcp select relay

dhcp relay server-ip 192.168.1.3

interface Vlanif888
ip address 172.16.2.1 24

dhcp select relay

dhcp relay server-ip 192.168.1.3

interface Ethernet0/0/1

port link-type trunk

port trunk allow-pass vlan all
interface Ethernet0/0/2

port link-type access

port default vlan 10
interface Ethernet0/0/3

port link-type trunk

port trunk pvid vlan 200
port trunk allow-pass vlan all
interface Ethernet0/0/4

port link-type access

port default vlan 20

ospf 1

area 0.0.0.0

network 192.168.1.0 0.0.0.255
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network 172.16.2.0 0.0.0.255
network 192.168.200.0 0.0.0.255

network 20.1.1.0 0.0.0.255

RTA:

system-view

sysname RTA

interface GO/0/0

ip address 10.1.1.2 24
interface GO/0/1

ip address 20.1.1.2 24
interface LoopbackO

ip address 100.1.1.1 24
ospf 1

area 0.0.0.0

network 10.1.1.0 0.0.0.255
network 20.1.1.0 0.0.0.255
network 100.1.1.0 0.0.0.255
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TR EIAECES, STARSEENET AP-1 8 AP-2 SRBUESiEsE
WM4g, {(BFESEIER, RIEERE AC-1 5 AC-2 LA &S
7H:

AC-1:
wlan
mobility-group name #RIE B R

member ip-address 192.168.1.1  #[[iEiFHETHIMR
member ip-address 192.168.1.3  #[\iEFEFHINLR

AC-2:

wlan

mobility-group name

member ip-address 192.168.1.1
member ip-address 192.168.1.3

it T EAREER, F2RFAC-1 5AC2 NEEHERIR
&, ANEFTEE
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M -
HAC-1 5AC-2 EGTRE, € STAIREIZZM AP-1 8%
AP-2, BB AP-2 €5 E] AP-1 5, £ AC-1 E&ZE STA IREH
=i RO

(A

FEIITEE STAIZERY IP ik, &AM AP-1 8= AP-2 |5,
H IP Ut RS, HULIERE FEEMID

(BENNEBMRT AT, STAEETE AP-1 LAY, TIIEE ping
&® RTA B9 Loopback 0 #ZOtbht (100.1.1.1), {BigiEZ= AP-2
R, PR T
SHNEFURIRER AC BIN=ZFEFEA 7L HAP AZRS
RENGIN, = STARSEIEEE AP-2 LR, WSHIRERIXE
AP-2 [FAP], AP-2 [FAP] B&uRIZIXZ= AC-2 [FAC], AC-2
[FAC] EEUREXZE AC-1 [HAC], AC-1 [HAC] B
IBIE1%ZE AP-1 [HAP], B HAP &id SWA Fi%ZE RTA
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STAIREIERE AP-1 LAY, HAXAMISHIRN—Ei%T,
VLAN g 666

i Standard input [Wireshark 1.6.2 (SVN Rev 38931 from /trunk-1.6)]
Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

S BEXEE A+ TEL BB QA #BB % 8

Filter: v | Expression... Clear Apply
No. Time Source Destination Protocol Length Info
1 0.000000 172.16.1.188 {0 ¢ 55 £n 5 ICMP 78 Echo (ping) request id=0xd2bl, seq=7/1792, ttl=128
2 0.031000 100.1.1.1 172.16.1.188 IcvP 78 echo (ping) reply id=0xd2bl, seq=7/1792, ttl=254
3 0.922000 192.168.1.3 224.0.0.5 OSPF 94 Hello Packet
4 1.203000 100 1 1 2, ICMP 78 Echo (ping) request id=0xd3b1 tt1=128
51.20 0 1 4 5 9 Root = 32 4C:3f: 200000 Port = Ox
6 1.219000 100. 1 2l b 172 16 1 188 ICMP 78 echo (ping) reply id=0xd3b1, tt1=254
7 1.984000 192.168.1.1 224.0.0.5 OSPF 94 Hello Packet
8 2.203000 10.1.1.2 224.0.0.5 OSPF 86 Hello Packet
9 2.406000 172.16.1.188 100.1.1.1 ICMP 78 Echo (ping) request id=0xd4bl, seq=9/2304, ttl1=128
10 2.437000 100.1.1.1 172. 16 1 183 IcMP 78 echo (ping) rep'ly 1d 0xd4b1 /2304, tt1
11 3.484000 Hu: a4  Spal (for-sTpP 119 MST. Root = 32 0 Cost = 0 Port = 0x8003
12 3.609000 172 16.1. 188 100.1. 1 1 ICMP 78 echo (ping) request 1d-=0xd6b1 5eq=10/2560, tt1-=128
13 3.641000 100.1.1.1 172.16.1.188 ICMP 78 Echo (ping) reply id=0xd6bl, seq=10/2560, ttl=254
14 3.828000 192.168.1.4 224.0.0.5 OSPF 94 Hello Packet
15 4.297000 192. 168 100 254 224, O 0 5 OSPF 78 Hello Packet

Frame 9: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
= Ethernet II (VLAN tagged), Src: HuaweiTe_bf:03:40 (54:89:98:bf:03:40), Dst: HuaweiTe_71:0b:a4 (4c:1f:cc:71:0b:ad)
# Destination: HuaweiTe_71:0b:a4 (4c:1f:cc:71:0b:ad)
# Source: HuaweiTe_bf:03:40 (54:89:98:bf:03:40)
Priority=Best Effort (default)
Type: IP (0x0800)
& Internet Protocol version 4, Src: 172.16.1.188 (172.16.1.188), Dst: 100.1.1.1 (100.1.1.1)
@ Internet Control Message Protocol

31 STAIREEM AP-1 8= AP-2 ERF, EAZRNSEIERSH

E_EitE=+, VLAN {K|H9 666, B SWB 5 AC-2 L%

BCE VLAN 666, ELETTEIRB] VLAN 666 fi5<AI&lE, &E&
SHMNETAIEREN

Standard input [Wireshark 1.6.2 (SVN Rev 38931 from /trunk-1.6)]
File Edit View Go (Capture Analyze Statistics Telephonl Tools |Internals Help

Sdoee BEXRE Ae+TL/IBEB QA E®WX G

Filter: v | Expression... Clear Apply
No. Source Destination Protocol Length Info
10 192.168. 224.0.0.5 OSPF 94 Hello Packet
2 00 Hu s spanning-tree-(for-sTpP 119 MST. Root = 3 4c:1f 0 Port =
31.235000 10.1.1.1 224.0.0.5 OSPF 86 Hello Packet
4 1.453000 172. 16 1.188 100.1.1.1 ICMP 136 Echo (ping) req est id= OxSBbZ, seq—115/29440 ttl=128
5.3 00 Oe:0a S ning-tree-(for-sTP RoOt = 32 0/4c:1f: 3 CO 0 Port = 0Ox8
6 3.375000 172 16.2.1 224.0.0.5 OSPF 82 Hello Packet
7 3.453000 172.16.1.188 24 ICMP 136 Echo (ping) request 1id=0x5ab2, seq=116/29696, ttl1=128
8 4.735000 20.1.1.2 5 OSPF 86 Hello Packet
9 5.125000 192.168.200.195 25T CAPWAP 74 cAPwAP-Control - uUnknown Message Type (0x51)
10 5 156000 192.168.1.3 200.195 CAPWAP 74 CAPWAP-Control - unknawn Message Type (0x52)
11 : -tree- 119 M RoOt = 3 : Cost = 0 Port = 0x8003
12 5.453000 172 16.1.188 2 4 136 Echo (ping) request 1d=0x5cb2, seq-117/29952 tt'l-128
13 5.594000 20.1.1.1 5 86 Hello Packet
14 7.219000 192.168.1.1 5 94 Hello Packet
15 7 453000 172.16.1.188 24 136 Echo (ping) request id=0x5eb2, seq=118/30208, ttl=128

Ethernet II, Src: HuaweiTe_77:68:00 (00:e0:fc:77:68:00), Dst: HuaweiTe_63:0e:0a (4c:1f:cc:63:0e:0a)

Internet Protocol Version 4, Src: 192.168.200.195 (192.168.200.195), Dst: 192.168.1.3 (192.168.1.3)

User Datagram Protocol, Src Port: 52474 (52474), Dst Port: capwap-data (5247)

& control And Provisioning of wireless Access Points

= Ethernet II (VLAN tagged), Src: HuaweiTe_bf:03:40 (54:89:98:bf:03:40), Dst: HuaweiTe_71:0b:ad4 (4c:1f:cc:71:0b:ad)
# Destination: HuaweiTe_71:0b:ad4 (4c:1f:cc:71:0b:ad)

# Source: HuaweiTe_bf:03:40 (54:89:98:bf:03:40)

priority=Best effort (default)

®

@ &

Type: IP (0x0800
# Internet Protocol Version 4, Src: 172.16.1.188 (172.16.1.188), Dst: 100.1.1.1 (100.1.1.1)
& Internet Control Message Protocol
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fRIRTTZEN: £ SWB 5 AC-2 L6 VLAN 666

it & STAIRTEVIIRIERZEN AP /9 AP-2 (21 AP-2 A HAP),
M STP IRFEIFZE AP-1 LAY, HVSHURIN " E9%=+ VLAN

79888, m SWA 5 AC-1 tthigBEcE VLAN 888, A5

HIRthSrhlT, tMEEE SWA 5 AC-1 sz VLAN 888

AC-1:

vlan 888

SWA:
vlan 888

AC-2:
vlan 666

SWB:
vlan 666

5o EIAECESS, = STAIREM AP-1 8= AP-2 LAY, IS5
FAERA=T T, AIRIEMBRFSESOEE MY

409 https://huawei.easthome.com/


https://huawei.easthome.com/

OB 2222

J\+. BtE WLAN VRRP WL
e 42 [ 7]

—. SCIOHAFM:

G0/0/1

¥2/1'1'L°00L 001

VLAN 30
30.1.1.0/24

—. e ERY:

BEE AC-1 5 AC-2 EEEEET VRRP B, £ AC
[AC-1] &=f7 AP {ER. STA{EE5 CAPWAP {iiR{ER, HiB

13 HSB THBIRSFBEEEL TN AC [AC-2], SEPITE AC-1

SRS EFIHRE AC-2, (RIESSHOESR

=. LIRLE:

AC-1

system-view  #HHNZRXFGIEIE
sysname AC-1 HEIRRNE

vlan batch 10 20 100  #6lJ# VLAN 10, 20 5 100
dhcp enable  #FFf= DHCP IhaE
ip pool vlan10 #BIEEFFHA vian10 Hbibith
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network 10.1.1.0 mask 24 #H0 B 9 Bo A9 M EZ K F )Y
X

gateway-list 10.1.1.254  #FEHFEHIMIFIbiE
excluede-ip-address 10.1.1.2  #H&iEASHECATHIE
ip pool vlan100  #BIEZH#HA vlan100 tibitts
network 192.168.100.0 mask 24  #FCE S BELHIMIER K
TR

gateway-list 192.168.100.254  #BELE S BECHIM K
excluded-ip-address 192.168.100.2  #HF[RIE A~ H
Ei3pichiln

interface vlan 10 ### N\ vlan 10 ZOESEL

ip address 10.1.1.1 24 #BELE |P bl 7R3

dhcp select global  #FEETFT2EHI DHCP IgE

vrrp vrid 48 virtual-ip 10.1.1.254  #6lJ3 VRRP H, 15
EHSSREHL IP bk

vrrp vrid 48 priority 200  #BECE a0 AC B9 VRRP 5%
AN

vrrp vrid 48 track interface GO/0/2 reduced 60  # g
& VRRP imIRER, FHEEEMIRIRIIm GO/0/2 S8 ,
< =581 VRRP FZEHERHIICT R FZ(E 60

vrrp vrid 48 track interface Vlanif20 reduced 60 it
BcE VRRP im[iRER, FHigEEMIRIRAIEEO VLAN 20 5
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AT, < =R1 VRRP EEHFAIITHRIEE 60
interface vlan 20 #HN vlan 20 OB SR
ip address 20.1.1.1 24  #BELE |P it 7R3
interface vlan 100  #i# A vlan 100 ZOE &
ip address 192.168.100.1 24 #BCE P HBIER FRIfE
T
vrrp vrid 47 virtual-ip 192.168.100.254  #6l|Z VRRP
H, IEEHSSREI IP ik
vrrp vrid 47 priority 200  #BELE2450 AC 9 VRRP 5%
LAY
vrrp vrid 47 track interface GO/0/2 reduced 60  # fig
& VRRP im IRER, FHHEE M ERIRIIm GO/0/2 S8,
<281 VRRP FEEHesHIICI TR FZ(R 60
vrrp vrid 47 track interface Vlanif20 reduced 60 #
BcE VRRP inOERER, FIEEEMIRERAYEO VLAN 20 55
28T, < =81 VRRP ERHESHILITIRPE(E 60
dhcp select global  #FFEET£/EH9 DHCP IhaE
interface G0O/0/1  #iF NAERIAY ]
port link-type trunk #Fim B E NP ARTC
port trunk allow-pass vlan all #7015 1EFRFE VLAN
TRICRIZURED
interface G0/0/2  #iF NAERIAY ]
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port link-type access  #iFimELE AENED,
port default vlan 20 #5im 0N VLAN 20
capwap source ip-address 192.168.100.254  # {5 &
AC 5 AP #3137 CAPWAP FZERYIR IP ittt
wlan  ##HAN WLAN BUECEE

security-profile name #BIZFHAN
REIRIRE
security wpa2 psk pass-phrase aes-tkip

#1gENZFERL U EHR

ssid-profile name Huawei-AP3030  #8lEFHN
SSIDFEARARE]

ssid Huawei-AP3030  #I57ESSIDAIZFR
vap-profile name Huawe/-AP3030 #OI5EFHHN
VAPIRIRALE]

service-vlan vlan-id 10 #ECEVAPRINVSSVLAN A
VLAN 10

ssid-profile Huawei-AP3030 #4172 SSI DR
security-profile HIPER SRR
ap-group name Huawei-AP3030  #8lEFiH NAPH
radio0  #gEE5IID

vap-profile Huawe/-AP3030wlan 1 #iEVAPS
WLANECES8E
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ap-id 1 type-id 45 ap-mac 00e0-fcd7-2d20  #ELESE
—&APHID(E, XB4E, LAKAPRIMACHEIE

ap-name AP1 #A9%—&APds

ap-group Huawei-AP3030  #EZAPIOINIFHAPZE
hsb-service 0 #BIEHSBERZIRSHIHFNHSBEZIRS
HE

service-ip-port local-ip 192.168.100.1 peer-ip
192.168.100.2 local-data-port 10241 peer-data-port
10241  #ECEEVHSBEREEMHEENIPHISIRAS
hsb-group 0  #BIEHSB&EHEFHHANHSBRHDEWNE
bind-service 0 #EoEHSBE{D B ERIHSBERRSS
track vrrp vrid 47 interface Vlanif100 #ECEHSBE
DRLBEAIVRRPEDE

hsb-service-type access-user hsb-group 0 #ECEE
NEHIRP4EHSBEHHE

hsb-service-type dhcp hsb-group 0  EZEDHCPISS
#EHSBHF{DE

hsb-service-type ap hsb-group 0 EZEWLANISEEE
EHSBE KA

hsb-group 0  #H ANHSBEHLENE

hsb enable #FFZHSB&{p4H

ospf 1 #HHNOSPFELS &R
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area 0.0.0.0 #1H N\ X 15,0

network 10.1.1.0 0.0.0.255  #EESEEEERIMER
network 20.1.1.0 0.0.0.255  #EESEEEERIMNER

network 192.168.100.0 0.0.0.255 #EBEEEEEIERIN

Ez

AC-2:

system-view

sysname AC-2

vlan batch 10 30 100

dhcp enable

ip pool vlan10

network 10.1.1.0 mask 24
gateway-list 10.1.1.254
excluded-ip-address 10.1.1.1

ip pool vlan100

network 192.168.100.0 mask 24
gateway-list 192.168.100.254
excluded-ip-address 192.168.100.1
interface vlan 10

ip address 10.1.1.2 24

dhcp select global
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vrrp vrid 48 virtual-ip 10.1.1.254

vrrp vrid 48 priority 150

interface vlan 30

ip address 30.1.1.1 24

interface vlan 100

ip address 192.168.100.2 24

vrrp vrid 47 virtual-ip 192.168.100.254
vrrp vrid 47 priority 150

dhcp select global

interface GO/0/1

port link-type trunk

port trunk allow-pass vlan all
interface GO/0/2

port link-type access

port default vlan 30

capwap source ip-address 192.168.100.254
wlan

security-profile name

security wpa2 psk pass-phrase aes-tkip
ssid-profile name Huawe/-AP3030
ssid Huawei-AP3030

vap-profile name Huawei-AP3030
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service-vlan vlan-id 10

ssid-profile Huawe/-AP3030
security-profile

ap-group name Huawei-AP3030

radio 0

vap-profile Huawei-AP3030wlan 1

ap-id 1 type-id 45 ap-mac 00e0-fcd7-2d20
ap-name AP1

ap-group Huawei-AP3030

hsb-service 0

service-ip-port local-ip 192.168.100.2 peer-ip
192.168.100.1 local-data-port 10241 peer-data-port
10241

hsb-group O

bind-service 0

track vrrp vrid 47 interface Vlanif100
hsb-service-type access-user hsb-group 0
hsb-service-type dhcp hsb-group 0
hsb-service-type ap hsb-group 0
hsb-group O

hsb enable

ospf 1
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area 0.0.0.0

network 10.1.1.0 0.0.0.255
network 30.1.1.0 0.0.0.255
network 192.168.100.0 0.0.0.255

SWA:

system-view

sysname SWA

vlan batch 10 100

interface EO/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type trunk

port trunk allow-pass vlan all
interface EO/0/3

port link-type trunk

port trunk allow-pass vlan all

port trunk pvid vlan 100

RTA:

system-view
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sysname RTA

interface GO/0/0

ip address 20.1.1.2 24
interface GO/0/1

ip address 30.1.1.2 24
interface LoopBackO

ip address 100.1.1.1 24
ospf 1

area 0.0.0.0

network 20.1.1.0 0.0.0.255
network 30.1.1.0 0.0.0.255
network 100.1.1.0 0.0.0.255

M -
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£ AC-1 -&FE HSB i ENEITER

]display hsb—group C

Stand Group Information:

£ AP1 EEE CAPWAP BFERIENEN, &I AP1 R5EH
AC [192.168.100.254] &/ 7T—5bEE, FRS 2 8EXHY
I AC B3 7fxE

[APl]display arp

Static:0
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£ AC-1 5 AC-2 I5FIEET/EIRS FEY, F AC-1 5 AC-2
f9 VRRP 15,
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£ STA i L EEEFREAY IP #tbiit, RTINS BirmEa9E
B, FNRATEE AR

T STA1 - (B8] X

Vap 5l AT UDPEETE

Welcome to use STA Simulator!

STA>ipconfig

$ 299.259.229.0
: 10.1.1.254
: 54-89-98-A9-60-A3

STA>tracert 100.1.1.1

traceroute to 100.1.1.1, 8 hops max
(ICMP), press Ctrl+C to stop
1 10:1.1.1 125 ms 141 ms 125 ms
2 200:3.3:% 140 ms 141 ms 125 ms

STA>
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£ AC-1iRBEET (ItabE AC-1 89 GO/0/2 iwOFET down
1, S EITHERRAAR) , BRME STA IR FETIREXAY IP bl
EIRT S B aMEANERNE, HERXMEEESRE:

T STA1 - (B8] X

Vap Sl WET uoPEETE
STA>tracert 100.1.1.1

traceroute to 100.1.1.1, 8 hops max
(ICMP), press Ctrl+C to stop

¥ A0FESES 125 ms 141 ms 125 ms
2 100.1.1.1 140 ms 141 ms 125 ms

STA>ipconfig

: 255.255.255.0

: 10.1.1.254

: 54-89-98-29-60-23
DNS SEeXrveT ..« eieis:ms s wees e s ae elemm H

STA>tracert 100.1.1.1
traceroute to 100.1.1.1, 8 hops max
(ICMP), press Ctrl+C to stop
T RO ECY.2 141 ms 125 ms 125 ms
2 100:1.%T.1 140 ms 125 ms 125 ms

STA>

LT, STA RSN IP HESEER, BEIAEHR
R R R BRI AC-2
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\+—. Ec& WLAN iR EF(nscoe
£H g

—. SCIOHAFM:

¥2/1'1'L°00L 001

VLAN 30

30.1.1.0/24

—. e ERY:

BISEAC-15 AC-2 LEEEXUEERED, S AP-1 D515,

£ AC [ERTEET CAPWAP B5iE, —& N, $—%N%
D8EEE; 3 AC [AC-1] {X&D STA SR, FHilBid HSB &R
FREEELERED AC [AC-2]; SCHIE AC-1 KMETMEHE
iRz AC-2

=. LILE:

AC-1

system-view  #HHNZRFGNERED
sysname AC-1 HEIRTBNA

vlan batch 10 20 100  #6lJZ VLAN 10, 20 52 100
dhcp enable  #Fff5 DHCP IhgE

425 https://huawei.easthome.com/


https://huawei.easthome.com/

OB 2222

ip pool vlan10 #BIEEFHHA vian10 Hbibith

network 10.1.1.0 mask 24  #ECE D ECAIMER & F M
X

gateway-list 10.1.1.254  #FEHFECHIMIFIbE
excluede-ip-address 10.1.1.2  #HEgts A~ ECAYHbIE
ip pool vlan100  #BIEZFH#HA vlan100 tibits
network 192.168.100.0 mask 24  #FeE 5 ECAIMEL K
TR

gateway-list 192.168.100.1  #BELE S ECAIR bt
excluded-ip-address 192.168.100.2  #HF[RIE A~ B
Epsichl

interface vlan 10 #HHEN vlan 10 EOEBEER

ip address 10.1.1.1 24 #f2E |P bt 7R

dhcp select global  #FFEET£/EH9 DHCP IhaE

vrrp vrid 47 virtual-ip 10.1.1.254  #6lJ3& VRRP H, 15
EHSSREVA IP bk

vrrp vrid 47 priority 200  #BECE a0 AC B9 VRRP 5%
N

vrrp vrid 47 track interface GO/0/2 reduced 60  # fi¢
& VRRP imIRER, FHEEEMIRIRIIm GO/0/2 S8,
< =R VRRP EHEESHIILITRFEFK 60

vrrp vrid 47 track interface Vlanif20 reduced 60 +
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FcE VRRP imiRER, FHEEMEMIRERAYERO VLAN 20 %
AT, < =R1 VRRP EEHFAIITHRIEE 60

interface vlan 20 #HN vlan 20 OB SR

ip address 20.1.1.1 24  #BELE |P it 7R3
interface vlan 100  #i# A vlan 100 ZOE &

ip address 192.168.100.1 24 #BCE P IR FRIfE
3

dhcp select global  #FEEF2FHI DHCP IhEE
interface GO/0/1  #iF NAERAYR

port link-type trunk #G iR B E NP ARRT

port trunk allow-pass vlan all — #71FZ1EFE VLAN
TRICRIZUE

interface G0/0/2  #iF NAERIAYR ]

port link-type access  #FimE & HIENEL

port default vlan 20 #5 im0 VLAN 20
capwap source interface Vlanif 100  #ig%E AC 5 AP
7237 CAPWAP BFERRZEO

wlan  ##HN WLAN RIBCEEL

ac protect enable  #FFEIEIREHTNAS

ac protect protect-ac 192.168.100.2 priority 1 # B
BEfD ACH IP it 52 AC BYfL5E4k 1

security-profile name #BIE FHFHAN
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RZEERNE

security wpa2 psk pass-phrase aes-tkip
#1aENZ R TUREHR

ssid-profile name Huawei-AP3030  #BlEFHN
SSIDIEARAE]

ssid Huawei-AP3030 #IEESSIDRYBFR
vap-profile name Huawei-AP3030  #BEZEFHHN
VAPIERIRAE]

service-vlan vlan-id 10 #ECEVAPRYISEVLAN S
VLAN 10

ssid-profile Huawei-AP3030 #4BTESSIDIERR
security-profile HIPER IR
ap-group name Huawei-AP3030  #BlEFH NAPZE
radio0  #EEHIHAID

vap-profile Huawe/-AP3030wlan1  #EVAPS
WLANECEMS8E

ap-id 1 type-id 45 ap-mac 00e0-fcd7-2d20  #ELESE
—aAPRIID(E, XBHE, LARAPHIMACHEIE

ap-name AP1 #9%—&APE

ap-group Huawei-AP3030  #EAPIINIHEAPAH
hsb-service 0  #BIEHSBEREIRESHIHFNHSBESIRS
RE
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service-ip-port local-ip 192.168.100.1 peer-ip
192.168.100.2 local-data-port 10241 peer-data-port
10241 #ECEEZHSBEFHMDBENIPHII SKOS
hsb-group 0  #BIEHSBEHEFFH ANHSBRHDEWME
bind-service 0 #ECEHSBEMDBLFERIHSBEFIRS
hsb-service-type access-user hsb-service 0 #FE /&
NEHIFF#EHSBE K IEE

hsb-service-type dhcp hsb-group 0 EZEDHCPIISS
HREHSBE D

hsb-service-type ap hsb-service 0 ECEWLANW S
HEHSBEHIEE

hsb-group 0  #H ANHSB&EHLENE

hsb enable #FFZHSB&{H4H

ospf 1 #1H N OSPFELE RIS,

area 0.0.0.0 #FH X0

network 10.1.1.0 0.0.0.255 HBSB B EIERIMER
network 20.1.1.0 0.0.0.255 HBSB B EIERIMESR

network 192.168.100.0 0.0.0.255 #EBEEESEIERIN

25

AC-2;

system-view
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sysname AC-2

vlan batch 10 30 100

dhcp enable

ip pool vlan10

network 10.1.1.0 mask 24
gateway-list 10.1.1.254
excluded-ip-address 10.1.1.1

ip pool vlan100

network 192.168.100.0 mask 24
gateway-list 192.168.100.2
excluded-ip-address 192.168.100.1
interface vlan 10

ip address 10.1.1.2 24

dhcp select global

vrrp vrid 47 virtual-ip 10.1.1.254
vrrp vrid 47 priority 150
interface vlan 30

ip address 30.1.1.1 24

interface vlan 100

ip address 192.168.100.2 24
dhcp select global

interface GO/0/1
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port link-type trunk

port trunk allow-pass vlan all

interface G0/0/2

port link-type access

port default vlan 30

capwap source interface Vlanif 100

wlan

ac protect enable

ac protect protect-ac 192.168.100.1 priority 2
security-profile name

security wpa2 psk pass-phrase aes-tkip
ssid-profile name Huawei-AP3030

ssid Huawei-AP3030

vap-profile name Huawei-AP3030
service-vlan vlan-id 10

ssid-profile Huawei-AP3030
security-profile

ap-group name Huawer-AP3030

radio O

vap-profile Huawe/-AP3030 wlan 1

ap-id 1 type-id 45 ap-mac 00e0-fcd7-2d20

ap-name AP1
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ap-group Huawei-AP3030

hsb-service 0

service-ip-port local-ip 192.168.100.2 peer-ip
192.168.100.1 local-data-port 10241 peer-data-port
10241

hsb-group 0

bind-service 0

hsb-service-type access-user hsb-service 0
hsb-service-type dhcp hsb-group 0
hsb-service-type ap hsb-service 0

hsb-group 0

hsb enable

ospf 1

area 0.0.0.0

network 10.1.1.0 0.0.0.255

network 30.1.1.0 0.0.0.255

network 192.168.100.0 0.0.0.255

SWA:
system-view
sysname SWA
vlan batch 10 100
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interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type trunk

port trunk allow-pass vlan all
interface EO/0/3

port link-type trunk

port trunk allow-pass vlan all

port trunk pvid vlan 100

RTA:

system-view
sysname RTA
interface GO/0/0

ip address 20.1.1.2 24
interface GO/0/1

ip address 30.1.1.2 24
interface LoopBackO
ip address 100.1.1.1 24
ospf 1

area 0.0.0.0
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network 20.1.1.0 0.0.0.255
network 30.1.1.0 0.0.0.255
network 100.1.1.0 0.0.0.255

TR :

HAC-1 5 AC-2 1SFIEETRIRSE, £ AP1 E&BE
CAPWAP RFERVEESZIER, &I AP1 @SS AC-1, AC-2
3T 2 % CAPWAP [i%E:

[AP1]display arp
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[AC-2]

M HERTLRBBERIESR], AC-1 8FE AC, AC-2 A% AC

£ STA i L EEEFREAY IP itbiit, RTINS BirmEa9E
B, FNRATEE AR

T STA1 - B X

Vap 5I|F AT UDPEEITE

Welcome to use STA Simulator!
STA>ipconfig

Link local IPv6é address
IPv6 address
IPv6 gateway
IPv4 address

: 255.255.255.0
: 10.1.1.254
: 54-89-98-B0-49-FC

STA>tracert 100.1.1.1

traceroute to 100.1.1.1, 8 hops max
(ICMP), press Ctrl+C to stop
¥ J0LEED 125 ms 125 ms 125 ms
2 100:3.1.1 141 ms 125 ms 125 ms

STA>
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£ AC-1 ISR LEAT (G AC-1 BB F, HEHIRE LX),
MER AC-2 EELZ R ARHETEM stdby IRESZ5H nor A7 (255 x 3) :

[A

all

EORIEN STA 2B ATIRENAY IP Htbiik, RTINS Birm8H9E
B, FERNRATEERREZR:

T STA1 - (B8] X

Vap Sl WET uoPEETE
STA>tracert 100.1.1.1

traceroute to 100.1.1.1, 8 hops max
(ICMP), press Ctrl+C to stop

¥ A0FESES 125 ms 125 ms 125 ms
2 100.1.1.1 141 ms 125 ms 125 ms

STA>ipconfig

s 105125245

: 255.255.255.0
: 10.1.1.254
: 54-89-98-B0-49-FC
DNS SEeXrveT ..« eieis:ms s wees e s ae elemm H
STA>tracert 100.1.1.1
traceroute to 100.1.1.1, 8 hops max
(ICMP), press Ctrl+C to stop
T RO EY.2 125 ms 141 ms 125 ms
2 100:1.%T.1 125 ms 125 ms 125 ms

STA>

MR, STA IR55HY IP sk HRE#E (E /9155 VLAN 10
ECE 7 VRRP), (BRABIRMSRITRIERZERTHRE AC-2
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I\+=. fie& WLAN N+1 FZ{ci&AH

*Hﬁ?ﬁ?l\

G0/0/1 G0/0/2

192.168.20.0/24
VLAN 60 GO0/0/1

| EIEVLAN 250: 192.168.250.0/24 VLAN S0
D APSEVLAN 999: 172.16.3.0/24

192.168.4.0/24
VLAN 2q VLAN 40

GO/0/1  EIEVLAN 200: 192.168.200.0/24 i

EEEEVLAN 100: 192.168.100.0/24 GO/0/1
: JFSVLAN 888: 172.16.2.0/24

G0/0/2 G0/0/2
G0/0/0 G0/0/0
O (e G T ) [
Spoke 1 Spokel1-AP Spoke2-AP Spoke 2

—. IEE[:

Spoke 1 HfY Spoke1-AP Bi%5S Spoke1-AC &3z CAPWAP
fi%i&; Spoke 2 ARy Spoke2-AP Ei%S Spoke2-AC #Exs
CAPWAP [%iE; 2473 AC [Spokel1-AC 8 Spoke2-AC] 53K
B, € Hub #p9%#4% AC [Hub-AC] E#r5 Spokel-AP
Spoke2-AP 37 CAPWAP fziE, #&+ ACRI{E;, HHEH®EE
AC [Spoke1-AC = Spoke2-AC) kEfE, seBEmANHITE
=EV))
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=. SRR

RTB:

system-view HENR G EE,
sysname RTB #2818

dhcp enable #JF/5 DHCP Ihgg

ip pool vlan100  #BUEEFFHA vlan100 thtith

network 192.168.100.0 mask 24  #EL & FECAYMEZ N )
R

gateway-list 192.168.100.254  #BC &S HECHIMI bk
option 43 sub-option 2 ip-address 192.168.1.2 #[t&
option 43 &4, # ACHY IP tisit

ip pool vlan666 #BIEFHHN vlan666 ikt

network 172.16.1.0 mask 24  #FRE D FECHIMIER K F /i
5

gateway-list 172.16.1.1  #BELEHECHIMI FHbiE

interface GO/0/0  #HNMBRNAYEC

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
interface G0/0/1  #FHNHEMNAYEZEC

ip address 192.168.2.1 24  #BCE |P Hhhit K F /D
dhcp select global #FEET£H07 DHCP Ih8E
interface G0/0/2  #FHNHEMNAYEZEC

ip address 20.1.1.2 24  #ECE |P tthhik 5 FRIERg
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ospf 1 #1#)N OSPF ECE1RT

area 0 #FHNXI1 0

network 192.168.1.0 0.0.0.255 #18
network 192.168.2.0 0.0.0.255 #18

SESEENME
SESEENME
SWB:

system-view

sysname SWB

vlan batch 20 100 666 #8172 VLAN 20, 100 } 666
dhcp enable

interface vlan 20

ip address 192.168.2.2 24

interface vlan 100

ip address 192.168.100.254 24

dhcp select relay — #7F/5 DHCP Hh4x{CIETEE

dhcp relay server-ip 192.168.2.1  #i5E DHCP fg552809 IP
ysichil

interface vlan 666

ip address 172.16.1.1 24

dhcp select relay  #FF/E DHCP 4k IEIAE

dhcp relay server-ip 192.168.2.1  #i5E DHCP fg552809 IP
bk
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interface GO/0/1

port link-type access

port default vlan 20

interface G0/0/2

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan all
ospf 1

area 0

network 192.168.2.0 0.0.0.255
network 192.168.100.0 0.0.0.255
network 172.16.1.0 0.0.0.255

Spoke1-AC:

system-view

sysname Spoke1-AC

vlan batch 10 100 666
interface Vlanif10

ip address 192.168.1.2 24
interface GO/0/1

port link-type access

port default vlan 10
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capwap source interface vlanif10 #ig5E AC 5 AP &7
CAPWAP [xERYEZO
wlan  #F#N\ WLAN gYEC &=

security-profile name #RIEHHARS
LIRS
security wpa2 psk pass-phrase aes-tkip

HEEIIZEERNS VN ER

ssid-profile name Huawei-AP3030  #6IEEF# N SSID &
HARE

ssid Huawei-AP3030 #ig%E SSID B9 FR

vap-profile name Huawe/-AP3030  #GIEZEFHiFHN VAP &
HARE

service-vlan vlan-id 666 #FCE VAP g9M55 VLAN 5
VLAN 666

ssid-profile Huawei-AP3030  #4zE SSID 15k
security-profile HER LR
ap-group name Huawei-AP3030 #RUEEFHN AP H
radio0  #{EE535M ID

vap-profile Huawe/-AP3030wlan 1 #§5 VAP 5 WLAN FE¢
EGE

ap-id 1 type-id 45 ap-mac 00E0-FC89-33A0 #EL&
Spoke1-AP Y ID {8, ZEBYE, LAK AP RY MAC bl
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ap-name Spoke1-AP #/9 Spoke1-AP m#3
ap-group Huawei-AP3030 #i& AP I N\i# AP ¢H
ospf 1

area 0

network 192.168.1.0 0.0.0.255

RTC:

system-view

sysname RTC

dhcp enable

ip pool vlan200

network 192.168.200.0 mask 24
gateway-list 192.168.200.254
option 43 sub-option 2 ip-address 192.168.3.2
ip pool vlan888

network 172.16.2.0 mask 24
gateway-list 172.16.2.1
interface G0/0/0

ip address 192.168.3.1 24
interface GO/0/1

ip address 192.168.4.1 24

dhcp select global

442 https://huawei.easthome.com/


https://huawei.easthome.com/

- ® =
mAmEE 2272

interface G0/0/2

ip address 30.1.1.2 24

ospf 1

area 0

network 192.168.3.0 0.0.0.255
network 192.168.4.0 0.0.0.255

SWC:

system-view

sysname SWC

vlan batch 40 200 888

dhcp enable

interface vlan 40

ip address 192.168.4.2 24
interface vlan 200

ip address 192.168.200.254 24
dhcp select relay

dhcp relay server-ip 192.168.4.1
interface vlan 888

ip address 172.16.2.1 24

dhcp select relay

dhcp relay server-ip 192.168.4.1
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interface GO/0/1

port link-type access

port default vlan 40

interface G0/0/2

port link-type trunk

port trunk pvid vlan 200

port trunk allow-pass vlan all
ospf 1

area 0

network 192.168.4.0 0.0.0.255
network 192.168.200.0 0.0.0.255
network 172.16.2.0 0.0.0.255

Spoke2-AC:

system-view

sysname Spoke2-AC

vlan batch 30 200 888
interface Vlanif30

ip address 192.168.3.2 24
interface GO/0/1

port link-type access

port default vlan 30
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capwap source interface vlanif30

wlan

security-profile name

security wpa2 psk pass-phrase aes-tkip
ssid-profile name Huawe/-AP3030

ssid Huawei-AP3030

vap-profile name Huawei-AP3030
service-vlan vlan-id 888

ssid-profile Huawei-AP3030
security-profile

ap-group name Huawei-AP3030

radio 0

vap-profile Huawei-AP3030wlan 1

ap-id 1 type-id 45 ap-mac O0EO-FCD7-3520
ap-name Spoke2-AP

ap-group Huawei-AP3030

ospf 1

area 0

network 192.168.3.0 0.0.0.255

RTA:

system-view
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sysname RTA

dhcp enable

ip pool vlan250

network 192.168.250.0 mask 24
gateway-list 192.168.250.254

option 43 sub-option 2 ip-address 192.168.20.1

ip pool vlan999

network 172.16.3.0 mask 24
gateway-list 172.16.3.1
interface GO/0/0

ip address 192.168.10.1 24
dhcp select global

interface GO/0/1

ip address 10.1.1.2 24
ospf 1

area 0

network 192.168.10.0 0.0.0.255

SWA:

system-view

sysname SWA

vlan batch 50 60 250 999
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dhcp enable

interface vlan 50

ip address 192.168.10.2 24
interface vlan 60

ip address 192.168.20.2 24
interface vlan 250

ip address 192.168.250.254 24
dhcp select relay

dhcp relay server-ip 192.168.10.1
interface vlan 999

ip address 172.16.3.1 24

dhcp select relay

dhcp relay server-ip 192.168.10.1
interface GO/0/1

port link-type access

port default vlan 50

interface G0/0/2

port link-type access

port default vlan 60

ospf 1

area 0

network 192.168.10.0 0.0.0.255
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network 192.168.20.0 0.0.0.255
network 192.168.250.0 0.0.0.255
network 172.16.3.0 0.0.0.255

Hub-AC:

system-view

sysname Hub-AC

vlan batch 60 250 999

interface Vlanif60

ip address 192.168.20.1 24
interface GO/0/1

port link-type access

port default vlan 60

capwap source interface vlanif60
wlan

security-profile name

security wpa?2 psk pass-phrase aes-tkip
ssid-profile name Huawe/-AP3030
ssid Huawei-AP3030

vap-profile name Huawei-AP3030
service-vlan vlan-id 999

ssid-profile Huawei-AP3030
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security-profile

ap-group name Spoke7 #3561 2 NANERY AP 4,
FASEXEX 2 DNAEIRY AP

radio 0

vap-profile Huawei-AP3030wlan 1

ap-group name SpokeZ #35I6IE 2 NAERY AP 4,
FAsRKEX 2 MAEIRY AP

radio 0

vap-profile Huawei-AP3030wlan 1

ap-id 1 type-id 45 ap-mac O0EO-FC89-33A0 #fc&
Spoke1-AP Y ID {8, 2£8YE, LAK AP Y MAC it
ap-name Spoke1-AP

ap-group Spokel  #I% Spoke1-AP JINHXTRAY AP 48
ap-id 2 type-id 45 ap-mac O0EO-FCD7-3520 #fc&
Spoke2-APRYID 18, 2£8YE, LAK AP HJ MAC itbik
ap-name Spoke2-AP

ap-group Spoke2  #I& Spoke2-AP JINHITRAY AP 48
ospf 1

area 0

network 192.168.20.0 0.0.0.255
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Core:

system-view

sysname Core

interface GO/0/0

ip address 10.1.1.1 24

interface GO/0/1

ip address 20.1.1.1 24

interface G0/0/2

ip address 30.1.1.1 24

rip1  ##HA RIP BCEER

version 2 #EFARMRA 2

network 10.0.0.0 #EEESEIENTMMER
network 20.0.0.0 #BEEESEIENTEMMER
network 30.0.0.0  #EEESEIERIFERMMES
undo summary #XABCR

S EMEi@, ASLHSRATE RTA, RTB, RTC EECEXNAE
N, £ OSPF 5 RIP NEEHEBEHREES:

RTA:

rip 1

version 2

network 10.0.0.0
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undo summary

import-route ospf 1 cost 3 #}& OSPF 1 g9EEHLA 3 ££A9E
IMEENIZE RIP HiZF

ospf 1

import-route rip 1 type 1 cost4  #& RIP 1 BEREHLAYNSD
KA1 g, BLMCHME 4 7E A3 OSPF iz

RTB:

rip 1

version 2

network 20.0.0.0

undo summary

import-route ospf 1 cost 3
ospf 1

import-route rip 1 type 1 cost 4

RTC:

rip 1

version 2
network 30.0.0.0
undo summary

import-route ospf 1 cost 3
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ospf 1
import-route rip 1 type 1 cost 4

sohk EIAECER, £ 2 & STA e LS Hub-ACHYEEMH :

Vap 5I|F AT UDPEEITE

local IPvé address i

address : 2 £128

gateway g siE

address : 172.16.1.253
255.255.255.0
172.16.1.1
54-89-98-65-1F-93

STA>ping 192.

152.168.
192.168.
152.168.
192.168.
152.168.
192.168.

32 data bytes, Press Ctrl C to break

1: bytes=32 seg=1 ttl=250 time=187 ms

: bytes=32 seg=2 ttl=250 time=187 ms
1: bytes=32 segq=3 ttl=250 tim 88 ms
1: bytes=32 seg=4 ttl=250 time=172 ms
1: bytes=32 seq=5 ttl=250 time=187 ms

o o

DD NDNDN
(=N =]

o

192.168.20.1 ping statistics —-—-—
packet (s) transmitted
packet (s) received

0.00% packet loss

round-trip min/avg/max = 172/184/188 ms

STA>
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Vap 3I|% WEAT uoPEETE

IPvé gateway
IPv4 address
Subnet MRSk (TSNS Tse: 2555255525550

: 54-89-98-C1-0C-41

STA>ping 192.168.20.1

.168.20.1: 32 data bytes, Press Ctrl C to break
192.168.20.1: bytes=32 seg=1 ttl=250 time=187 ms
152.168.20.1: bytes=32 seg=2 ttl=250 time=172 ms
192.168.20.1: bytes=32 seqg=3 ttl=250 time=156 ms
152.168.20.1: bytes=32 seq=4 ttl=250 time=172 ms
152.168.20.1: bytes=32 seg=5 ttl=250 time=171 ms

-—— 192.168.20.1 ping statistics —--—
5 packet(s) transmitted

5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 156/171/187 ms

STA>

ERRENLEE, FEE Spokel1-AC, Spoke2-AC 5
Hub-AC EECE N+1 %15

Spoke1-AC:

wlan  ##HA WLAN BBECEEL

ap-system-profile name Spoke7  #Gl§E AP E&FtiElk, F+
HNRIRAE]

primary-access ip-address 192.168.1.2 #ECE 1k AC
(9 P ik

backup-access ip-address 192.168.20.1 #ECETEE AC
(9 P ik
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ap-group name Huawei-AP3030
ap-system-profile Spoke7  #7£ AP 05 |FH AP Z&HEHy

Spoke2-AC:

wlan

ap-system-profile name SpokeZ?
primary-access ip-address 192.168.3.2
backup-access ip-address 192.168.20.1
ap-group name Huawei-AP3030
ap-system-profile Spoke”?

Hub-AC:

wlan

ap-system-profile name
primary-access ip-address 192.168.1.2
backup-access ip-address 192.168.20.1
ap-system-profile name SpokeZ?
primary-access ip-address 192.168.3.2
backup-access ip-address 192.168.20.1
ap-group name Spoke1
ap-system-profile

ap-group name Spoke2
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ap-system-profile SpokeZ2

Spoke1-AC:

wlan

undo ac protect enable  #XHEFEWEEEHINEEATTE
N+1 Z&{DIEE

ap-reset all  #EZ AP, £ N+1 FPTHREE

Spoke2-AC:
wlan
undo ac protect enable

ap-reset all

Hub-AC:

wlan

undo ac protect restore disable  #FjE</BE[EIYITHEE
undo ac protect enable

ap-reset all
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mAamE (=R

M -
BI7E Spoke1-AC, Spoke2-AC 5 Hub-AC E&E N+1 &)
EIJ{%_I%\:

[
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24 Spoke1-AC 5 Spoke2-AC IEE T {FiT, & Spoke1-AC,
Spoke2-AC LUK Hub-AC 5 AP fUXEXEE.:
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mAWKE 022
24 Spoke1-AC 5 Spoke2-AC %40Y (LbHT4E Spoke1-AC 5
Spoke2-AC X#l, #EIIRERIN), B Hub-AC LEEFHS

AP RIXEXER:

[H

,,,,,,,
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IN=. 8358
—. SCIOHAFM:

Server 1 Server 2 Server 3
ﬂ
=
2 2 L2
2001.1X/24 2001224 _, 200.1.3/24
' GW:200.1.1.1 SGW: 20012177 GW: 200.1.3.1
1
f iMerit
\_ 100.1.3.X/24 A 1 100.1.4X/24
GW: 100,13.1 GW:_100.14.1
“IsP1 B 2 —— 2 RS Eid
1 ~ —
100.1.1X/24 100.1.2.X/24

|GW: 100.1.1.1 GW:100.1.2.1 ‘ _
’ 2|

AR1
é’ 1 0/30 2
6 14 34 :

VLAN 100X 1001
192.168.2.X/30 |.4/30
.5

2001
DHC Server
: @ 101 Telngt Server

8H Client

| 192.168.20.0/24 30.0/24

_____ 3. | 10216840.0/24 |
—1 |- |- - :
i
— 1
i

PC4 PC5 PC6

DHCP Client !

—. SCIgEAY:
RIBIMEEXK, SE£MEEER

=. LRPE:

Part | VLAN i&it:
LSW1.

system-view

sysname LSW1

vlan 10

interface Ethernet0/0/1

port link-type trunk
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port trunk allow-pass vlan all
interface Ethernet0/0/2

port link-type trunk

port trunk allow-pass vlan 2 all
interface Ethernet0/0/3

port link-type access

port default vlan 10

interface Ethernet0/0/4

port link-type access

port default vlan 10

LSW2:

system-view

sysname LSW2

vlan 20

interface Ethernet0/0/1

port link-type trunk

port trunk allow-pass vlan all
interface Ethernet0/0/2

port link-type trunk

port trunk allow-pass vlan all

interface Ethernet0/0/3
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port link-type access
port default vlan 20
interface Ethernet0/0/4
port link-type access

port default vlan 20

LSW3:

system-view

sysname LSW3

vlan 30

interface Ethernet0/0/1

port link-type trunk

port trunk allow-pass vlan all
interface Ethernet0/0/2

port link-type trunk

port trunk allow-pass vlan all
interface Ethernet0/0/3

port link-type access

port default vlan 30
interface Ethernet0/0/4

port link-type access

port default vlan 30
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LSW4:

system-view

sysname LSW4

vlan 40

interface Ethernet0/0/1

port link-type trunk

port trunk allow-pass vlan 2 to 4094

interface Ethernet0/0/2

port link-type trunk

port trunk allow-pass vlan 2 to 4094

interface Ethernet0/0/3
port link-type access
port default vlan 40
interface Ethernet0/0/4
port link-type access

port default vlan 40

CSW1:
system-view
sysname CSW1
vlan 10

vlan 20
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vlan 30

vlan 40

vlan 1001

vlan 1002

interface Eth-Trunk1

port link-type trunk

port trunk allow-pass vlan all
interface GigabitEthernet0/0/1
port link-type access

port default vlan 1001
interface GigabitEthernet0/0/2
eth-trunk 1

interface GigabitEthernet0/0/3
eth-trunk 1

interface GigabitEthernet0/0/4
port link-type access

port default vlan 1002
interface GigabitEthernet0/0/5
port link-type trunk

port trunk allow-pass vlan all
interface GigabitEthernet0/0/6
port link-type trunk
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port trunk allow-pass vlan all
interface GigabitEthernet0/0/7
port link-type trunk

port trunk allow-pass vlan all
interface GigabitEthernet0/0/8
port link-type trunk

port trunk allow-pass vlan all

CSW2:

system-view

sysname CSW?2

vlan 10

vlan 20

vlan 30

vlan 40

vlan 1003

vlan 1004

interface Eth-Trunk

port link-type trunk

port trunk allow-pass vlan all
interface GigabitEthernet0/0/1

port link-type access
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port default vlan 1004
interface GigabitEthernet0/0/2
eth-trunk 1

interface GigabitEthernet0/0/3
eth-trunk 1

interface GigabitEthernet0/0/4
port link-type access

port default vlan 1003
interface GigabitEthernet0/0/5
port link-type trunk

port trunk allow-pass vlan all
interface GigabitEthernet0/0/6
port link-type trunk

port trunk allow-pass vlan all
interface GigabitEthernet0/0/7
port link-type trunk

port trunk allow-pass vlan all
interface GigabitEthernet0/0/8
port link-type trunk

port trunk allow-pass vlan all
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LSWS5:

system-view

sysname LSW5

vlan 1006

vlan 1007

vlan 2001

vlan 2002

interface Eth-Trunk1

port link-type trunk

port trunk allow-pass vlan all
interface GigabitEthernet0/0/1
eth-trunk 1

interface GigabitEthernet0/0/2
eth-trunk 1

interface GigabitEthernet0/0/3
port link-type access

port default vlan 2001
interface GigabitEthernet0/0/4
port link-type access

port default vlan 1007
interface GigabitEthernet0/0/5

port link-type access

468 https://huawei.easthome.com/


https://huawei.easthome.com/

- ® =
mAmEE 2272

port default vlan 1006

LSWé6:

system-view

sysname LSW6

vlan 1008

vlan 1009

vlan 2002

interface Eth-Trunk1

port link-type trunk

port trunk allow-pass vlan all
interface GigabitEthernet0/0/1
eth-trunk 1

interface GigabitEthernet0/0/2
eth-trunk 1

interface GigabitEthernet0/0/3
port link-type access

port default vlan 1009
interface GigabitEthernet0/0/4
port link-type access

port default vlan 1008
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Part Il MSTP i&it:
LSW1.:

stp mode mstp

stp region-configuration
region-name easthome
revision-level 0

instance 10 vlan 10 20
instance 20 vlan 30 40

active region-configuration

LSW2:

stp mode mstp

stp region-configuration
region-name easthome
revision-level 0

instance 10 vlan 10 20
instance 20 vlan 30 40

active region-configuration

LSW3:
stp mode mstp

stp region-configuration
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region-name easthome
revision-level 0
instance 10 vlan 10 20
instance 20 vlan 30 40

active region-configuration

LSW4:

stp mode mstp

stp region-configuration
region-name easthome
revision-level 0

instance 10 vlan 10 20
instance 20 vlan 30 40

active region-configuration

CSW1:

stp mode mstp

stp region-configuration
region-name easthome
revision-level 0

instance 10 vlan 10 20
instance 20 vlan 30 40
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active region-configuration
stp instance 10 root primary

stp instance 20 root secondary

CSW2:

stp mode mstp

stp region-configuration
region-name easthome
revision-level 0

instance 10 vlan 10 20
instance 20 vlan 30 40

active region-configuration
stp instance 10 root secondary

stp instance 20 root primary

472 https://huawei.easthome.com/


https://huawei.easthome.com/

- ® =
mAmEE 2272

Part Il IP ihtigit:
LSW1:
interface vlan10

ip address 192.168.10.3 24

LSW2:
interface vlan20

ip address 192.168.20.3 24

LSW3:
interface vlan30

ip address 192.168.30.3 24

LSW4:
interface vlian40

ip address 192.168.40.3 24

CSW1:

interface LoopBackO

ip address 192.168.0.3 32
interface vlan10

ip address 192.168.10.1 24
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interface vlan20

ip address 192.168.20.1 24
interface vlan30

ip address 192.168.30.1 24
interface vlan40

ip address 192.168.40.1 24
interface vlan1001

ip address 192.168.2.5 30
interface vlan1002

ip address 192.168.2.9 30

CSW2:

interface LoopBackO

ip address 192.168.0.4 32
interface vlan10

ip address 192.168.10.2 24
interface vlan20

ip address 192.168.20.2 24
interface vlan30

ip address 192.168.30.2 24
interface vlan40

ip address 192.168.40.2 24
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interface vlan1003
ip address 192.168.2.13 30
interface vlan1004

ip address 192.168.2.17 30

LSWS5:

interface LoopBackO

ip address 192.168.0.5 32
interface vlan1006

ip address 192.168.2.21 30
interface vlan1007

ip address 192.168.2.25 30
interface vlan2001

ip address 192.168.3.5 30
interface vlan2002

ip address 192.168.3.1 30

LSWé6:

interface LoopBackO

ip address 192.168.0.6 32
interface vlan1008

ip address 192.168.2.29 30
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interface vlan1009
ip address 192.168.2.33 30
interface vlan2002

ip address 192.168.3.2 30

ART:

interface LoopBackO

ip address 192.168.0.1 32
interface GigabitEthernet0/0/0
ip address 100.1.1.2 24
interface GigabitEthernet0/0/1
ip address 192.168.2.1 30
interface GigabitEthernet0/0/2
ip address 192.168.2.6 30
interface GigabitEthernet2/0/0
ip address 192.168.2.14 30
interface GigabitEthernet3/0/0
ip address 192.168.2.26 30
interface GigabitEthernet4/0/0
ip address 192.168.2.34 30
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ARZ2:

interface LoopBackO

ip address 192.168.0.2 32
interface GigabitEthernet0/0/0
ip address 100.1.2.2 24
interface GigabitEthernet0/0/1
ip address 192.168.2.2 30
interface GigabitEthernet0/0/2
ip address 192.168.2.18 30
interface GigabitEthernet2/0/0
ip address 192.168.2.10 30
interface GigabitEthernet3/0/0
ip address 192.168.2.22 30
interface GigabitEthernet4/0/0
ip address 192.168.2.30 30

DHCP Server:

interface LoopBackO

ip address 192.168.0.7 32
interface GigabitEthernet0/0/0
ip address 192.168.3.6 30
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ISP1:

interface GigabitEthernet0/0/0
ip address 100.1.3.2 24
interface GigabitEthernet0/0/1
ip address 100.1.1.1 24

ISP2:

interface GigabitEthernet0/0/0
ip address 100.1.4.2 24
interface GigabitEthernet0/0/1
ip address 100.1.2.1 24

Internet:

interface GigabitEthernet0/0/0
ip address 100.1.3.1 24
interface GigabitEthernet0/0/1
ip address 100.1.4.1 24
interface GigabitEthernet0/0/2
ip address 200.1.1.1 24
interface GigabitEthernet3/0/0
ip address 200.1.2.1 24
interface GigabitEthernet4/0/0
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ip address 200.1.3.1 24
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Part IV AMEEHIZIT:
LSW1:
ospf 1
area 1

network 192.168.10.0 0.0.0.255

LSW2:
ospf 1
area 2

network 192.168.20.0 0.0.0.255

LSW3:
ospf 1
area 3

network 192.168.30.0 0.0.0.255

LSW4:
ospf 1
area 4

network 192.168.40.0 0.0.0.255
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CSW1:

ospf 1 router-id 192.168.0.3
area 0

network 192.168.2.5 0.0.0.0
network 192.168.2.9 0.0.0.0
area 1

network 192.168.10.0 0.0.0.255
area 2

network 192.168.20.0 0.0.0.255
area 3

network 192.168.30.0 0.0.0.255
area 4

network 192.168.40.0 0.0.0.255

CSW2:

ospf 1 router-id 192.168.0.4
area 0

network 192.168.2.17 0.0.0.0
network 192.168.2.13 0.0.0.0
area 1

network 192.168.10.0 0.0.0.255

area 2

481 https://huawei.easthome.com/


https://huawei.easthome.com/

mAKE

[HZ)%5)
Boundedin 1998

network 192.168.20.0 0.0.0.255
area 3
network 192.168.30.0 0.0.0.255
area 4

network 192.168.40.0 0.0.0.255

ART:

ospf 1 router-id 192.168.0.1
area 0

network 192.168.2.1 0.0.0.0
network 192.168.2.6 0.0.0.0
network 192.168.2.14 0.0.0.0
network 192.168.2.26 0.0.0.0
network 192.168.2.34 0.0.0.0

ARZ:

ospf 1 router-id 192.168.0.2
area 0

network 192.168.2.2 0.0.0.0
network 192.168.2.10 0.0.0.0
network 192.168.2.18 0.0.0.0
network 192.168.2.22 0.0.0.0

482 https://huawei.easthome.com/


https://huawei.easthome.com/

- ® =
mAmEE 2272

network 192.168.2.30 0.0.0.0

LSWS5:

ospf 1 router-id 192.168.0.5
area 0

network 192.168.2.25 0.0.0.0
network 192.168.2.21 0.0.0.0
area 101

network 192.168.3.5 0.0.0.0
network 192.168.3.1 0.0.0.0

LSWé6:

ospf 1 router-id 192.168.0.6
area 0

network 192.168.2.33 0.0.0.0
network 192.168.2.29 0.0.0.0
area 101

network 192.168.3.2 0.0.0.0

DHCP Server:
ospf 1 router-id 192.168.0.7

area 101
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network 192.168.3.6 0.0.0.0
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Part V HOEMAITiT:
ART:

ip route-static 0.0.0.0 0.0.0.0 100.1.1.1
ospf 1 router-id 192.168.0.1
default-route-advertise always cost 1

acl number 2001

rule permit source 192.168.2.4 0.0.0.3
rule permit source 192.168.2.8 0.0.0.3
rule permit source 192.168.2.12 0.0.0.3
rule permit source 192.168.2.16 0.0.0.3
rule permit source 192.168.2.20 0.0.0.3
rule permit source 192.168.2.24 0.0.0.3
rule permit source 192.168.2.28 0.0.0.3
rule permit source 192.168.2.32 0.0.0.3
rule permit source 192.168.3.0 0.0.0.3
rule permit source 192.168.3.4 0.0.0.3
rule permit source 192.168.10.0 0.0.0.255
rule permit source 192.168.20.0 0.0.0.255
rule permit source 192.168.30.0 0.0.0.255
rule permit source 192.168.40.0 0.0.0.255
rule 1000 deny source any

interface GigabitEthernet0/0/0
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nat outbound 2001

AR2:

ip route-static 0.0.0.0 0.0.0.0 100.1.2.1
ospf 1 router-id 192.168.0.2
default-route-advertise always cost 2

acl number 2001

rule permit source 192.168.2.4 0.0.0.3
rule permit source 192.168.2.8 0.0.0.3
rule permit source 192.168.2.12 0.0.0.3
rule permit source 192.168.2.16 0.0.0.3
rule permit source 192.168.2.20 0.0.0.3
rule permit source 192.168.2.24 0.0.0.3
rule permit source 192.168.2.28 0.0.0.3
rule permit source 192.168.2.32 0.0.0.3
rule permit source 192.168.3.0 0.0.0.3
rule permit source 192.168.3.4 0.0.0.3
rule permit source 192.168.10.0 0.0.0.255
rule permit source 192.168.20.0 0.0.0.255
rule permit source 192.168.30.0 0.0.0.255
rule permit source 192.168.40.0 0.0.0.255

rule 1000 deny source any
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interface GigabitEthernet0/0/0
nat outbound 2001
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Part VI WAN #5381 :

ISP1:

rip 1

version 2
network 100.0.0.0

undo summary

ISP2:

rip 1

version 2
network 100.0.0.0

undo summary

Internet:

rip 1

version 2
network 100.0.0.0
network 200.1.1.0
network 200.1.2.0
network 200.1.3.0

undo summary
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Part VIl VRRP ig&it:

CSW1:

interface vlan10

vrrp vrid 47 virtual-ip 192.168.10.4
vrrp vrid 47 priority 200

interface vlan20

vrrp vrid 47 virtual-ip 192.168.20.4
vrrp vrid 47 priority 200

interface vlan30

vrrp vrid 47 virtual-ip 192.168.30.4
interface vlan40

vrrp vrid 47 virtual-ip 192.168.40.4

CSW2:

interface vlan10

vrrp vrid 47 virtual-ip 192.168.10.4
interface vlan20

vrrp vrid 47 virtual-ip 192.168.20.4
interface vlan30

vrrp vrid 47 virtual-ip 192.168.30.4
vrrp vrid 47 priority 200

interface vlan40
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vrrp vrid 47 virtual-ip 192.168.40.4
vrrp vrid 47 priority 200
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Part VIII DHCP i&it:

DHCP Server:

dhcp enable

ip pool vlan10

network 192.168.10.0 mask 255.255.255.0
gateway-list 192.168.10.4

dns-list 202.106.49.151

lease day 8

ip pool vlan20

network 192.168.20.0 mask 255.255.255.0
gateway-list 192.168.20.4

dns-list 202.106.49.151

lease day 8

ip pool vlan30

network 192.168.30.0 mask 255.255.255.0
gateway-list 192.168.30.4

dns-list 202.106.49.151

lease day 8

ip pool vlan40

network 192.168.40.0 mask 255.255.255.0
gateway-list 192.168.40.4

dns-list 202.106.49.151
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lease day 8
interface GigabitEthernet0/0/0
dhcp select global

LSW1:

dhcp enable

interface vlan10

dhcp select relay

dhcp relay server-ip 192.168.3.6

LSW2:

dhcp enable

interface vlan20

dhcp select relay

dhcp relay server-ip 192.168.3.6

LSW3:

dhcp enable

interface vlan30

dhcp select relay

dhcp relay server-ip 192.168.3.6
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LSW4:
dhcp enable
interface vlan40

dhcp select relay

dhcp relay server-ip 192.168.3.6

493 https://huawei.easthome.com/


https://huawei.easthome.com/

