anep ® =
mAE@E &5

(HCIA - Datacom 3C3EFH) BR

01, BREMEIREAE TSGR ~-nmmmmemmm v 003
02, BREMEIREHIE LSRR --nmmmmemmmmv 004
OE =RV W e [ ) S —— 005
04, BB VLAN STIER () ----nmeeeenmmmmmmeeeen 008
VTRV W e o ) S —— 012
06, B STP SEIRLARY ---------nnmmmmmemmmmmsmeemoee 015
07. FRE = EHIEFHNASIIEER TSR AR
------------------------------------------------------- 018
08. BB = B FHNAIIEER THHISER AR
------------------------------------------------------- 020

09. B & _ = 5%E& LACP t&2z{ FRUBEIRER SSLIOHMN -- 022
10, BcBE=E5%E% LACP 1=z FRYEIREE S LIAHM -- 025

11, R BT 1B M s SIS AR ----------- 028
12, ERE SR TEO THESIKALIRAN ------------- 030
13, BeERFSISHAE M REsAsmiedM ------------- 032
14 FEEBHRAASEAR] ---------------mmmmmmmmm - 034
15, PR B BB BR ASCIRAAR] -------------mmmmmmmmmm oo 036
16 BEE RIP SCEGZAMN —------- - mm oo e 038
17 B2 OSPF BAXITHSLIRAR -------------m-mmmmm - 041
18, BB EA ACL SCISIARN ------------===mmmmmmmme- 044
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PR T el J N — 047
20 FeEERS NAT SCIGZARY] -------------mmmmmmmmmm - 050
21 FEEENZS NAT SCIEZARY ----------mmmmmmmmmmmm - 052
22 FRE NAT Easy |P SCIGLER] ----------=====-======- 054
PER T AN oo e [ 056
24 B PPP PAP SASESTIAER] —--nememeememeeememes 058
25U PPP CHAP AVESTHRAER —---nemmemmsmommemes 2o
26. B PPPOE STIREN (—) —-rnenermmeememeimems 062
27 FeE PPPOE L&A (=) ---=-=--mmmmmmmmmmmmme- 065
28, BLE AAA AHAIE R AZASEIGHR -------------- 067
29, BB AAATE ACS H#HTITIAESTIRER - 074
30, RBET CLI HiTiES RIBFLRAN ----------- 079
31. R BET Web SRERIXIELWRAN ---------- 081
32 Bt E SNMPvy1 SCIGLARN ---------—-—=mmmmmomemme o 084
33 Fi2E SNMPv2c SCIGZARN ---------==-mmmmmmmeeme 093
34, T SNMPY3 SEIRLAR] —nnmeemmmeemmmeemmeeeme 103
35 BeETosk ACISHSESCIO AR -------------------—- 117
36. 5F3 Python i Telnetlib ZRISHBLAR ------ 133
37. EEE FTP SCIGLARN -----------—=-mmmmmmmmmemmemmem 135
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i B ) 452 S RYBA S B SASC IR 2R M

—. SCIOHAFM:

DjCOMIZI Console[] ®
ConsoleZ4y

Client RTA
192.168.1.254/24

—. SCIgEAY:
B RE LA ERNEH, SHPET Console Z4iiEREIR
wHEY, FEEEREHNH

system-view HFHENRFRERRT

sysname RTA #4518 43

user-interface console 0 #HNAPEOBERE
authentication-mode password  #FEEIAIFED AZEIA
uE

set authentication password simple huvawe/  #Eg & INIE

BICARBSGAIE, FHEUEEEA
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Z. EcEMEEERIRI B AL N

—. SCIOHAFM:

DjCOMIZI Console[] ®
ConsoleZ4y

Client RTA
192.168.1.254/24

—. SCIGHEAY:
BIERE FEEENEH, SHAPEY Console ZL4NEZEIR
B, SEEREH

=. SR

RTA:

system-view #HHNRFAENED
sysname RTA #4518 43

user-interface console 0 #HNAPEOBERE
authentication-mode password  #FEEIAIFED AZEIA
uE

set authentication password cipher 723gwe" #BCEIA
IERTNAZESOAILE, HEERH

4 https://huawei.easthome.com/


https://huawei.easthome.com/

RS B i 2%
=. BeE VLAN LA (—)

—. SCIOHAFM:

SWA SWB
EO/0/1 EQ/0/1

E0/0/2 EQ/0/3 EO/0/2 E0/0/3

(R (R LK (K

Client A Client B Client C Client D
VLAN 2 VLAN 2

—. XL¥HEAY:
SR VLAN ZiEmEEEsEERERE, AR VLAN ZEgEE,
NS IEREL S

system-view #HHNR TN ERED
sysname SWA #4518 7p 43

vlan 2 #8l%E VLAN 2

vlan 3 #6l%2 VLAN 3

interface E0/0/2  #HNHEMNAYIR

port link-type access #Fim O RITEIS SRR E NENE
=t
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port default vlan 2 #15im A0 NFH VLAN 2

interface E0/0/3  #FHNAER AR

port link-type access #im ORI R B E NENER
=X

port default vlan 3 #1Zim OO0 NFH VLAN 3

interface E0/0/1  #HNMERMAYRC

port link-type trunk  #&isOFE HhdkiE=t

port trunk allow-pass vlan all  ##iFiZzRdtin1EIERE
VLAN B9(ER

SWB:

system-view
sysname SWB

vlan 2

vlan 3

interface EQ/0/2
port link-type access
port default vlan 2
interface E0/0/3
port link-type access
port default vlan 3
interface E0/0/1
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port link-type trunk

port trunk allow-pass vlan all
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M. BoE VLAN C3EAMN (Z)

—. SCIOHAFM:

SWA

- ]
CF ] LS
= — Client C — Cllent E - Client G
Client B VLAN 4 VLAN 4
Client A Client D Client F
VLAN 2 VLAN 2

—. XL¥HEAY:
SR VLAN ZiEmEEESEERE, AR VLAN ZEgEE,
N EIEIEREL S

=. SCIRPR:

SWA:

system-view HHNR G ERED

sysname SWA #2518

vlan 2 #8152 VLAN 2

vlan 3 #6El% VLAN 3

vlan 4 #6872 VLAN 4

interface E0/0/2  #HNHEMNAYIR

port link-type access #5im ORGSR B E N ENE
=X
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port default vlan 2 #ZimOI0NE VLAN 2

interface E0/0/3  #HNMBNAYI®O

port link-type access #fgum AR S B FL B NIEAR
+

port default vlan 3 #1Zim OO0 NFH VLAN 3

interface E0/0/4  #HNMERMAYRHC

port link-type access #im O R REEE NENR
=X

port default vlan 4 #1ZimCIIAZ VLAN 4

interface E0/0/1  #H NFBRATIR O

port link-type trunk  #&is S hdkiE=t

port trunk allow-pass vlan all  ##iFizdtis {EIERE
VLAN B9fE8

SWB:
system-view
sysname SWB
vlan 2

vlan 3

vlan 4

interface EO/0/3

port link-type access
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port default vlan 2

interface E0/0/4

port link-type access

port default vlan 3

interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type trunk

port trunk allow-pass vlan all

SWC:

system-view
sysname SWC

vlan 3

vlan 4

interface E0/0/3
port link-type access
port default vlan 3
interface EQ/0/4
port link-type access

port default vlan 4
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interface E0/0/2
port link-type trunk

port trunk allow-pass vlan all
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f. EE VLAN LA (=)

—. SCIOHAFM:

SWA SWB
EO/0/1 EQ/0/1

E0/0/2 EQ/0/3 EO/0/2 E0/0/3

(R (R LK (K

Client A Client B Client C Client D
VLAN 2 VLEAN 4 VLAN 5

Z. XWHERY:

< VLAN 2 #p9 Client A g&fIz5 Client B, Client C, ClientD
i&@15; € VLAN 3 /g Client B BEfiz5 Client A, Client C,
Client D j&{5; < VLAN 4 5gj Client C A~g€5 VLAN 5 #y
Client D i&(Z

system-view #HHNR TN ERET
sysname SWA #4518 43

vlan 2 #6l%E VLAN 2

vlan 3 #6872 VLAN 3

vlan 4 #6872 VLAN 4
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vlan 5 #87Z VLAN 5

interface E0/0/2  #H NAERAYIRHC

port link-type hybrid # G im AR B ECE OB FAR
=

port hybrid untagged vlan 2 to 5 #I5TE1Z IR O AT K
B VLAN 2 2] VLAN 5 PRI LA AR TIRE

port hybrid pvid vlan 2 #Fg & 1z im O By A i VLAN J9
VLAN 2

interface E0/0/3  #HNIBNAYI®E

port link-type hybrid # G im I RINE IR B ECE R FAR
=X

port hybrid untagged vlan 2 to 5 #IETEIZIR ORI E
B VLAN 2 E| VLAN 5 BRI FA& HRIZEHE I RS

port hybrid pvid vlan 3 #Fg &1z im O AI A i VLAN 79
VLAN 3

interface E0/0/1  #HNAERAYIRGC

port link-type trunk  #&is FE HhdkiE=t

port trunk allow-pass vlan all  ##iFizdtis EHERE
VLAN B8R

SWB:

system-view
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sysname SWB

vlan 2

vlan 3

vlan 4

vlan 5

interface E0/0/2

port link-type hybrid

port hybrid untagged vlan 2 to 4
port hybrid pvid vlan 4

interface E0/0/3

port link-type hybrid

port hybrid untagged vlan 2to 3 5
port hybrid pvid vlan 5

interface E0Q/0/1

port link-type trunk

port trunk allow-pass vlan all

14 https://huawei.easthome.com/


https://huawei.easthome.com/

OB 2222

7~ HoE STP SCR4HM

—. SCIOHAFM:

SWA
VLAN 1 Root Primary

EO/0/1

E0/0/1

E0/0/1

SWC

—. e BRY:

< SWA 2 VLAN 1 RyE=RM4F, £ VLAN 19 STP &, [HEE
SWC iy E0/0/2 im[]; =5 SWA AT, <& SWB #E SWA Y
79 VLAN 1 BYFEARRIET

SWyg

SWA:

system-view HHENR G ERRE

sysname SWA #2518

stp enable  #£FFFA STP

stp mode stp #1& STP T {Fi==(EcE N STP
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interface E0/0/1  #HNAERAYIRHC

port link-type trunk  #&isOFE fhdiE=t

port trunk allow-pass vlan all  #7piFiZch4kin (SRS
VLAN B9E8

interface E0/0/2  #H NAERATIRHC

port link-type trunk  #&isOFE i hdkiE=t

port trunk allow-pass vlan all  ##iFiZ4tis {EERE
VLAN B9{E8

stp priority 4096  #15 SWA B9 STP {L5cEcE 8 4096

SWB:

system-view

sysname SWB

stp enable

stp mode stp

interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type trunk

port trunk allow-pass vlan all

stp priority 8192
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SWC:

system-view

sysname SWC

stp enable

stp mode stp

interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all
interface E0/0/2

port link-type trunk

port trunk allow-pass vlan all
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€. BEE—EHRFIREIEHRAT
A9BSR SR S SCiaLH K]

—. SCIOHAFM:

EQ/0/1 o, E0/0/1

E0/0/3 E0/0/2 ¥ E0/0/2 E0/0/3
SWA SWB

_J K

Client A Client B

—. SCIgEAY:
B ERFREIERIED, & SWA 5 SWB BIRELAKHE
BYBENE—NAKEE

=. PR

SWA:

system-view HENR G EE,
sysname SWA #4518 43

interface Eth-Trunk 1 #8172 Eth-Trunk iz[2H
interface E0/0/1 ## N E0/0/1 im[

Eth-Trunk 1 #E1ZimI0NE Eth-Trunk x4
interface E0/0/2  ## N\ E0/0/2 im[]

Eth-Trunk 1 #E1ZimI0NE Eth-Trunk x4
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SWB:

system-view
sysname SWB
interface Eth-Trunk 1
interface EQ/0/1
Eth-Trunk 1
interface EQ/0/2
Eth-Trunk 1

19 https://huawei.easthome.com/


https://huawei.easthome.com/

- ® =
mAmEE 2272

I\, BEE=EERFNREIEGHRAT
A9BSR SR S SCiaLH K]

—. SCIOHAFM:

G0/0/0 o G0/0/0
10.1.1.1/24 [l 10.1.1.2/24
GO0/0/1 \/ G0/0/1

G0/0/2
192.168.1.1/24

G0/0/2
172.16.1.1/24

RTA RTB

CJ _J§

Client A Client B
192.168.1.10/24 172.16.1.10/24

—. SCIgEAY:
B EAFREIIERIED,, & RTA 5 RTB BIRRSELAKHERS
#ERR—NUKIEE, © Client A 5 Client B IEEiEE

=. LRPE:

RTA:

system-view HENR G EE,
sysname RTA #4518

interface Eth-Trunk 1 #8172 Eth-Trunk iz[2H
undo portswitch  #GREHEIKE 2 FHERA 3 E
ip address 10.1.1.1 24 #imARCE P itk
interface GO/0/0  ## \ E0/0/0 [

Eth-Trunk 1 #EiZZON0NE Eth-Trunk im[4E
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interface GO/0/1  ## )\ E0/0/1 [

Eth-Trunk 1 #5iZiwCO 00N Eth-Trunk im28

interface G0/0/2  #HNFEHMNAYEL

ip address 192.168.1.1 24  #ECEIEORY IP % FME
5

ip route-static 172.16.1.0 24 10.1.1.2 #EOBERRSISH,
EEXRERIERIMELR T—BEEO P it

RTB:

system-view

sysname RTB

interface Eth-Trunk 1
undo portswitch

ip address 10.1.1.2 24
interface GO/0/0
Eth-Trunk 1

interface GO/0/1
Eth-Trunk 1

interface G0/0/2

ip address 172.16.1.1 24
ip route-static 192.168.1.0 24 10.1.1.1

21 https://huawei.easthome.com/


https://huawei.easthome.com/

R E 2222
N, BEcE— =R LACP 123\ FRYBERS

A A
= *Bméﬂm
—. SCIGFRFM:

EO/0/1 N EQ/0/1

EQ/0/2 [ EQ/0/2

E0/0/3 Ll EQ/0/3

E0/0/4 7 E0/0/4
SWA SWB

_J _Ji

Client A Client B

—. SCIgEAY:
BITER LACP f9tE=, & SWA 5 SWB B9=& LIRS EIRETE
HE—MNAKBEE

system-view #HHNR TN ERET
sysname SWA #4518 43

interface Eth-Trunk 1 #8172 Eth-Trunk iz[2H
mode lacp-static  #i&izim[HRYEBECE S LACP
interface E0/0/1 ## N E0/0/1 im[

Eth-Trunk 1 #E1ZigI0NE Eth-Trunk im[4E
interface E0/0/2 #i# N\ E0/0/2 ik
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Eth-Trunk 1 #FiZiwCO 00N Eth-Trunk im[2E

interface E0/0/3 #1# N E0/0/3 im[

Eth-Trunk 1 #5iZiwCO 00N Eth-Trunk im2E

lacp priority 100 #BELE SWA £ LACP {4£4% 100
interface Eth-Trunk 1 #1HN Eth-Trunk im[2H

max active-linknumber 2 #F & EEKim R EIREER 2
interface E0/0/1 ## N E0/0/1 ik

lacp priority 100  #FCEim{L5cifE RS
interface E0/0/2 ## N\ E0/0/2 i

lacp priority 100  #BcEim{L7c e BERFERS

SWB:
system-view
sysname SWB
interface Eth-Trunk 1
mode lacp-static
interface E0/0/1
Eth-Trunk 1
interface EQ/0/2
Eth-Trunk 1
interface EO/0/3
Eth-Trunk 1
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lacp priority 100
interface Eth-Trunk 1
max active-linknumber 2
interface E0/0/1

lacp priority 100
interface E0/0/2

lacp priority 100
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+. EEE=EHEE LACP &3 FRIHERS
=M [

—. SCIOHAFM:

G0/0/0 - G0/0/0
G0/0/1 ! G0/0/1
G0/0/2 i G0/0/2
10.1.1.1/24 v 10.1.1.2/24

G4/0/0
192.168.1.1/24

G4/0/0
172.16.1.1/24

RTA RTB

CR T

Client A Client B
192.168.1.10/24 172.16.1.10/24

LIS BRY:
Bid{EE LACP g9, 5% RTA 5 RTB =SS LAASERR
#RENE—NUKBEE, < Client A 5 Client B IEEIE(=

=. LIS

EaZ
RTA:

system-view HFHNRFERT

sysname RTA #4518

interface Eth-Trunk 1 #87 Eth-Trunk im[4H

undo portswitch #J2
mode lacp-static  #{&izim[HRYENBECE S LACP

max active-linknumber 2 #F & EEKimOH_EIREE 2
ip address 10.1.1.1 24 #NimCEARCE P itk
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lacp priority 100  #BCE RTA BY LACP {f£5c4% /9 100
interface G0/0/0 #1#N G0/0/0 =0

Eth-Trunk 1 #EiZzZON0NEH Eth-Trunk im[4E

lacp priority 100  #BECERLIcRHHE BERERS
interface GO/0/1  ## )\ G0/0/1 =

Eth-Trunk 1 #EiZzZON0NEH Eth-Trunk im[4E

lacp priority 100  #ECE R {U/CHIRE HERFER
interface GO/0/2  ## )\ G0/0/2 =

Eth-Trunk 1 #&iZ3ZO N0 Eth-Trunk im48
interface G4/0/0  #H N NEMAYEZE]

ip address 192.168.1.1 24 #ECEEHY IP k& 7R
=

ip route-static 172.16.1.0 24 10.1.1.2 #EOERRSIKH,
EEAERIERIMER R F—HkEO IP it

RTB:

system-view
sysname RTB
interface Eth-Trunk 1
undo portswitch
mode lacp-static

max active-linknumber 2
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ip address 10.1.1.2 24
lacp priority 100
interface GO/0/0
Eth-Trunk 1

lacp priority 100
interface GO/0/1
Eth-Trunk 1

lacp priority 100
interface G0/0/2
Eth-Trunk 1

interface G4/0/0

ip address 172.16.1.1 24
ip route-static 192.168.1.0 24 10.1.1.1
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RAME H222
+—. BB ERMLES LAYESIRRE
L 42|

—. SCIOHAFM:

G0/0/0 192.168.1.2/24 G0/0/0 172.16.1.2/24
192.168.1.1/24 G0/0/1 172.16.1.1/24 G0/0/1

RTA RTB RTC

—. SCIGHEAY:
BT ESSKEH, © RTA 5 RTC gEBIEETIS

=. SR

RTA:

system-view HHNR G ERED
sysname RTA #4518

interface GO/0/0  #H N NEMNAYZE]

ip address 192.168.1.1 24  #ECE#EOMY IP bk 7R
i

ip route-static 172.16.1.0 24 192.168.1.2 #ELEFFSEEH,
EEXRERBAIMEL T—BkEO IP fbi

RTB:
system-view

sysname RTB
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interface GO/0/0

ip address 172.16.1.1 24
interface G0/0/1

ip address 192.168.1.2 24

RTC:

system-view

sysname RTC

interface GO/0/1

ip address 172.16.1.2 24

ip route-static 192.168.1.0 24 172.16.1.1
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1=, EEESRTEOTRFESIEEER
£H g

—. SCIOHAFM:

$2/0/0 $2/0/0

-192.168.1.1/24 - 172.16.1.1/24
<>———‘ﬁL=———<>———‘ﬁls———<>
192.168.1.2/24 172.16.1.2/24

RTA S2/0/1 RTB S2/0/1 RTC
—. LB/
BIIEESSIEA, © RTA 5 RTC gEBIEEEIS

=. LR

RTA:

system-view #HHNRFAENED
sysname RTA #2518 m&

interface S2/0/0 #HNEMNAYEO

ip address 192.168.1.1 24  #ECE#EOM IP bk 7R
5

ip route-static 172.16.1.0 24 S2/0/0 #ECEFSISH, 1I8E
EERNBRIME R A SN EEO

RTB:

system-view
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sysname RTB

interface S2/0/0

ip address 172.16.1.1 24
interface S2/0/1

ip address 192.168.1.2 24

RTC:

system-view

sysname RTC

interface S2/0/1

ip address 172.16.1.2 24

ip route-static 192.168.1.0 24 S2/0/1
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T=. EBEFSIRHAFN RS8N
£Hpg

—. SCIOHAFM:

192.168.1.1/24 192.168.1.2/24
G0/0/0 G0/0/0

G0/0/2
10.1.1.1/24

G0/0/2
20.1.1.1/24

G0/0/1 G0/0/1
RTA 172.16.1.1/24 172.16.1.2/24 RTB

LS LS

Client A Client B
10.1.1.254/24 20.1.1.254/24

Z. XWHERY:

RTA 5 RTB @d 2 FSEHASLIKNMEESEIZE, BERERHS
HANEMNTRESIE, £ Client A5 Client BEEBIEERR,
[EATEER 2 SREERRIEmEE

[m

=. LLTE:

RTA:

system-view HENR G EE,

sysname RTA  #/518% W44

interface GO/0/0  #HFHNBERAYEC

ip address 192.168.1.1 24  #FcEZ[AY IP bR R

5
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interface GO/0/1 #HENFEMNAYEO

ip address 172.16.1.1 24 #BECEZOR IP MR F R
g

interface G0/0/2  #FHNFEHMNAYEL

ip address 10.1.1.1 24  #FECE#EOAY P HEHE N 7RIS
ip route-static 20.1.1.0 24 192.168.1.2 #FLEFSIEH,
EEATRIBERIMER R T—HkEO IP it

ip route-static 20.1.1.0 24 172.16.1.2  #fEEEHSEH,
EEAERIBERIMER R T—HkEO IP bl

RTB:

system-view

sysname RTB

interface G0/0/0

ip address 192.168.1.2 24

interface G0/0/1

ip address 172.16.1.2 24

interface G0/0/2

ip address 20.1.1.1 24

ip route-static 10.1.1.0 24 192.168.1.1
ip route-static 10.1.1.0 24 172.16.1.1

33 https://huawei.easthome.com/


https://huawei.easthome.com/

OB 2222

M. EeEREHHLIRZE R

—. SCIOHAFM:

G0/0/0 I:" Client B
172.16.1.254/24

- 10.1.1.1/24 G0/0/0 192.168.1.2/24 ___lGo/o/1 - Client C
GO/0/1 192.168.1.1/24 G4/070 172.16.2.254/24

CllentA RTA RTB
G0/0/2 D' Client D
— 172.16.3.254/24

10.1.1.254/24

—. LEHAY:
7£ RTA FECBHERH, 7£ RTB HESEESKE, © Client A
BEf55 Client B, Client C. Client D IEEE&E

system-view HENR R ERRT

sysname RTA #2518 43

interface GO/0/0  #FHNEMNAYEO

ip address 192.168.1.1 24  #FE#EOR/Y IP HhEK FRIE
5

interface GO/0/1 #HHNBMNAEO

ip address 10.1.1.1 24  #FELEZORY IP HEHE N 7RIS
ip route-static 0.0.0.0 0 192.168.1.2 #E ERSIEH, I8¢

EREESMERRY T —BEE P bl
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RTB:

system-view

sysname RTB

interface GO/0/0

ip address 172.16.1.1 24
interface GO/0/1

ip address 172.16.2.1 24
interface G0/0/2

ip address 172.16.3.1 24
interface G4/0/0

ip address 192.168.1.2 24
ip route-static 10.1.1.0 24 192.168.1.1
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Th. ECEEERHELINEN

—. SCIOHAFM:

Client A
VLAN 2
192.168.1.254/24

EQ/0/1 G0/0/0 ®
192.168.1.1/24 :G0/0/0.1

172.16.1.1/24.:G0/0/0/2 RTA

EO/0/3 swA

Client B
VLAN 3
172.16.1.254/24

—. SCIgEAY:
ETECERERE, € VLAN 2 9 Client A 88625 VLAN 3
f4 Client B 5@,

system-view HFHENRFRRERRT
sysname RTA #4418 dn
interface G0/0/0.1 #HHNTE 1 PFEO

dot1q termination vid 2 #BcEH VLAN PEEEN
802.1Q, H#HE%1ZzF#EMON VLAN 2 EHURHIRHE LIRS
ip address 192.168.1.1 24  #FEEEORY IP HHEK FRIE
=

arp broadcast enable #EFEO TS ARP T 1BI08E

tl
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interface G0/0/0.2 #HNE 2 MO

dot1q termination vid 3 #BCEBE VLAN R9HEESHH
802.1Q, HBE<zF#=O VLAN 3 BUEHIRMHIRHREAIRS
ip address 172.16.1.1 24 #ECEIZOR 1P MR 7RI
5

arp broadcast enable #EFEOTHS ARP [ #EIh8E

SWA:

system-view
sysname SWA

vlan 2

vlan 3

interface EQ/0/2
port link-type access
port default vlan 2
interface E0/0/3
port link-type access
port default vlan 3
interface E0/0/1

port link-type trunk

port trunk allow-pass vlan all
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175, BicE RIP 3L3G2HM

—. SCIOHAFM:

G0/0/0 G0/0/1 ® G0/0/0 G0/0/1
10.1.1.0/24 20.1.1.0/24

G0/0/1

RTA RTB
192.168.1.0/24 172.16.1.0/24
CH CH
Client A Client B
192.168.1.254/24 172.16.1.254/24

—. SCIGHEAY:
BIg7E 3 8AsSE H#T RIPV2 BIEcE, © Client A gefig5
Client B IEE1ER

system-view HENR R ERRT

sysname RTA #2518 43

interface GO/0/0  #FHNERIEC

ip address 10.1.1.1 24  #ECE |P tthhl 5 FRIERg
interface GO/0/1 #HHNFENIEC

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
rip 1 HA RIP #Hi2 1

version 2 #ECEEFRRRAN 2

network 10.0.0.0 #HESEHEEMER
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network 192.168.1.0 #BEBESEEEMER
undo summary #RABMLCE

RTB:

system-view
sysname RTB
interface G0/0/0

ip address 20.1.1.1 24
interface GO/0/1

ip address 10.1.1.2 24
rip 1

version 2

network 10.0.0.0
network 20.0.0.0

undo summary

RTC:

system-view

sysname RTC

interface G0/0/0

ip address 172.16.1.1 24
interface GO/0/1
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ip address 20.1.1.2 24
rip 1

version 2

network 20.0.0.0
network 172.16.0.0

undo summary
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++t. fitE OSPF BXiasriG AN

OSPF 1 Area 0 !
! Router ID: 1.1.1.1 Router ID: 2.2.2.2 Router ID: 3.3.3.3 i

G0/0/0 G0/0/1 G0/0/0 G0/0/1
10.1.1.0/24 20.1.1.0/24 0/0/0
RTB
192.168.10/24 ] 172.16.1.0/24.
CH CL
Client A Client B
192.168.1.254/24 172.16.1.254/24

—. XIGA[Y:
1BiT OSPF BXIFAIEIE, © Client A 885 Client B IEEI&ET

WZU PR -
RTA:
system-view HHNRFAENED
sysname RTA #2518 43

interface GO/0/0  #FHNHEMNEEC

ip address 10.1.1.1 24  #ECE |P tthhl 5 FRIERg
interface G0/0/1  #FHNHEMNEC

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
interface Loopback0  #GlsEIR[E]#£] O

ip address 1.1.1.1 32 #F2E |P bk 5z FRIHHT

ospf 1 router-id 1.1.1.1  ## N\ OSPF i#i2 1, FHEEEKEH

41 https://huawei.easthome.com/


https://huawei.easthome.com/

- ® =
mAmEE 2272

g5 1D

area 0 #8l/32 OSPF Xig; 0

network 10.1.1.0 0.0.0.255 #BEEHEIEMER
network 192.168.1.0 0.0.0.255 #HEESEHBEEME

RTB:

system-view

sysname RTB

interface GO/0/0

ip address 20.1.1.1 24
interface G0/0/1

ip address 10.1.1.2 24
interface LoopbackO

ip address 2.2.2.2 32
ospf 1 router-id 2.2.2.2
area 0

network 10.1.1.0 0.0.0.255
network 20.1.1.0 0.0.0.255

RTC:
system-view

sysname RTC
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interface GO/0/0

ip address 172.16.1.1 24
interface GO/0/1

ip address 20.1.1.2 24
interface LoopbackO

ip address 3.3.3.3 32

ospf 1 router-id 3.3.3.3

area 0

network 20.1.1.0 0.0.0.255
network 172.16.1.0 0.0.0.255
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+/\. BeEESF ACL LIGZHM

OSPF 1 Area 0 !
! Router ID: 1.1.1.1 Router ID: 2.2.2.2 Router ID: 3.3.3.3 i

G0/0/0 G0/0/1 G0/0/0 G0/0/1
10.1.1.0/24 20.1.1.0/24 0/0/0
RTB
192.168.10/24 ] 172.16.1.0/24
CH CL
Client A Client B
192.168.1.254/24 172.16.1.254/24

—. ISR

jE@id OSPF BEXIFAVELE , £ Client AgE5 Client B IEEHIf;
Z[aTE RTA EECEHEA ACL, £ Client A 5 Client B AAEH1H
BiEif

=. LRPE:

RTA:

system-view #HHNR TN ERED
sysname RTA #4518

interface G0O/0/0  #H BRI

ip address 10.1.1.1 24  #ECE |P tthhik & FRIERY
interface GO/0/1 #HHNBNEO

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
interface Loopback0  #Gls#EIR[E]#£] O
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ip address 1.1.1.1 32 #FE IP bk K F RIS

ospf 1 router-id 1.1.1.1  ##H )\ OSPF #72 1, FHEEHKH
g2 1D

area 0 #8l/3# OSPF Xig; 0

network 10.1.1.0 0.0.0.255 #EBEEEEIEMEL

network 192.168.1.0 0.0.0.255 #HESEHEEMER

acl 2001  #QUiEEAR ACL

rule deny source 192.168.1.0 0.0.0.255  #E N EFNI 915
“#EER 192.168.1.0/24

interface GO/0/1  #HNMERNIZC

traffic-filter inbound acl 2001  #7E#EORIN 5 E LN AHIZ
HAR ACL

RTB:

system-view
sysname RTB
interface GO/0/0

ip address 20.1.1.1 24
interface GO/0/1

ip address 10.1.1.2 24
interface LoopbackO

ip address 2.2.2.2 32
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ospf 1 router-id 2.2.2.2
area 0

network 10.1.1.0 0.0.0.255
network 20.1.1.0 0.0.0.255

RTC:

system-view

sysname RTC

interface GO/0/0

ip address 172.16.1.1 24
interface G0/0/1

ip address 20.1.1.2 24
interface LoopbackO

ip address 3.3.3.3 32

ospf 1 router-id 3.3.3.3
area 0

network 20.1.1.0 0.0.0.255
network 172.16.1.0 0.0.0.255
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+h. GEESZR ACL SCIEHM

—. SCIOHAFM:

! OSPF 1 Area 0 !
! Router ID: 1.1.1.1 Router ID: 2.2.2.2 Router ID: 3.3.3.3 i

G0/0/0 G0/0/1 ® G0/0/0 G0/0/1
10.1.1.0/24 20.1.1.0/24
RTB
192.168.1.0/24 o _._.....]72161.0/24
K
Client A HTTP Server
192.168.1.254/24 172.16.1.254/24

—. s BERY:

181y OSPF BXIHHIECE , < Client A BE%i1a) HTTP Server;
ZJETE RTA EEEESR ACL, £ Client A 885 ping & HTTP
Server, {BFGEBIRE HTTP BRSS

=. PR

RTA:

system-view #HHNR TN ERED
sysname RTA #4518

interface G0O/0/0  #H BRI

ip address 10.1.1.1 24  #ECE |P tthhik & FRIERY
interface GO/0/1 #HHNBNEO

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
interface Loopback0  #Gls#EIR[E]#£] O
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ip address 1.1.1.1 32 #FE IP bk K F RIS

ospf 1 router-id 1.1.1.1  ##H )\ OSPF #72 1, FHEEHKH
&= ID

area 0 #6l%& OSPF X1, 0

network 10.1.1.0 0.0.0.255 #EBESEEEIEME

network 192.168.1.0 0.0.0.255 #HBSEHBEIEMER

acl 3001  #gES% ACL

rule deny tcp source 192.168.1.0 0.0.0.255 destination
172.16.1.254 0 destination-port eq 80  #EN EHN FyiE
B MER 192.168.1.0/24 5a)HAREA 172.16.1.254 B TCP
ARS5HY 80 M

rule permit icmp source any destination any #OIFE
(ARt EH T B RIHEIART ICMP iRSS

interface G0/0/1  #iFNHEMNEC

traffic-filter inbound acl 3001  #7EZEORIANG B _ENHIZ
=% ACL

RTB:

system-view
sysname RTB
interface G0/0/0

ip address 20.1.1.1 24
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interface GO/0/1

ip address 10.1.1.2 24
interface LoopbackO

ip address 2.2.2.2 32
ospf 1 router-id 2.2.2.2
area 0

network 10.1.1.0 0.0.0.255
network 20.1.1.0 0.0.0.255

RTC:

system-view

sysname RTC

interface G0/0/0

ip address 172.16.1.1 24
interface GO/0/1

ip address 20.1.1.2 24
interface LoopbackO

ip address 3.3.3.3 32
ospf 1 router-id 3.3.3.3
area 0

network 20.1.1.0 0.0.0.255
network 172.16.1.0 0.0.0.255
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—1. BcEFS NAT Ei8EM

—. SCIOHAFM:

E Client A — Private ! [' Public
1 192.168.1.10/24 I:Ij o

EQ/0/2 : :
( E0/0/1  G0/0/0 G0/0/1
SWA 192.168.1.1/24 ® 20.1.1.1/24 Internet %

EQ/0/3 | RTA! Server

: 20.1.1.254/24
E Client B —
! 192.168.1.20/24

BigERS NAT lJERE, © Client A 5 Client B g8f1%i/5]8) Public
A Server

=. LRPE:

RTA:

system-view HFHENRFRRERRT
sysname RTA #4518

interface GO/0/0  #FEHN\MEMNEEL

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
interface GO/0/1  #FEHNMEMNEL

ip address 20.1.1.1 24  #ECE |P tthhil 5 FRIER

nat static global 20.1.1.10 inside 192.168.1.10 #IBAREP
Hitik 192.168.1.10 BSEEHR/I AL 20.1.1.10
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nat static global 20.1.1.11 inside 192.168.1.20 #IZ AR
sk 192.168.1.20 534 A BIE 20.1.1.11
nat static enable  #FFf5 NAT $4545120RSS
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—1—. EcERIZ NAT SEiGHM

—. SCIOHAFM:

E Client A — Private ! [' Public
1 192.168.1.10/24 I:Ij o

E0/0/2 L
e 4 £0/0/1 G0/0/0 G0/0/1
SWA (_ 192.168.1.1/24 ® xny-zam Internet %

E0/0/3 | RTA! Server !
; Lo 20.1.1.254/24 |
E Client B ]
1 192.168.1.20/24 I:]_
— =iA
—. IGA/N

BIgEnZA NAT lEZE , © Client A 5 Client B 21Zi5]a) Public
A Server

system-view HANRGAERT

sysname RTA  #2515%%dp

nat address-group 1 20.1.1.10 20.1.1.20 #BU3E NAT b
1Lt

acl 2001  #GUEFR A =S

rule permit source 192.168.1.0 0.0.0.255  #[TEZAERIRM
54

interface G0/0/0 #HENENEO
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ip address 192.168.1.1 24  #FE& |P Hhht K FRI#ERT
interface GO/0/1 #HHNFENIEC

ip address 20.1.1.1 24  #FEE |P b 5 7R3

nat outbound 2001 address-group 1 #AESMEBEORIH

e LERGEESIZIZR, FHITE NAT sttt
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—+=. EigcE NAT Easy IP SE1§4HK
—. SCIOHAFM:

E Client A — Private ! [' Public
1 192.168.1.10/24 I:Ij o

E0/0/2

P E0/0/1__ G0/0/0 N co/01
SWA 192.168.1.1/24 ® 20.1.1.1/24 Internet %

EQ/0/3 | RTA! Server

l 20.1.1.254/24
E Client B =
! 192.168.1.20/24

&@id NAT Easy IP f9EcE, < Client A 5 Client B &%)
Public A9 Server

system-view HHENRFAENED

sysname RTA  #Z518%%ip 44

acl 2001 #GUEEFMERIRESIFIZR

rule permit source 192.168.1.0 0.0.0.255  #[ITEZAERIEN
54

interface GO/0/0  #FH NFENIE]

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
interface GO/0/1 #HHNBNEO
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ip address 20.1.1.1 24 #ECE P HudE R FROIEHS
nat outbound 2001 #ZESMEREECIEY 75 ) E VAR IA A
7R S
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“+=. figE NAT IRS3=35C384AM

—. SCIOHAFM:

! Client A s Private Public ! Private
' 192.168.1.10/24 I:Iﬂ P Lo
E0/0/2 L .
cwa [PE=E0/0/1_ Goso/0 G0/0/1  20.1.1.2/24 G0/0/0
by 102.168.1.1/24 20.1.1.1/24  GO/JO/1 172.16.1.1/24
E0/0/3 'RTA | | RTB! HTTP Server !
oo Lo 172.16.1.254/24 |

i Client B =
! ien =
i 192.168.1.20/24 D__ﬂ

—. SCISHEMY:
BT NAT [REZEEMIELE, © Client A 5 Client B g&igi@1T Web
N'S5S8351a) HTTP Server

system-view HHNR G ERED

sysname RTA #4518 43

acl 2001  #@IEtRERAEHIFIER

rule permit source 192.168.1.0 0.0.0.255  #[PLECERIEN
54

interface GO/0/0  #FH NFENIE]

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
interface GO/0/1 #HHNBNEO
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ip address 20.1.1.1 24 #ECE P HudE R FROIEHS
nat outbound 2001 #ZESMEREECIEY 75 ) E VAR IA A
7R S

RTB:

system-view

sysname RTB

acl 2001

rule permit source 172.16.1.0 0.0.0.255

interface GO/0/0

ip address 172.16.1.1 24

interface GO/0/1

ip address 20.1.1.2 24

nat outbound 2001

nat server protocol tcp global 20.1.1.3 www inside
172.16.1.25480  #FF[2 NAT ERSSEEINRE, BAERHbLE
172.16.1.254 K Him[ 80 MgIZI£ Sttt 20.1.1.3 #Y 80 i
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—4M. #igs PPP PAP JAESEIS LM

—. SCIOHAFM:

RTA opp RTB
— Z Z
10.1.1.1/30 10.1.1.2/30
WINIETS IAIEFS

—. SCIgEAY:
¥ RTA 5 RTB Z B8R {T5E ST &MY ECE 9 PPP, FH{EMim
BcE PPP (PAP) 1AUE, &=Z2SCI RTA 825 RTB tHEIEH

=. PR

RTA:

system-view HHNR TN ERED
sysname RTA #8184

interface S2/0/0 #HHNEMNAYEO
link-protocol ppp  #FCEfEEEE MY PPP
ip address 10.1.1.1 30  #ECE |P tthhl & FRIER

ppp pap local-user easthome password cipher P@sswOrd

#ECEINIERSFRE R 2 R EHR

RTB:

system-view
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sysname RTB

aaa #FTIE AAA RS

local-user easthome password cipher P@sswOrd
#EEINIESRIEIREEF RIZRP R EER

local-user easthome service-type ppp #ECE1ZFHF IR
55258079 PPP

interface S2/0/0

link-protocol ppp

ip address 10.1.1.2 30

ppp authentication-mode pap #EEZOTNBH PPP B9
PAP TAIE
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—+3. feE PPP CHAP JAIEECIS /AN

—. SCIOHAFM:

RTA opp RTB
— Z L
10.1.1.1/30 10.1.1.2/30
WINIETS IAIEFS

—. SCIgEAY:
¥ RTA 5 RTB Z B8R {T5E ST &MY ECE 9 PPP, FH{EMim
fBcE PPP (CHAP) TAUE, &=ZZSCH RTA gEf%5 RTB tHEI&EI

system-view HHNR TN ERED

sysname RTA  #/818% 044

aaa #BE\ aaa RUBCERT(

local-user R75 password cipher P@sswOrd — #1E#IANIIE
FRYEHEES G EAUE SRR REZH

local-user R7B service-type ppp  #FELE1ZFAFRIIRSS A
%9 PPP

interface S2/0/0 #1HNEMNAYEO

link-protocol ppp  #BECEHEEEEIZ=MN I PPP

ip address 10.1.1.1 30  #ECE |P tthhl 5 FRIER
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ppp chap user R7A  #ECEHIANIESIAER &R B
=

RTB:

system-view

sysname RTB

aaa #FFE AAA IRSS

local-user R7A password cipher P@sswOrd  #1x FINIIE
T REERE R P RIEBALE S RIF P M EEA

local-user R7A service-type ppp  #ELEZFAFHIIRSZEE
J9 PPP

interface S2/0/0

link-protocol ppp

ip address 10.1.1.2 30

ppp authentication-mode chap  #7x# [ ~/ZH PPP Y
CHAP TA\IE

ppp chap user R78  #EEEIAIESIAMERFRERIAF
&
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—+7x. EE PPPoE SLIRER (—)

—. SCIOHAFM:

G0/0/0 G0/0/0
192.168.1.1/24

PPPoE-Client PPPoE-Server

—. L BRY:
BT PPPoE BIBERE, £ PPPoE-Client 82fiZEkIH3AER IP bl
H 5 PPPoE-Server IEEEH

=. LR

PPPoE-Client:

system-view HHENR G EREL

sysname PPPoE-Client  #4515%%dp

dialer-rule  #HNIRSHNIE]

dialer-rule 1 ip permit  #5IFE IP MEEIME AR SE
=B

interface Dialer1 #EIEFHHANIRSEO 1

link-protocol ppp  #FCEfEREEIZENMY 9 PPP

ppp chap user easthome #BCE{ER PPP B9 CHAP TAUE
FEIZRF

ppp chap password cipher P@sswOrd  #FEC&EIAUERT {5
tNRaE
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ip address ppp-negotiate  #BLE P HEAFAOSKEN S =018
iJ PPP ihi3ki5

dialer user pppoe #ElEEIRS AP

dialer bundle 1 #HRREIERO SRS EOMEE
dialer timer idle 300  #Fg&E A EAIAIE/S 300 7
dialer-group 1  #E#EEOSKSEOET 1 KSHH
ZHrp

interface G0/0/0  #FHNMEMNAYEL

pppoe-client dial-bundle-number 1 on-demand # B
IREIEEOSIKRSZEOMEE, 18%& PPPoE RIEXINAYA
S1%A; &< (on-demand) 37R PPPoE R T{FERFINS
IR

ip route-static 0.0.0.0 O Dialer #EEMREH, HiEE
FhEEO RS ED

PPPoE-Server:
system-view
sysname PPPoE-Server

aaa #FTIE AAA RS

local-user easthome password cipher P@sswOrd
#EUEI IR E R & R E R
local-user easthome service-type ppp #EC&E1ZFHF IR
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553584y PPP

ip pool pppoe  #6J7E DHCP itk

gateway-list 192.168.1.1 #HEE D ECHIRI HEAE
network 192.168.1.0 mask 24  #fgE D FLHIRER K2 37D
dns-list 202.106.49.151  #EESEHI DNS Bk

interface Virtual-Template1 #OUEFIHNEIEREO
1

ppp authentication-mode chap  #{5xE{#EFIAY PPP AL
=9 CHAP

remote address pool pppoe H#IEEImImIEENE A
pppoe AYEiEHEFREN IP ithit

ip address 192.168.1.1 24  #fiEREIERIZECRN IP ik
R Fmfehs

interface G0/0/0  #iF N\¥pFRiEO

pppoe-server bind Virtual-Template 1 #igE1Zz#&E 1A
PPPoE RIARSS 88im, FSREMENRIEO 1 HT4E
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—++t. BicE PPPoE SE3R4EM (Z)

—. SCIOHAFM:

] G0/0/0
192.168.1.1/24

PPPoE-Client PPPoE-Server

—. L BRY:
BT PPPoE BIBERE, £ PPPoE-Client 82fiZEkIH3AER IP bl
H 5 PPPoE-Server IEEEH

=. LR

PPPoE-Server:

system-view

sysname PPPoE-Server

aaa #FFE AAA IRSS

local-user easthome password cipher P@sswOrd

#ERUEI IR AR R R E R

local-user easthome service-type ppp  #BEL&E1ZFHF IR
55358479 PPP

ip pool pppoe  #6lJE DHCP itk

network 192.168.1.0 mask 24  #5EECAYMER K2 3815
interface Virtual-Template1 #OUEZEFIHNEIEREO
T
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ppp authentication-mode pap #15E(FFAY PPP IAEE
=3 PAP

remote address pool pppoe  #IETEmIHIEEFTMNE N
pppoe At ARFREY IP fthilt

ppp ipcp dns 151.49.106.202  #5E5HEAY DNS bk (&=
AHE5)

ip address 192.168.1.1 24  #FiEREIERZELR P ik
RS mfehs

interface GO/0/0  #iF N\4FEHE

pppoe-server bind Virtual-Template 1  #igE1Zz#&E A
PPPoE RIARSS 88im, FSREMENRIEO 1 H1T4E
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—1/\. BE& AAA FHEIAIE R FEINEEL
£Hpg

—. SCIOHAFM:

— G0/0/0
192.168.1.1/24

Client A RTA
192.168.1.254/24

—. IEE[:

£ RTA LFHE AAA BRSS, BCENAARHIAIERIEZ, 773 Client
A FHEPENENEY Telnet ITfiEERIZMEE, R HIZEF
IBFFT AT R FRIa SR

=. PR

RTA:

system-view HHENRFAENED
sysname RTA #4518 43

aaa #FTIE AAA RS

local-user easthome password cipher P@sswOrd
#EEAE AR EE R

local-user easthome privilege level 0 #IEE1ZFRAFP %5
70

local-user easthome service-type telnet #EEIZEP
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ARS53EL Telnet

interface GO/0/0  #HNMBNEC

ip address 192.168.1.1 24  #{BCE& |P il F/EHg
user-interface vty 0 4 HFHNEPAZRBc SO

authentication-mode aaa  #EEBINIEFETT A AAA

LA AT as SRS :
7£ Client A E&##2 Telnet:

B Telnet 192.168.1.1 = O X

AT EREBEs LA easthome 2ECRIZ 0 0, ELIZ AR
ToFENRFINE
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X Telnet 192.168.1.1 = O X

LERT, E&AEE EA%F 0 IR HRGSEN, RITFEHAAR
SFALE

command-privilege level 0 view user system-view

HR%5 0 (P HNGH &N/, BiREZ Client A, &
WELXALUEBEHARSE:
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¥ Telnet 192.168.1.1 = O X

LAY, EFEE RTA FAECE OSPF FRENGIFINN, MITZEHEAN
S "ospf 1", (HMSTLEMIERS:

¥ Telnet 192.168.1.1 = O X
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IREIFREHEE, DRERFHURN:

command-privilege level 0 view system ospf

BIREZE Client A, KIBEALESHA OSPF EiEiE:

¥ Telnet 192.168.1.1 = O X

£ OSPF F&EBEEHAXE, 0, NEBFEAGS "area 0", B
SIKIBGIEIES
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¥ Telnet 192.168.1.1 = O X

IREIEREEES, PREFFRUEL:

command-privilege level 0 view ospf area

HIREZE Client A, RIEZFILUEEH A OSPF B9XIE 0 BcE
B
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¥ Telnet 192.168.1.1 = O X
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—+h. BeE AAA £ ACS Li#H{Timis
IAMESESS4H K

—. SCIGFRFH:
Dj G0/0/0 G0/0/1 ===
T92.168.1.1/24 T0.1.1.1/24 (|

Client A NAS AAA Server
192.168.1.254/24 10.1.1.254/24

—. XIgA/Y:
7E NAS 7= AAA RS, EEE{EH Cisco ACS IRSZE8H1T
TouRIAUE

=. LLE:

NAS:

system-view HENZRFAEFRT

sysname NAS #2518 43

aaa #HE AAA IRSS

local-user easthome password cipher P@sswOrd
#RIEA MR AIREE A

local-user easthome privilege level 15  #igE1ZFHF 45
7915

local-user easthome service-type telnet #EE1ZFAFRY

IRSZZEAY S Telnet

authentication-scheme 1 #ECBINIEHEHR 1
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authentication-mode radius local #IEEINIERI A5
£ RADIUS f[R55e8 LIOUE, BEIRSSERAANIABEAHIGIE
radius-server template 1 #8172 RADIUS IRSS=315EHR 1
radius-server authentication 10.1.1.254 1812 # I8 &
RADIUS fR5528R9 IP 3t R FRAYIR S5

radius-server shared-key cipher P@sswOrd  #18 7E & H
23 RADIUS f55es < [BHE AR =% A

undo radius-server user-name domain-included

#Z5F3 RADIUS fRSSe8ERFP R PES1HE

aaa #EDRHN AAA HUBCETRT

domain default admin = #iF AERIARIE,

radius-server 1 #EF RADIUS JRS5E315ER 1
authentication-scheme 1 #IERIAIFENR 1

interface G0/0/0  #iFH NFEN#Z]

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
interface GO/0/1 #HHNFENIEC

ip address 10.1.1.1 24  #ECE |P tthhil 5 FRIER
user-interface vty 0 4 HHENERIHECEEO
authentication-mode aaa  #ECEINEEDR I AAA
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Cisco ACSv5.2 BYECE :
B Cisco ACSV5.2 NECERE, =it [WEHIE], =E [
®iGEZ5 AAA =]

JE = cuoseamncs [ - o x
<« C R AFES | hups//101.1.254/acsadmin/ s 0 ¢ = @ @ -

@JE AAA EF'

| EEER =)
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155 AAA ZEFIRHENECEES

B | % CicoSecurs ACS x [ -
<« C @ A FES | hups//10.1.1.254/acsadmin/ s 0 ¢« = @ @ -~

%‘— SIS S, BiIFS
e | R

Ve
RADIUSHRSS

RS EFiRZ
BTt ==

| = s |

mis [BRSRREE]), =& [BR), A vARE [8FE],
EBIEBIAUER B -

< C R A FES | hps//10.1.1.254/acsadmin/ % 0 ¢ %@ Q

=
! =+ [BRSRRTEFHE]

8% [AF] g

Al s (o)

~
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BERFREAER [BRERER], /EFER [(ER]:

;]—Cuk\nl& K& - 8 x

< C ® ATES | wps//101.1.254/acsadmin/ 5 0 ¢« = @ @ -
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=+1. BREERTF CLI fniEEFIRIEL
Bgi£A g

RTA
Console[d . G0/0/0

—. SCIOHAFM:

ConsoleZ:4s 192.168.1.1/24
coMd
I:I- pd—= W L%
— 192.168.1.254/24
Client

—. SCWEMY:
< Client @1 Telnet iITfEE RIS FZHMIE

=. LIEEE:

Telnet 5= (—):

RTA:

system-view HHENR G ERRE
sysname RTA #4518 43

telnet server enable  #F=E Telnet RS
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interface GO/0/0  #HNMBRNAYEC

ip address 192.168.1.1 24  #FE |P il K FRI#ERT
user-interface vty 0 4 #HHNFBFIERE

user privilege level 75 #ECERFEREIEREFR
set authentication password cipher P@sswOrd  #1g8E%

5

Telnet 5= (Z2):

RTA:
system-view HENRFEE
sysname RTA #4518 43

telnet server enable  #Jf/3 Telnet RS

aaa #FFE AAA RS

local-user easthome password cipher P@sswOrd
#ieEE RN ERANAERENER

local-user easthome service-type telnet  # & & 1B I
AAA SRAT(ERRIARSS 2L /9 TELNET

user-interface vty 0 4 #HHNFBFUEFRE
authentication-mode aaa  #ECEINIFET I AAA

user privilege level 75 #EEAPERENFERER
interface GO/0/0  #HNMEMNHEC

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
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=1+—.BEETF Web SR ERHKIE
SEIE4H

—. SCIOHAFM:

= G0/0/0 IR
192.168.1.1/24 4 e

Client A Firewall
192.168.1.254/24

—. SCIgEAY:
EE Firewall [USG6000V1]) V&R, < Client ATJLUE
g Web (5 TESHERIRS

=. ISR

USG6000V1:

system-view #HNR TN ERET

interface GO/0/0  #iFH NFEN#Z]

undo ip binding vpn-instance default  #>x[FEIARYZE O
5 VPN SLAIRIFBERFR

ip address 192.168.1.1 24  #BCE |P Hhhit K F /D
service-manage all permit  #EEIFATERSEE
service-manage enable #HSREZEIEINEE

web-manager enable #FEET Web HUIRSERE
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Client A:
FIFF Web XIL588, i https://172.16.1.1:8443

® ey

« - C @ O A o hipsi/17296.1.1:8445

TN S TR EREAL011E L R, CVERRRS)

WMARFPRRER, BRIRE
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BEXAEANSHE [RERS], ANMER, @ik [(T—RERAF
BEx] BB (BiE]

4 Fuawei USGE00NT

”EEG x

RERAER
cRENRERS
& zEsi REFRNHA
20 REThES BT B ESRE R R HE R
(@ vers i BERALEFHR
@ W%
oty RERATUFSA

REFERARO
REBMADICPES

EURTER

CUTHE

2 E [BRARITY], SRRTREC SRS RIS (2
5] 5 [F&5)

4 Fuawei USGE00NT

« cC @ O a 1721611

L EL T &

HREHER

0D 13614120115

0D 13614120115

0D 13614120115

0D 12614120115 MR

1261412018122

1281412011528

SRS HERATRENE MRS, FANFRIIE RS

aRUDA

O PARRAERR L L

gt (2

CLTHE
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=+=. ficB SNMPv1 sci&4HR/
—. SCISAF:

G0/0/0
%ﬁ% 192.168.1.1/24

NMS SNMP-Agent
192.168.1.254/24

—. LEHAY:
£ NMS 23 MIB Browser, £ SNMP-Agent 5
SNMPv1 IfjgE, © NMS IRSSEErILAUTIEEIEZIRHEE

=. LR

RTA:

system-view #HHNRFAENED
sysname RTA #4518 43

interface GO/0/0  #HNHENIZC

ip address 192.168.1.1 24  #FiE |P bbb FR#Rg
snmp-agent #FHi5 SNMP X IEIhEE

snmp-agent sys-info version v1  #ECE{FEFE SNMP {2y
1

snmp-agent community read readro  # g & B K B 79
readro, FERIFHITRIZIHA

snmp-agent community write writerw  # g & Bl K 2 79
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writerw, FEHFHITIESE

snmp-agent trap enable  #FF/5 SNMP (RIEAVEZEIHEE
snmp-agent target-host trap-hostname A7/NET07 address
192.168.1.1254 udp-port 161 trap-paramsname easthome
#iESEERREIBRIMNEY 192.168.1.254, HRIEWIRY
FH&ZA8 ATNETO1, {EARNmOSH 161, SERIRIESE
(E8%51Z&& 79 easthome

snmp-agent target-host trap-paramsname east/iome v
securityname easthometrap — #BELBSZRNIKIESE
{52522 79 easthome, SNMP WRZAERIRA 1, EREER
YHIRREZ S easthometrap
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NMS irZEE [MG-SOFT MIB Browser Professional SNMPv3
Edition] Z{4FHFHE:

@ MG-SOFT MIB Browser Professional SNMPy3 Edition = EL)_Q

File Edit Yiew SNMP Action Tools MWindow Help
R OREER R EELEEE] 2|8
Quey |MiB | Ping |
Remote SNMP agent 1 Split
[1s2768.11 jElIE] H I Vettical |
I MIB iee 3
& @ MIB Tree
2 ceitt
Qiso
~ Query results 7
[Welcome to MG-SOFT MIE EBrowser Professiona | SNMP+3 Edition =
4y off

[Remate SHMP agent ot contacted. [ [Fswe: (@02 E

B © @ [@mesorTmpeomsere... £[000#YD L mw
£ Remote SNMP agent 4MEE SNMP-agent (RTA) BV IP

ik, FEEANR @7 &
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@ MG-SOFT MIB Browser Professional SNMPv3 Edition

Fle Edt View SNMP Action Tools Window Help

RARE 922

=18l

A
E RO REE R EELEEE

|

Qe |MiB | Ping |

Remate SNMP agent Split
[1s2168.11 =~ = EI“ I Vettical |
~ MIB tiee -
= @ MIB Tree
(0 ceitt
Qs
SNMP Protocol Preferences x|
SNMP protocol version
’76 SNMPy1 " SNMPv2c " SNMPy3
[~ General Get-Bulk settings
Read community ¥ Use GetBulk
readio E 0 Non repeaters
G 10 Ma repetiions
writery -
SNMPv3 security
Timeout[s] [5 User security name
Retransmits |4
) ===
Port number [161 «
Load user profile | Edituser..
I~ Add to agent profiles Cancel
[~ Query results =
Welcome to MG-SOFT MIB Browser Professional SNMPv3 Edition :J
=
1< »
[Remate SHMP agent ot contacted.

71| & (2 | & MG-SOFT MIB Browser P...

[Fswev: (@22 B

=O0EDNYD % 04

AR Fi%E SNMPy1, Read community &MES
readro, Set community 4MEE writerw, HESERIFENA

{ER0H], BT OK
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in 1998
@ MG-SOFT MIB Browser Professional SNMPv3 Edition I
File Edit View SNMP Action Tools Window Help
|2t

R IR EE PR R LEEE]

=18l

2|8
Qe |MiB | Ping |
Remate SNMP agent Split
[s2168.1.1 =1 = EI“ ™ Verical |
-~ MIB ies -
= @ MiB Tree
(0 ceitt
Qiso
[~ Query results =
[Wielcome to MG-SOFT MIB Browser Professional SNMPy3 Edition |
Remote address: 192,168.1.1 port 161 transpart: IP/UDP
Local address: 192 168.1.254 port: 1071 transport: IPAUDP
Protacol version: SNMPy1
1: sysUpTime.D (tmeticks) O days 00h:07m:18s.76th (43878)
=
1< »
[Remote SHMP agent 192,168.1.1 contacted. [ (Fswp1 (20 @ I[ﬁ 4
E}ﬂ%] & (@ | & MG-SOFT MIB Browser P... VDM % 2050

EALIEREA, SNMP I (192.168.1.1) BEi&EEEMIN
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WHZEEALUEIE SNMP IZfE S E IR AT 2R :

@ MG-SOFT MIB Browser Professional SNMPv3 Edition
File Edit View SNMP Action Tools Window Help
= R TR EE RS

Qe |MiB | Ping |

=18l

a 2|8

Remote SNMP agent Split
@.15&1.1 =~ = El” I~ Vetical |
- MIB tee =
5 d MIB Tree
(0 ceitt
BB iso
&3 org
B dod
=] intemet
() directory
=[] mamt
B mib2
-] system
& sysDescr
& sysObjectiD

& sysUpTime
e

sCocation
& sysServices
®-(] interfaces
=33 at
i
-3 icmp
-0 tep
@3 udp
-] egp
(21 tansmission
& smp

(2] experimental

-] private

[~ Query results
Welcome to MG-SOFT MIB Browser Professional SNMPv3 Edition

b

Remote address: 192.168.1.1 port: 161 transport: IP/UDP
Local address: 192.168.1.254 port: 1071 transport: IP/UDP
Protocol version: SNMPyv1

1: sysUpTime.0 (timeticks) O days 00h:07m:18s.78th (43878)

L o

o 13612115 [ FECacE

71| & (@ | M6-5OFT MIB Browser P... =Y0ENYD L s

RAB FEFRIRER, #E sysName (REZFR)
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& MG-SOFT MIB Browser Professional SNMPv3
File Edit View SNMP Action Tools Window Help

n

B iE 522

=18l

il |%[ @] i 5] ] a ]

EELEER]

|

Qe |MiB | Ping |

Remate SNMP agent Split
@.15&1.1 =1 = EI“ I Vetcal

[ MIB tiee

5 d MIB Tree

(0 ceitt

B0 iso

E-(] og
=[] dod
(] intemet
() directory
=+ mgmt

B3 mib-2
=] system
& sysDescr
& sysObjectiD
& sysUpTime
& sysContact

@ sysLoc I Contact

& sysSer 23 walk

(] interfaces #fa prompt For OID...

=@ a Multiple Variable Bindings. .
w i

@] iemp P& Expand
@

@

;

o] tep Colla
pse

1@ udp i

5 egp T Gat

(] ansmissio =32 Get Next

B-@ s ge bl

@&
(3 private

Flemote address: 192.166.1.1 port. 161 kianspa

Local address: 132.168.1.254 port 1071 transp 0¥ OID
Protacal version; SNMPy1

1: sysUpTime.D {tmeticks) 0 days 00h:07m:18s.; /& Toggle Bookmark

% Properties...

L

= Set...
Table View
Quepresuts i Info ==
[\welcome to MG-SOFT MIB Browser Profession: =
4 Find

o

lop 13612115

_ﬂ_mﬁ;l & (@ | @ MG-SOFT MIB Browser P...

£ sysName bERTAHE, 1%#% Set

[Fsmrv  [@RD[E

= WEM99 % 2053
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@ MG-SOFT MIB Browser Professional SNMPv3 Edition -
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=18l

|

8 set - syshame.0 X
@. o|® L
QU PemoteSNMPagent

[|132.1sa.1.1 - B g ’

E it
E 0ID to Set i Vertical |
kh[1.3.s.1.21.1.5.0 = = =
E
[SNMP\A | @ ’
 Syntax
€ Integer32 € Timeticks € Counterb4
 Ulnteger32 ¢ IPaddiess Opague
" Counter32 0D " Nsapaddr
€ Gauge32 & Dctets  Bits
QOO [F ot |
STt
& sysObjectiD
& sysUpTime
& sysContact
2 sysName
& sysLocation
& sysServices
®-(] interfaces
=33 at
i
-3 icmp
-3 tep
-3 udp
-] egp
(21 tansmission
-3 srmp
(2] experimental
-] piivate
[~ Query results =
Welcome to MG-SOFT MIB Browser Professional SNMPv3 Edition :J
Remote address: 192.168.1.1 port: 161 transport: IP/UDP
Local address: 192.168.1.254 port: 1071 transport: IP/UDP
Protocol version: SNMPyv1
1: sysUpTime.0 (timeticks) O days 00h:07m:18s.78th (43878)
=
L o

o 13612115

71| & (2 | & MG-SOFT MIB Browser P...

FECacE

ZVENYD L 2054

ERHRIRIIEIET, Value to Set {MEE AR H A HZ AR

(Blan: SNMPV1), Z/REadZE EALTIERAYIRH
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&%
x|
FlREE ) 2|6
Q.| Remate SNMP agent
£ [t 1 B Bl
[T~ 0iD to 5et Vettical
b [(36121150 = = =
=~ Value to Set
v = 2l o
~ Syntax
C Integer32 € Timeticks € Counterb4
C Ulnteger32 ¢ IPaddiess ¢ Opaque
C Counter32 ¢ 0OID " Nsapaddr
 Gauge32 & Octets " Bits
@ | 5Pyt Success.

25
sysObjectiD
sysUpTime
sysContact
> sysName
sysLocation

sysServices
7 (0] intertaces
o at
Qe
3 icmp
@ tep
®-(] udp
®-(] egp
(] transmission
-] snmp
(] experimental
@ (] piivate
-~ Query resuls -
[welcome to MG-SOFT MIB Browser Professional SNMP3 Edition S|
Remote address: 192.168.1.1 port: 161 kansport: IP/UDP
Local address: 192.168.1.254 port: 1071 transport: IP/UDP
Pratocal version: SNMPv1
1: sysUpTime.0 [t 0 days 00h:07m:185.78th (43878)
SNMP S T
1: sysName.0 MPv1 [53.4E.4D.50.76.31 (hex]]
L 2
joID 1.3.6.1.2.1.1.5 & SHMPy1 200 & 4

@)515| & (2} | @ MG-SOFT MIB Browser P... EVENYD % 2055

L EIETHERL EZRBBIZ SRR

IteRd, REFEHMFIVEERE, /& "BE" #, EEKHRS
MELGCEEX: (BEZX)
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=+=. figE SNMPv2c sLI84HK
—. SCISAF:

G0/0/0
%ﬁ% 192.168.1.1/24

NMS SNMP-Agent
192.168.1.254/24

—. LEHAY:
£ NMS 23 MIB Browser, £ SNMP-Agent 5
SNMPv2 IfjgE, $ NMS IRSSEErILARIEE IEZ IR S

=. LR

RTA:

system-view #HHNRFAENED
sysname RTA #4518 43

interface GO/0/0  #HNHENIZC

ip address 192.168.1.1 24  #FiE |P bkt FR#Rg
snmp-agent #FHi5 SNMP X IEIhEE

snmp-agent sys-info version v2c #BCEEA SNMP £
AR v2c

snmp-agent community read readro  # g & B K B 79
readro, FHERAIFHITRIEIAIE

snmp-agent trap enable #7Fi=E SNMP RIBAIEZETHAS
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snmp-agent target-host trap-hostname A7NETO7 address
192.168.1.254 udp-port 161 trap-paramsname easthome
#RESEERREIBRIMNEY 192.168.1.254, BRIEHIRY
FH&ZA ATNETO1, {ERNmOSH 161, SERNRIESE
=252 easthome

snmp-agent target-host trap-paramsname easthome v2c
securityname easthometrap — #ELBSZRNARIESE
{58%5Z=&Z/9 easthome, SNMP hRAERRRRA v2c, EMEE
HRSCHIR R 9 easthometrap

acl 2001 #EUEFHECEEA ACL

rule permit source 192.168.1.254 0 # [T fig jf7 =& #/1, #h 11t
192.168.1.254

rule deny source any #E B HEAPIUES
snmp-agent mib-view festview excluded system
#EIZEHBLER I testview B9 MIB fIEl, PRHI NMS BJLAETE
RS Fp& system LISMET &=

snmp-agent community write writerw mib-view festview
acl 2001

#5279 testview A9 MIB HREINFITE write IERF, FHECE
B9 writerw, BIEREEZR ACL 2001
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NMS irZEE [MG-SOFT MIB Browser Professional SNMPv3
Edition] Z{4FHFHE:

@ MG-SOFT MIB Browser Professional SNMPy3 Edition = EL)_Q

File Edit Yiew SNMP Action Tools MWindow Help
R OREER R EELEEE] 2|8
Quey | M | Ping |
- Remote SNMP agent - Split
[1s2768.11 jEllE]H I Vettical |
MIB ties —
= i MIB Tree
2 ceitt
Qs
-~ Query results a
[Welcome to MG-SOFT MIB Browser Professional SNMPy3 Editon |
Ly o

[Trap received from 127.0.0.1. [ [Fswe: (@22 B

B © @ [@mesorTmpeomsere... €0EPOD L 2ios.
£ Remote SNMP agent 4MEE SNMP-agent (RTA) BV IP

ik, FEEANR @7 &
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m R
File Edit Yiew SNMP Action Tools Window Help
R OREER R EELEEE] 2|8
Qe |MiB | Ping |
Remate SNMP agent Split
@.15&1.1 =~ = EI“ I~ Vetical |
 MIB tee 2
= @ MIB Tree
2 ceitt
Qiso
x

SNMP protocol version

’7(“ SNMPy1 |(~" SNMPchl " SNMPy3

~ General [~ GetBulk setlings
Read community IV Use GetBuk

readio s 0 Non repeaters

Set community 10 Max repetitions
writery =
[~ SNMP3 security

Timeout[s] [5 User security name
_Hetvansmils |4

Security level
Port number m

Load user profile | Edituser..
I~ Add to agent profiles Cancel

[~ Query results
Welcome to MG-SOFT MIB Browser Professional SNMPv3 Edition

g

o o

[Trap received from 127.0.0.1. [ [Fswev: (@22 B

AT ikiE SNMPv2c, Read community 4MES

readro, Set community 4MEE writerw, HESERIFENA
{EH0R], BT OK
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@ MG-SOFT MIB Browser Professional SNMPy3 Edition

] =18l
File Edit View SNMP Action Tools Window Help
R OREER R EELEEE] 2|8
Qe |MiB | Ping |
Remate SNMP agent Split
[s2168.1.1 =1 = EI“ I~ Vetical |
~ MIB tiee -
= i MIB Tree
(0 ceitt
Qs
1~ Query results =
|[welcome to MG-SOFT MIE Browser Professional SNMPy3 Edition =]
Remote address: 192.168.1.1 port: 161 transport: IP/UDP
Local address: 192.168.1.254 port: 1076 transport: IP/UDP
Protocol version: SNMPv2c
1: spsUpTime.0 [timeticks) O days 00h:06m:44s.55th (40455)

-
Kl »
Remote SMP agent 192.168.1.1 contacted.|

[ EEEEET! )
2/518| & (@ [ Mes0rT B Erowser .. &OEINYD % 210

EALIEREA, SNMP I (192.168.1.1) BEi&EEEMIN
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WHZEEALUEIE SNMP IZfE S E IR AT 2R :

@ MG-SOFT MIB Browser Professional SNMPv3 Edition = ELX_J
File Edit View SNMP Action Tools Window Help

R R TR EE R R 2|8

Qe |MiB | Ping |

Remote SNMP agent Split
&%15&1.1 =~ = E]H [ Vertical |
I~ MIE tree —
1 il MIE Tree

(0 ceitt

= iso

B
= dod
=] intemet

() directory
=[] mamt

B3 mib-2

-] system

& sysDescr
& sysObjectiD
& sysUpTime
e

ocal
& sysServices
7] interfaces

o] at
o0 p
52 icmp
o] tep
51 udp
7] eap
(22 tansmission
=3 snmp
(2] experimental
-] private

-

[~ Query results
Welcome to MG-SOFT MIB Browser Professional SNMPv3 Edition

b

Remote address: 192.168.1.1 port: 161 transport: IP/UDP
Local address: 192.168.1. 254 port: 1076 transport: IP/UDP
Protocol version: SNMPv2c

1: sysUpTime.0 (timeticks] U days 00h:08m:44s.55th (40455)

o of
lop 13612115 [ FECCE

@515| & (@ | & MG-SOFT MIB Browser P... 2VENYD % 210

RAB FEFRIRER, #E sysName (REZFR)

98 https://huawei.easthome.com/


https://huawei.easthome.com/

& MG-SOFT MIB Browser Professional SNMPv3
File Edit View SNMP Action Tools Window Help

n

B iE 522

=18l

R R TR EE R R

|

Qe |MiB | Ping |

Remate SNMP agent Split
@.15&1.1 =1 = EI“ I Vetcal

[ MIB tiee

5 d MIB Tree

(0 ceitt

B0 iso

E-(] og
B dod
(] intemet
() directory
=[] mamt

B mib2
=] system
& sysDescr
& sysObjectiD
& sysUpTime
& sysContact
S R

[} 8 interface i prompt For OID. ..
&} at i 3 o

% Multiple variable Bindings...
T g 2
&-(Jiemp T Expand
E-0er @) collapse
@] udp
®-(Jegp Do Get
(23 transmis D Get Next
E O smp S Get puk

@
2 private g

Tabl Yiew

[ Query results 1 Info

\Welcome to MG-SOFT MIB Browser Professii

Remots address: 192.168.1.1 port 161 ians

Local address: 192.168.1.254 port: 1076 bar 0P O1°
Protocol version: SNMPy2c

12 sysUpTime. timeticks) O days 00h:06m: 4« & Tog9le Bookmark

@ Properties...

L

g

o

lop 13612115

_ﬂ_mﬁ;l & (@ | @ MG-SOFT MIB Browser P...

£ sysName bERTAHE, 1%#% Set

|d‘sm4w2c ,000 4

= OEN9D % 2112
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@ set - syshame.0 X
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=18l

|

Q[ Remote SNMPagent————————
F|7|1512.1sxa.1.1 - B g ’nﬂ
E 0ID to Set i Vertical |
kh[|1.3.s.1.21.1.5.0 = = =
Er— Value to Set
(SNMPVZ | @ ’
 Syntax
€ Integer32 € Timeticks € Counterb4
C Ulnteger32 ¢ IPaddess ¢ Dpaque
" Counter32 0D " Nsapaddr
€ Gauge32 & Dctets  Bits
DO [F swmevzc |
STt
& sysObjectiD
& sysUpTime
& sysContact
2 sysName
& sysLocation
& sysServices
®-(] interfaces
=33 at
i
-3 icmp
-3 tep
-3 udp
-] egp
(21 tansmission
-3 srmp
(2] experimental
-] piivate
[~ Query results =
Welcome to MG-SOFT MIB Browser Professional SNMPv3 Edition :J
Remote address: 192.168.1.1 port: 161 transport: IP/UDP
Local address: 192.168.1.254 port: 1076 transport: IP/UDP
Protocol version: SNMPv2c
1: spsUpTime.0 [timeticks) O days 00h:06m:44s.55th (40455)
=
L o
lop 13612115

71| & (2 | & MG-SOFT MIB Browser P...

[ [Fsweze (00 [E

2VENYD % 213

ERHRIRIIEIET, Value to Set {MEE AR H A HZ AR
(Blan: SNMPv2), Z/REadZE EALTIEAYIRH
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@ MG-SOFT MIB Browser Professional SNMPv3 = |ﬂ|5|
2je®  «l®@d 2lel

0u[ Remote SNMP agent

E(|1512.1r;3.1.1 = = & !..- |

E 0ID to Set iliene
-J|1.3.s.1.2.1.15.0 = = | >
_E Value to Set

”SNMPVZ = _("JI

[~ Syntax

€ Integer32 " Timeticks € Counterb4
€ Ulnteger32 ¢ IPaddiess ¢ Dpaque
" Counter32 0D " Nsapaddr
" Gauge32 & Dctets " Bits
@00 [ sNPvzc Setting 1.3.6.1.2.1.1.5.0...
e
& sysObjectiD
& sysUpTime
& sysContact
sysName
& sysLocation
& sysServices
®-(] interfaces
B0 at
i
-3 icmp
I
[
I

o] tep
1@ udp
#-(] eap
(21 tansmission
(] smp
(2] experimental

2 pivate

[~ Query results
\Welcome to MG-SOFT MIB Browser Professional SNMPv3 Edition

g

Remote address: 192.168.1.1 port: 161 transport: IP/UDP
Local address: 192.168.1.254 port: 1076 transport: IP/UDP
Protocol version: SNMPv2c

1: spsUpTime.0 [timeticks) O days 00h:06m:44s.55th (40455)

L A

OID 1.3.6.1.2.1.1.5 [ [ smrvee (@D B

!IfFﬂﬁ] & (@ | MG-SOFT MIB Browser P... &|OENYPD % a5

@ MG-SOFT MIB Browser Professional SNMPv3 on = lﬂlﬂ
EE] a®lPld] 2le|

0u[ Remote SNMP agent

E(|1512.1r;3.1.1 = = & !..- |

[1- oD wset [ Vettica
-J|1.3.s.1.2.1.15.0 = = | >
B Value to Set

”SNMPVZ =l g]|

[~ Syntax.

€ Integer32 " Timeticks € Counterb4
C Ulnteger32 ¢ IPaddess ¢ Dpaque
" Counter32 0D " Nsapaddr
" Gauge32 & Dctets  Bits

@) & sNmPvzc  Request timed out,
proETT

s &
& sysObjectiD
& sysUpTime
& sysContact
2 sysName
& sysLocation
& sysServices
®-(] interfaces
B0 at
i
-3 icmp
E

E

E

o] tep
1@
7] eap
(21 tansmission
(] smp
(2] experimental
(1 piivate

[ Query result
\Welcome to MG-SOFT MIB Browser Professional SNMPv3 Edition

g

Remote address: 192.168.1.1 port: 161 transport: IP/UDP
Local address: 192.168.1.254 port: 1076 transport: IP/UDP
Protocol version: SNMPv2c

1: spsUpTime.0 [timeticks) O days 00h:06m:44s.55th (40455)

L A

OID 1.3.6.1.2.1.1.5 [ [ smrvee (@D B

!IfFﬂﬁ] & (@ | MG-SOFT MIB Browser P... &OENYPD % 216

ik 2 iBESRRILTHERLSRBA TS AESULLE (Request timed out),
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AT SNMP-Agent E#HSHNANESZ, € NMS
(192.168.1.254) FTEEHE system FHAE

RS, REEXHFAVECERE, R ‘BEFE" #, EERHSES
MERLELEN: (RHIZ)

| art
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R B i 5222
=M. EEE SNMPv3 LIS

—. SCIOHAFM:

G0/0/0
%ﬁ% 192.168.1.1/24

NMS SNMP-Agent
192.168.1.254/24

—. s BERY:
£ NMS 23 MIB Browser, £ SNMP-Agent 5
SNMPv3 I8gE, € NMS [RSESnILARIEE %R EHES

=. LR

RTA:

system-view #HHNRFAENED
sysname RTA #4518 43

interface GO/0/0  #FEHN\MEMNEEL

ip address 192.168.1.1 24  #FiE |P bkt FR#Rg

snmp-agent #FiE SNMP {IEIhEE

snmp-agent sys-info version v3  #BE & SNMP IRk

A3

snmp-agent sys-info contact Administrator’s phone

number s +86 135-11771-171711  #BEEBEEBRNHKRERAR
#

snmp-agent sys-info location Beyjing it B &L /I
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SNMP-Agent B\ &

snmp-agent mib-view festview include internet
#OIEFBECER S testview i MIB B, 18E NMS mJLIEE
A2 E internet LAY A2

snmp-agent group v3 easthomegroup privacy write-view
easthomerw  read-view  easthomero  notify-view
easthomeno #BcE SNMPv3 FIFPEH, Ho5BEEIREUE
5. Rz, BARAIXIRZFR

snmp-agent usm-user v3 easthomeuser easthomegroup
authentication-mode md5 P@sswOrd privacy-mode
aes128 P@ssword #1£ easthomegroup Ag|ERAF
easthomeuser, HECEIZAFPINAEREIEINZTST
snmp-agent trap enable #F7FiE SNMP (RIBAIEZETHAS
snmp-agent trap source GO/0/0  #f57& SNMP{CIEEZR
pLtE-d W

snmp-agent trap queue-size 200 #I5ESZ—1 SNMP
RESEEENKE

snmp-agent trap life 60 #5E SNMP RIBEZHNERE
AITE]

snmp-agent target-host trap-hostname A7NET0O7 address
192.168.1.254 udp-port 161 trap-paramsname easthome
#ELESEERARIERIERIILY 192.168.1.254, BHRIENAY
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FH8] A ATNETO1, FEHENIROSA 161, SERRIESE
=BE5FERZ N easthome

snmp-agent target-host trap-paramsname cast/ome v3

securityname easthometrap privacy HEEESTERXW
RIESEUSEYIZRE /9 easthome, SNMP [RAERMRAS 3, &
PSR HIRAZ 79 easthometrap, HEIFMERZEINES
FIFIAE

NMS irZEE [MG-SOFT MIB Browser Professional SNMPv3
Edltlon] BUEFHFE:

IG-SOFT M] Professional SNMPv3 Edition
EI| Edit View gtian ools  Window Help

Ek |®|ﬂ|0| |ll’&|mlawl L EE] 2ls

Quey | MB_| i
Remote SNMP agenl

[s2188.11 | Ellﬁl H I Vettical |

M

b

[ | & sty oo ® ,

HG-50FT 15 Bromser P. EO0ERYD L ss
£ Remote SNMP agent &MEE SNMP-agent (RTA) HJ IP

weht, FEREAMR &7 &
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@ MG-SOFT MIB Browser Professional SNMPv3 Edition

B iE 522

Fle Edt View SNMP Action Tools Window Help

=18l

E AR TOIREE R

2|8
Qe |MiB | Ping |
Remate SNMP agent Split
[1s2168.11 =1 = E]“ I Vetcal |
[~ MIB tree -
=l g MIB Tree
(0 ceitt
Qiso
x
SNMP protocol version
’7(‘ SNMPy1 " SNMPv2c
[ General  Get-Bulk settings
2 IV Use GetBuk
; 0 Non repeaters
Setcommurity [0 o
ivate ~
b i~ SNMP+3 security
Timeout [s] |5 User security name
Retransmits |4
B | ==
Port number I1E1 vi
[~ Add to agent profiles Cancel
[ Query results =~
Welcome to MG-SOFT MIB Browser Professional SNMPv3 Edition _A_l
v
|0 »
=
[Re_mote SMMP agent not contacted.

Uﬁl & (@ | @ MG-SOFT MIB Browser P...

Designer : Yigian Hu

[ [&swevi (000 &
200ENYD L 9

s AT ik SNMPy3, Fmih Load user profile...
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@ MG-SOFT MIB Browser Professional SNMPv3 Edition
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=18l

L

2|8
O User profile name. I Security user name | Secuiity level |
E
I |
b =
E
L |
' SNMPy3
tings
-Bulk
Non repeaters
Gose | I s reptions
T =T~ SNMPv3 security
Timeout [s] ]5 User security name
Retransmits ]4
Security level
Port number  [161 vl
[~ Add to agent profiles 0K | Cancel
[ Query results =~
Welcome to MG-SOFT MIB Browser Professional SNMP3 Edition _Aj

o

[Remate SHMP agent ot contacted.

_ﬂ_mﬁ;l & (@ | @ MG-SOFT MIB Browser P...

£ 38 H A XTI 15 HE ik

SNMPv3 USM User”

T wwes 000 ,

= OEe9D L 922

B LETERENS—1RE “New
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@ MG-SOFT MIB Browser Professional SNMPv3 Edition -&(x|

=ie 2|8

2 < sNMPv3 USM User Profiles

[ secuity level |
2
x|
Context name |
[~ Context engine ID ]u
I~ SNMP port number  [161 |
: ication protocol | HMAC-MD5 VI Change Password...
Privacy protocol |cre-ES-128 >| Change Password..
I~ Do not localize Authentication and Privacy keys
|~ Diffie-Hellman key exchange.
tanager Randar |n
Save to profile... Cancel
|
[ Query results =~
[Welcome to MG-SOFT MIB Browser Professional | SNMP3 Edition _A_l
=
1< »

[Remate SHMP agent ot contacted. [ [Fswe: (@22 B
EHFRSI & (@ | MG-SOFT MIB Browser P... EVENYD % 9z

Z fEBERHAEESE CEA, ESENNRNE:

User profile name: BIfR4RE, NHERIFTCIEINAFHED
&

Security user name: ILt&MEES SNMP-Agent EFrEIEAIAF
&

Authentication protocol: ItabERS SNMP-Agent EE#
HIRE

Privacy protocol: Ittabi%sRS SNMP-Agent EEIHAVIRE
Z fg B &5 Authentication protocol &/ Ml B “ Change

Password...”
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=8|

-iDix]
= & & x| 2@
Q User profile name. | Security user name I Secuiity level ]
E
i |
'_L\ v
E
I— il
User profile name [easthome
Security user name [easthomeuser
o i
™ Password oK I
I [P@sswird T l
" Password confirmation
T
[P@sswid
— I" Hide typing Enter password in ASCI| text
-
i srragerTrarmT: I
Save to profile... 0K | Cancel I
|
[ Query results =~
Welcome to MG-SOFT MIB Browser Professional SNMPv3 Edition _A_l
v
KT} -
=
Remots SHMP agent not contacted. [ [Fswrv1  [@@O [E

mﬁ‘ & (@ | @ MG-SOFT MIB Browser P...

HAMES S SNMP-Agent FECERIBIRAIZA,

Designer : Yigian Hu

= 0EEY9D L 9n

Z g8 OK
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«# MG-SOFT MIB Browser Professional SNMPv3 Edition = IEI_X_I
-ioix
¢| e 3
= 0| & x| e
Q User profile name. | Security user name | Secuiity level I
i
i |
b =
E
| xl
i
User profile name [easthome
Security user name [easthomeuser
Context name |
[~ Context engine ID Iw
I~ SNMP port number m
ication protocal  [HMAC-MDS v| Change Password...
Privacy protocol ICFB -AES-128 vl Change Password... ]
I~ Do not localize Authentication and Privacy keys
[~ Diffie-Hellman key exchange
anager Handonm lu
Save to profile... Cancel I
|
[ Query results =~
Welcome to MG-SOFT MIB Browser Professional SNMP3 Edition _A_l
v
|0 »
=

Remots SHMP agent not contacted. [ [Fswrv1  [@@O[E

!ﬁﬁ!ﬁ] & (2 | MGSOFT MIB Browser ... &|OENYPO L 9=

R FERSEESS, B Privacy protocol AflIE “Change

Password...”
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=18l

m’ & (@ | @ MG-SOFT MIB Browser P...

-iDix]
= 0| & x| e
Q User profile name. | Security user name | Secuiity level ]
E
i |
'_!'\ v
E
|| il
i
User profile name:
Security user name:
o x
™ Password oK I
I [P@sswird T ]
A
" Password confirmation
Pr
[P@sswid
— I" Hide typing Enter password in ASCI| text
-
i SrremerTraTmIT
Save to profile... 0K | Cancel I
|
[ Query results =~
Welcome to MG-SOFT MIB Browser Professional SNMPv3 Edition _A_l
v
|0 »
=
Remots SHMP agent not contacted. [ [Fswrv1  [@@O[E

= OEeY9D L 9

FRE, WAMESS SNMP-Agent FECEHERRZE, ZG8

& OK

Designer : Yigian Hu
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@ MG-SOFT MIB Browser Professional SNMPv3 Edition = |ﬂ|l(_|

—iojxi
= & & x| 2le

Q User profile name. | Security user name | Secuiity level ]
E
i |
'_!'\ v
E
| xl
i

User profile name [easthome

Security user name [easthomeuser

Context name |

[~ Context engine ID lw

I SNMPpotrumber [0 <]

cation protocol [HMACMDS ~] _Change Password..

Privacy protocol CFB-4ES-128 X

I~ Do not localize Authentication and Privacy keys

[~ Diffie-Hellman key exchange

anager Handonm lu

Save to profile... | Cancel I
|
[ Query results =~
Welcome to MG-SOFT MIB Browser Professional SNMPv3 Edition _A_l
v

|0 »
=

Remots SHMP agent not contacted. [ [F et [@@@ 4

HfFﬂﬁ] & (2 | MGSOFT MIB Browser ... &OEPYP2 % 9

EESEERZE, Bh LETRIEERR OK
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@ MG-SOFT MIB Browser Professional SNMPv3 Edition = I!I_x_’
Dl
=& e x| 2]g
Q p Secuiity user name it
E Authentication and privacy
I |
b =
E
3 |
' SNMPy3
tings
-Bulk
Non repeaters
" Select II Close I Ma repetitions
T =T~ SNMPv3 security
Timeout[s] |5 User security name:
Retransmits |4
|| =
Port number  [161 vl
[~ Add to agent profiles 0K | Cancel
[ Query results =~
Welcome to MG-SOFT MIB Browser Professional SNMP3 Edition _Aj
=
1< »

[Remate SHMP agent ot contacted. [ FECacer

EHFRSI & (2 | MGSOFT MIB Browser ... & VENYD L 9ae

ZIEREIZE _FEFTE “SNMPv3 USM User Profiles” SHEE,
B Select
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RAKE 222

in 1998

Fle Edt View SNMP Action Tools Window Help

= R TR E S

=18l

HERLEEE]

Qe |MiB | Ping |

|

Remate SNMP agent Split
[s2168.1.1 =1 = EI“ I Veical |
[ MIB tree 2
=l g MIB Tree
(0 ceitt
Qiso
x
SNMP protocol version
’V(’ SNMPy1 " SNMPv2c ' SNMPy3
[ General — [ Get-Bulk settings
Read conmurity IV Use Get-Bulk
0 Non repeaters
] > -
s i~ SNMP+3 security
Timeout[s] |5 User security name:
Dosdhoinaiiear: @ |
I
Retransmits ]4
Security level
Port number  |161 vl | Authentication and privacy
u Edit user...
[~ Add to agent profiles 0K | Cancel
[ Query results =~
Welcome to MG-SOFT MIB Browser Professional SNMP3 Edition _Aj
4]

[Remate SHMP agent ot contacted.

_ﬂ_mﬁ;l & (@ | @ MG-SOFT MIB Browser P...

[ | shmpvt

o

[ece & ,

= 0EE9D L 9

EeEESER A, REIZE LB “SNMP Protocol
Preferences” R, EBis OK
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# MG-SOFT MIB Browser Professional SNMPv3 Edition

Fle Edt Yiew SNMP Action Tools Window Help

=18l

R IR EE TR LT

|

Qe |MiB | Ping |
Remote SNMP agent

g =1 B &l H ;Dten;cai

-~ MIB vee

= i MIB Tree
(0 ceitt
Qiso

Search compiled MIB modules to resolve DID

Select [No] to skip resolving this OID.

0ID 1.3.6.1.6.3.15.1.1.4.0 cannot be resolved through loaded MIB modules.
Select [Yes] to search and load MIB that can resolve the 0ID.

Select [No To All] to skip resolving OIDs in the current walk.
Select [Yes To All] to resolve all 0IDs in the current walk.

Yes ToAI“ Yes ||

Na To Al

[ Query results

Security engine 1D updated.

User profile name: easthome

Security user name: easthomeuser

Security engine 1D: 80.00.07.DB.03.00.00.00.00.00.00 (hex)
Contest name: (zero-length)

Context engine ID: 80.00.07.DB.03.00.00.00.00.00.00 (hex)
Authentication protocol: HMAC MDS

Privacy protocol: CFB AES 128

Security level: Authentication And Privacy

Security model: USM

14

bb

v

[

contacting 192.168.1.1...

@151 & (@ | @ MG-SOFT MIB Browser P...

FE e

@& OEdNYPD % 9

AR EHRIXHEIES AR, TETTEEZSEIR MIB ikl
OID 3 1.3.6.1.6.3.15.1.1.4.0 B9FE&. B "Yes" NFRRAIF

EHFI0E MIB BIAJf#R_EiA[R)#R
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@ MG-SOFT MIB Browser Professional SNMPv3 Edition = ELX_J
File Edit View SNMP Action Tools Window Help

AR EE R R E R LEEE] 2|8

Remate SNMP agent Split
@.15&1.1 =~ = El” I~ Vetical |
~MIB tes
= @ MIB Tree
(0 ceitt
Qo

[~ Query results
User profile name: easthome

Security user name: easthomeuser

Security engine 1D: 80.00.07.DB.03.00.00.00.00.00.00 (hex)
Context name: (zero-length)

Context engine 1D: 80.00.07.DB.03.00.00.00.00.00.00 (hex)
|Authentication protocol: HMAC MDS

Privacy protocol: CFB AES 128

Security level: Authentication And Privacy

Security model: USM

1: sysUpTime [endofmibview) end of mib view

e ~
1< »

Remote SMP agent 192.168.1.1 contacted. | [ EEEET
2I515| & (@ | MG-SOFT MIB Browser ... =OEDNY9D % o3

B "Yes" Zfa, EEIR7R, 28I NMS 55885 SNMP-Agent
BRI 7R

pb
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=+h. BEEXE AC IEHIESSCISAR

—. SCIOHAFM:

AP1 Client A AP2 e
ien JJJ

STA
—. B

SWAfEAZEEARIEN, CIE VLAN 100 AE&EFRILSS
VLAN; VLAN 2003 AP &1 VLAN; VLAN 300 75 AP B9
=PRSS VLAN; VLAN 999 HigEEIE VLAN,

SWA K9 G0/0/1 — 16 i E5S VLAN 100; G0/0/17 - 22
OECE A AP B9ENIm; G0/0/24 3 LEXEEHgIRO;

AC HJ G0/0/1 - 20 im1ECE 9 AP 9N ; GO0/0/24 8L
EXES RS ;

AC {9 DHCP 5328, HBLZ=EFPHILSS VLAN 100, AP Ry
Z=IE VLAN 200, AP B9 FRISS VLAN 300 124 IP ih
HRY ECARSS
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RTA {E/9i8RREHES, SYNEIIER;
AP1 5 AP2 f9 SSID 5 HuaWei-AP3030; &E#EZHN
P@sswOrd;
SEREE SWA Y Client A 5i%#EE AP1 8 AP2 LAY STA IR
#Zu/E4815a); H Client A5 STAYE[S SWA, RTA, AP &
AC iEifl

system-view HENRFEE

sysname RTA #25

vlan batch 100 200 300 999 #6l52 VLAN 100, 200, 300
K 999

dhcp enable #JF/= DHCP ThfE

interface vlan 100 ##\ VLAN 100 p9izOfEEER
description PC Business VLAN HnIEOEAER

ip address 192.168.1.1 24  #FiE |P bkt FR#ERg
dhcp select relay  #FF/5 DHCP Ar4r{CIEINEE

interface vlan 200 #HN VLAN 200 pOiZOf B,

BEH

description AP_Management VLAN #RINEORIAE
=|

on

ip address 192.168.2.1 24  #BCE |P Hhhit K F /o
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dhcp select relay  #FFf5 DHCP =4z {CiETIRE

interface vlan 300 ##H N VLAN 300 Uiz ESER
description AP _Business VLAN #aiiEOEAR

ip address 192.168.3.1 24  #FE& |P Hhht K FRI#ERT
dhcp select relay  #FFf5 DHCP 4x{CiETNRE

interface vlan 999 #B N VLAN 999 fUizOE SER
description Management VLAN  #&0ECMEAEE

ip address 172.16.1.1 24 #ERE |P itk T RIHsHT
interface E0/0/1  #FHNHERNAYIHC]

description To SWA  #7iNimOEA S E

port link-type trunk  #&is S hdkiE=t

port trunk allow-pass vlan all  ##iFiz s {EIERE
VLAN B9{E8

interface E0/0/2 i NHERAYIRC

description To AC #iNim IR

port link-type trunk  #&isOFLE HhdkiE=t

port trunk allow-pass vlan all  ##iFiz s {EIERE
VLAN HYEE

SWA:
system-view

sysname SWA
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vlan batch 100 200 300 999
interface vlan 100

description PC Business VLAN
interface vlan 200

description AP_Management VLAN
interface vlan 300

description AP _Business VLAN
interface vlan 999

description Management VLAN

ip address 172.16.1.2 24
port-group Business
group-member G0/0/1 to GO/0/16
port link-type access

port default vlan 100

port-group AP-Access
group-member GO/0/17 to GO/0/22
port link-type trunk

port trunk allow-pass vlan all

port trunk pvid vlan 200

interface G0/0/24

description To RTA

port link-type trunk
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port trunk allow-pass vlan all

ip route-static 0.0.0.0 0 172.16.1.1

AC:

system-view

sysname AC

vlan batch 100 200 300 999

dhcp enable

ip pool ForAP #6245 79 ForAP YLt

network 192.168.2.0 mask 24  #6||z2ithitth A9 E] B I E%
K3 BRI RIFEhS

excluded-ip-address 192.168.2.2 #18 E £ 7 Eo st HE B
HEBRAY IP ik

gateway-list 192.168.2.1 #ERE D ECHIRI S HEE

dns-list 192.168.2.1 #HEESECHY DNS bt

ip pool ForSTA

network 192.168.3.0 mask 24

excluded-ip-address 192.168.3.2

gateway-list 192.168.3.1

dns-list 192.168.3.1

ip pool ForPC

network 192.168.1.0 mask 24
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excluded-ip-address 192.168.1.2

gateway-list 192.168.1.1

dns-list 192.168.1.1

interface vlan 100

description PC Business VLAN

ip address 192.168.1.2 24

dhcp select global #FEET 289 DHCP 88
interface vlan 200

description AP_Management VAN

ip address 192.168.2.2 24

dhcp select global #HEET2E87 DHCP Ih8E
interface vlan 300

description AP_Business VLAN

ip address 192.168.3.2 24

dhcp select global #FEET 289 DHCP Ih8E
interface vlan 999

description Management VLAN

ip address 172.16.1.3 24

port-group AP-Access

group-member G0/0/1 to GO/0/20

port link-type trunk

port trunk allow-pass vlan all

122 https://huawei.easthome.com/


https://huawei.easthome.com/

OB 2222

port trunk pvid vlan 200

interface G0/0/24

description To RTA

port link-type trunk

port trunk allow-pass vlan all

capwap source interface Vlanif 200 #f.& AC 5 AP ##37
CAPWAP RZiERYiRZ

wlan  ##HAN WLAN RIBECEEL

security-profile name HualWei-AP3030 #OIEHHANL
EIRIRIE

security wpa2 psk pass-phrase aes-tkip
#HEEINZFERNADANER

ssid-profile name HualWei-AP3030  #8lEFHHN SSID 1=
HARE]

ssid HuaWei-AP3030 #57E SSID RYUBFR

vap-profile name HualWei-AP3030  #GlgEFiH N VAP 1=
HRARE]

service-vlan vlan-id 300 #B2& VAP B9M55 VLAN
ssid-profile HualWei-AP3030  #4FzE SSID &y
security-profile HualWei-AP3030 #4 EZ &R
ap-group name HualWei-AP3030 #BUEZEFHN AP H
radio0  #EEEIHM ID
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vap-profile HuaWei-AP3030wlan 1 #15 VAP 5 WLAN F¢
EHYBE
ap-id 1 type-id 45 ap-mac 00e0-fce3-7ee0  #ELEHZHE —
S APHID{E, =EUE, LUK AP B MAC itk
ap-name AP1  #1%—& AP &3
ap-group HuaWei-AP3030 #15 AP I\ AP 4H

ap-id 2 type-id 45 ap-mac 00e0-fc2c-3620
ap-name AP2

ap-group HuaWei-AP3030

ip route-static 0.0.0.0 0 172.16.1.1
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ML -
£ AP1 EA&NEEAINFREN IP bk :

[AP1 Yy arp

125 https://huawei.easthome.com/


https://huawei.easthome.com/

OB 2222

BEScie Client A 2E5INFREY P bk :

% Client A

EREE AT AiE UDPRBEITE =:im|

Welcome to use PC Simulator!

local IPv6 address : £feB80::5689:98ff:fe68:71de
address

192.168.1.81
255.255.255.0
192.168.1.1
54-89-98-68-71-DE
192.168.1.1

& Client A E/85 RTA(172.16.1.1) SWA(172.16.1.2).
AC (172.16.1.3) IEE&EH:
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[H2%5)

ﬂ‘ﬂ.ndr:: in 1998

% Client A

ERlEE WEAT AiE UDPRETE =:im|

local IPv6 address fe80::5689:98ff:fe€68:71de
address... :: / 128
gateway... - H
address... 152.168.1.81

Subnet mask.... > 255.255.255.0

192.168.1.1
Physical address.... 54-89-98-68-71-DE
DNS server 192.168.1.1

PC>ping 172.16.1.1

172.16.1.1: 32 data bytes, Press Ctrl C to

172.16.1.1: bytes=32 seg=1l ttl=255 time=31
172.16.1.1: bytes= seq=2 ttl=255 time=31
172.16.1.1: bytes=32 tt1=255 time=31
172.16.1.1: bytes=32 ttl=255 time=47
172.16.1.1: bytes=32 =5 ttl=255 time=47

172.16.1.1 ping statistics —---
packet (s) transmitted
packet (s) received

0.00% packet loss

round-trip min/avg/max = 31/37/47 ms

PC>

% Client A

ERiEE AT A UDPRBEITE B0
From 172.16.1.1: bytes=32 seq=3 ttl=255 time=31 ms
From 172.16.1.1: bytes=32 seg=4 ttl=255 time=47 ms
From 172.16.1.1: bytes=32 seq=5 ttl=255 time=47 ms

-—- 172.16.1.1 ping statistics —-—-
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 31/37/47 ms

PC>ping 172.16.1.2

Ping 172.16.1.2: 32 data bytes, Press Ctrl C to

Request timeout!

From 172.16.1.2: bytes=32 ttl=254 time=62
172.16.1.2: bytes=32 ttl=254 time=78
172.16.1.2: bytes=32 ttl=254 time=63

From 172.16.1.2: bytes=32 ttl=254 time=62

-—- 172.16.1.2 ping statistics —---
5 packet(s) transmitted
4 packet(s) received
20.00% packet loss
round-trip min/avg/max = 0/66/78 ms

PC>
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% Client A - L.2]l.X

bytes=32 seg=3 ttl=254 time=78 ms
bytes=32 segq=4 ttl=254 time=63 ms
bytes=32 seg=5 ttl=254 time=62 ms

-— 172.16.1.2 ping statistics --—-—

5 packet(s) transmitted

4 packet(s) received

20.00% packet loss

round-trip min/avg/max = 0/66/78 ms

PC>ping 172.16.1.3

172.16.1.3: 32 data bytes, Press Ctrl C to

172.16.1.3: bytes=32 seg=1l ttl=255 time=47
172.16.1.3: bytes=32 seg=2 ttl=255 time=31
2

172.16.1.3: bytes=32 seg=3 time=47
172.16.1.3: bytes=32 seg=4 ttl=255 time=47
172.16.1.3: bytes=32 seg=5 ttl=255 time=47

172.16.1.3 ping statistics —-—-—
packet (s) transmitted
packet (s) received

0.00% packet loss

round-trip min/avg/max = 31/43/47 ms

PC>

2SN STA 2EF57#825%8 HuaWei-AP3030 [IF& (=2

T STA - 0 X
vap Bl wEAT uDPEBRTE
MAC it : | 54-89-98-4A-43-2E
IPvd BT
O#s @ DHCP
1P i 1 ] D \
R : E |
vapHlE
SSID hoER= s VAP MAC =E Sz
& wnill Huawei-AP... WPA2 FiEE 00-E0-FC-57-0B90 1 302.11bgn =
i
EFFH
B
EA
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=S AP B3 iEfE, SREX P sl SR SEL:

T STA - Bl X
Vap 5i|F AT UDPEETE
MAC Ml : 54-39-08-4A-43-2E
IPv4 BT
O#s @ DHCP
=
X A
IP Hfiif: = KF
fodx s &%\ Huawei-AP3030 (5510
vapBlE
HATE EH
SSID mn HfizeR
O wnlll Huawei-AP... WPAZ ST UU-EU+C-5/-08-50 1 802.11bgn =5
1=E1E
Ef F
B
FzF

B& STA SRENAY IP bt :

T STA - 0 X

Vap 5i| wEAT UDPREETE

Welcome to use STA Simulator!

STA>ipconfig

Link local IPv6é address S

IPvé address : am S 128

IPv6 gateway i

IPv4 address : 192.168.3.189

Subnet mask : 255.255.255.0
192.168.3.1

Physical address.... : 54-89-98-4A-43-2E

DNS server T 992368351
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& STA /05 RTA (172.16.1.1), SWA (172.16.1.2),

AC (172.16.1.3) IEE&ER:

Vap Sl AT uoPEETE

local IPvé6 address o

address = 128

gateway H

address 152.168.3.189

Subnet mask 255.255.255.0

192.168.3.1
54-89-98-4A-43-2E
192:.168.3:1

STA>ping 172.16.1.1

Ping 172.16.1.1: 32 data bytes, Press Ctrl C to break

From 172.16.1.1: bytes=32 seg=1 ttl=255
From 172.16.1.1: bytes=32 seg=2 ttl=255
From 172.16.1.1: bytes=32 segq=3 ttl=255 time=110
From 172.16.1.1: bytes=32 segq=4 ttl=255 time=109
From 172.16.1.1: bytes=32 seg=5 ttl=255 time=109

-—- 172.16.1.1 ping statistics —---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 109/109/110 ms

STA>

41

, STA

[

Vap 5i|F wEAT UoPEETE
From 172.16.1.1:

From 172.16.1.1: bytes=32 seq=4 ttl=255 time
From 172.16.1.1: bytes=32 seg=5 ttl=255 time=109 ms

-—- 172.16.1.1 ping statistics —--
S5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 109/109/110 ms

STA>ping 172.16.1.2

Ping 172.16.
From 172.16.
From 172.16.
From 172.16.
From 172.16.
From 172.16.

38

-2: 32 data bytes, Press Ctrl_C to break
bytes=32 seg=1 ttl=254 time=125 ms
bytes=32 seg=2 ttl=254 time=109 ms
bytes=32 seg=3 ttl=254 time=125 ms
bytes=32 seg=4 ttl=254 time=125 ms
.2: bytes=32 seqg=5 ttl=254 time=125 ms

e
[SESE S

-—— 172.16.1.2 ping statistics —---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 109/121/125 ms

STA>
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Vap 5l AT uDPE T E
From 172.16.1.2: bytes=32 seg=3 ttl=254 time=125 ms
From 172.16.1.2: bytes=32 segq=4 ttl=254 time=125 ms
From 172.16.1.2: bytes=32 seg=5 ttl=254 time=125 ms

-—- 172.16.1.2 ping statistics —--
S5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 109/121/125 ms

STA>ping 172.16.1.3

Ping 172.16.1.3: 32 data bytes, Press Ctrl C to break
From 172.16.1.3: bytes=32 seq=1 ttl=255 time=109

From 172.16.1.3: bytes=32 seg=2 ttl=255 time

From 172.16.1.3: bytes=32 seq=3 ttl=255 time

From 172.16.1.3: bytes=32 seg=4 ttl=255 time

From 172.16.1.3: bytes=32 seg=5 ttl=255 time

-—— 172.16.1.3 ping statistics —---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 109/109/110 ms

STA>

i STA 5 Client A ROiEE

. STA = =

41

[

Vap 5l AT uDPE T E
From 172.16.1.3: bytes=32 seg=3 ttl=255 time=109 ms
From 172.16.1.3: bytes=32 segq=4 ttl=255 time=110 ms
From 172.16.1.3: bytes=32 seg=5 ttl=255 time=109 ms

-—- 172.16.1.3 ping statistics —--
S5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 109/109/110 ms

STA>ping 192.168.1.81

Ping 192.168.1.81: 32 data bytes, Press Ctrl C to break

Request timeout!

From 192.168.1.81: bytes=32 seg=2 ttl=127 time=141
From 192.168.1.81: bytes=32 seq=3 ttl=127 time=141
From 192.168.1.81: bytes=32 seg=4 ttl=127

From 192.168.1.81: bytes=32 seg=5 ttl=127

-—— 192.168.1.81 ping statistics —---—
5 packet(s) transmitted
4 packet(s) received
20.00% packet loss
round-trip min/avg/max = 0/144/156 ms

STA>
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SN FER7R, STARIIERES AP2 EXTERFHIRIMNGS

FIHEVLAN: 999
172.16.1.1/24

Ethernet 0/0/1 / \ Ethernet 0/0/2

RTA
GE 0/0/24
HEVLAN: 999 ORI ZIVLAN: 999
172.16.1.2/24 172.16.1.3/24
GE 0/017 SWAN, GE o AC\ GE 0/0/1
s GE 0/0/0 Ethernet 0/0/1 ag \GEOIWD

I '/ 1/2.4G/600Mbps i 1/2.4G/600Mbps
- /)
AP1 ClientA AP2 /

~7
STA

5 STA A AP1 NS SBE EREAAT, ATBzS AP1 Y

i

FIEVLAN: 999
172.16.1.1/24

Ethernet 0/0/1 /RTA N Ethernet 0/0/2

GE 0/024
Iy AN: 999 { CEORZL S EIEVLAN: 999
172.16.1.2/24 b 172.16.1.3/24
GE 00017, SWAN, GE o AC\ GE 0/0/1

,GEOOD  Ethemetooit’y KCE (MU

g / 1/12.4G/600Mbps ’ 1/2.4G/600Mbps
L)

AP1 ClientA AP2
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=-75. ([ Python i) Telnetlib &
R H LIS AN

—. SCIOHAFM:

— G0/0/0
192.168.1.1/24

Client A RTA
192.168.1.254/24

—. LEHAY:
< Client A SLHIsEMA Python f Telnetlib ZRXT IR HES

Il
x
=D
NI
S

system-view HHNR TN ERED

interface G0O/0/0  #HN\MEMNEO

ip address 192.168.1.1 24  #FiE |P bkt FR#ERg
user-interface vty 0 4 #HN Telnet FUECEIRET(
authentication-mode password  #1EEIANIEG T AZEELY
Uk

set authentication password cipher P@sswOrd
#ECEINIERS E R A R IIZE ST\

protocol inbound telnet #1I5EFERANTREERINNA

Telnet
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user privilege level 15 #HEEEREHEFI%5!

telnet server enable  #F= Telnet &L

Client A:

CAWINDOWS\system32\cmd.exe - python = o X
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RS B i 2%
=+t. #cE FTP EI84HK

—. SCIOHAFM:

G0/0/0 G0/0/0
192.168.1.2/24 192.168.1.1/24

Client FTP Server

—. SCIGHEAY:
BIZTE FTP Server FERE FTP RS, < Client RJLAIEEIA(G]
FTP Server f9isEB =R

=. LLE:

FTP Server:
system-view HHENR G EREL
sysname FTP Server  #/51885p%3

interface GO/0/0  #FNHERNAYED

ip address 192.168.1.1 24  #FiE |P bkt FR#ERg

ftp server enable  #FF/3 FTP RS

set default ftp-directory flash:/  #REZARY FTP BJi5(9)
B

aaa #7113 AAA IRSS

local-user easthome password cipher P@sswOrd
#RIEA R R EH

local-user easthome service-type ftp #EE1ZFAF A {E
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FARIRRSS A0 FTP

local-user easthome ftp-directory flash:/  #1gE1ZFAF1E
J FTP ipiaRdeiniaRIER

local-user easthome access-limit 200  #IgE1ZFHF A2
MR KIEZEH

local-user easthomeidle-timeout 00  #IEEZFAFRIE
Szl NERIE]

local-user easthome privilege level 15  #IgEIZFHFESR

SRR A

Client:

system-view

sysname Client

interface G0/0/0

ip address 192.168.1.2 24

Client Uizt :
<Client>ftp 192.168.1.1
Trying 192.168.1.1 ...

Press CTRL+K to abort
Connected to 192.168.1.1.
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220 FTP service ready.
User(192.168.1.1:(none)):easthome
331 Password required for easthome.
Enter password: P@sswOrd

230 User logged in.

[Client-ftpl binary  #3AMBIREFVES FTP ZRighY, IREX
&5 0 Binary 1230 (ZT#HHIETV)
200 Type set to I.

[Client-ftp]
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